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Safety Information =

Important Information

NOTICE

Read these instructions carefully, and look at the equipment to become familiar with
the device before trying to install, operate, or maintain it. The following special
messages may appear throughout this documentation or on the equipment to warn
of potential hazards or to call attention to information that clarifies or simplifies a
procedure.

The addition of this symbol to a Danger safety label indicates that an
electrical hazard exists, which will result in personal injury if the
instructions are not followed.

personal injury hazards. Obey all safety messages that follow this
symbol to avoid possible injury or death.

A DANGER

DANGER indicates an imminently hazardous situation which, if not avoided,
will result in death or serious injury.

A WARNING

WARNING indicates a potentially hazardous situation which, if not avoided, can
result in death or serious injury.

: This is the safety alert symbol. It is used to alert you to potential

35014556 03/2012 9



A CAUTION

' CAUTION indicates a potentially hazardous situation which, if not avoided, can
result in minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

PLEASE NOTE
Electrical equipment should be installed, operated, serviced, and maintained only by
qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.
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About the Book

At a Glance

Document Scope

This manual presents the TSX ETG 30e* gateway module and describes how to
install and configure it.

Validity Note
This documentation applies to TSX ETG 3000, 3010, and TSX ETG 302¢ modules.

Related Documents

Title of Documentation Reference Number

Web Designer for TSX ETG 3000 Product Range User Manual 35012721 (English)
35012722 (French)

Grounding and Electromagnetic Compatibility of PLC systems. Basic | 33002439 (English)
principles and measures User manual 33002440 (French)

Configuration of your computer for TSX ETZ direct connection by | S1B62516
serial link

You can download these technical publications and other technical information from
our website at www.schneider-electric.com.
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Product Related Information

All pertinent state, regional, and local safety regulations must be observed when
installing and using this product. For reasons of safety and compliance with
documented system data, only the manufacturer should perform repairs to
components.

When controllers are used for applications with technical safety requirements,
please follow the relevant instructions.

Failure to use Schneider Electric software or approved software with our hardware
products may result in injury, harm, or improper operation.

Failure to observe this product related warning can result in injury or equipment
damage.

A A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

e Remove the Ethernet cable that provides PoE (only for TSX ETG 3000
modules) to disconnect all power before installing or removing any hardware
and cables.

e Always use a properly rated voltage sensing device to confirm power is off.

e Always use suitable insulation equipment when inserting or removing all or part
of this equipment.

Failure to follow these instructions will result in death or serious injury.

The TSX ETG 30 module enables you to remotely write variables of your system
using a Web browser or Web Designer for TSX ETG 30ee.

Anyone who has access to the configuration tool and to your embedded server can
override your security settings and download new settings to the server.

Unauthorized or incorrect changes to data may change the behavior of your
application in ways that may be undesirable or even hazardous.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Restrict access to the embedded server by configuring passwords.

e Carefully select the symbols and direct addresses you authorize to be modified
online.

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

12
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User Comments

TSX ETG 302¢ includes a low power radio transmitter and receiver (GSM modem).
When it is ON, it sends and receives radio frequency (RF) signals. GSM
communication produces magnetic fields.

A WARNING

DISTURBANCE OF ELECTRONIC DEVICES

e Switch off the TSX ETG 302 modules during air travel by disconnecting the
power cable. Using GSM devices during air travel is illegal.

e Do not use the TSX ETG 302+ modules in hospitals or health care facilities that
may be using equipment that could be sensitive to external RF energy
(especially near pacemakers and hearing aids).

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

A CAUTION

DISTURBANCE OF ELECTRONIC DEVICES AND LOSS OF DATA

e Do not place the module next to magnetic media such as floppy disks, tapes,
etc.

e Do not operate the modem close to other electrical equipment such as
televisions, telephones, radios and personal computers.

e Do not use the TSX ETG 302¢ modules while driving. In case of use on cars,
check that electronic equipment is shielded against RF signals.

Failure to follow these instructions can result in injury or equipment damage.

The TSX ETG 302« modules, like all wireless devices, are subject to interference
that may reduce its performance.

We welcome your comments about this document. You can reach us by e-mail at
techcomm @schneider-electric.com.

35014556 03/2012
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TSX ETG 30 Modules

Scope of this chapter

This chapter contains general information about the TSX ETG 30¢ module.

What’s in this Chapter?
This chapter contains the following topics:

Topic Page
Overview 16
Package Contents 18
Physical Description of the TSX ETG 30 Modules 19
Summary of the TSX ETG 30e* Functions 20
Compatibility 23
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TSX ETG 30 Modules

Overview

Introduction

The TSX ETG 30e¢ is a standalone ‘all-in-one’ TCP-IP/Modbus gateway module that

can be used to provide:

e remote control to distributed installations or RTU applications (remote
programming, monitoring, diagnostic and maintenance)

e integration of Modbus serial devices into a TCP/IP network

e Web portal function with built-in HMI/SCADA processing

TSX ETG 30 remote access capabilities allow you to easily transfer application
programs to your remote PLCs and devices and perform online modifications using
your programming software: Unity Pro, PL7, Concept, Twido Soft or Power Suite.
You can also transfer HMI applications to remote Magelis terminals and IPCs using
Vijeo Designer software. Remote supervision can be performed using Vijeo Citect
SCADA or any other SCADA software.

The main features of the TSX ETG 30ee are:

e gateway messaging between Ethernet network and serial network

e gateway messaging between PPP link and Ethernet/serial network

e remote access with integrated RAS server and Modem (GSM/GPRS or PSTN) or
external modem

e support of a second modem (external) depending on the model

e integrated I/O board (6 digital inputs, 2 digital outputs) depending on the model

e flash memory: 32 Mb of internal memory with memory extension up to 1 GB (USB
memory stick, CF card)

e FTP server for firmware updates and application up/download

e embedded Web server with predefined setup, diagnostic and monitoring pages
and hosting of user-defined Web pages and documents (PDF, doc, etc.)

e built-in HMI/SCADA services with internal processing such as graphical
monitoring, datalogging, alarm or report notification via email/SMS, etc.

You can configure TSX ETG 30¢* hardware and gateway using either the embedded
Web server or Web Designer software for TSX ETG 30se.

The design of Web and HMI applications requires Web Designer software for TSX
ETG 30ee.

16
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TSX ETG 30 Modules

TSX ETG 30 Models

Depending on the model, the TSX ETG 30 module is delivered either without an
internal modem, with an integrated PSTN modem, or with an integrated GSM/GPRS
modem. All models include an RS232 serial link for connecting an external modem.

The following table describes the various TSX ETG 30ee models:

Product Name

Product Characteristics

TSX ETG 3000

without an embedded modem

TSX ETG 3010

with a PSTN/RTC modem and embedded Digital Input/Output (DIO)

TSX ETG 3021

with a GSM/GPRS modem (900/1800 MHz band) and embedded DIO

TSX ETG 3022

with a GSM/GPRS modem (850/1900 MHz band) and embedded DIO

35014556 03/2012
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TSX ETG 30 Modules

Package Contents

Content of the Module Package
Each product contains:

a TSX ETG 30 module

a quick reference guide (A5 format)

a DC power supply connector and a TSX ETGACCO01 DIO connector
battery with cable and TSX ETGACCO02 connector

a CD-ROM containing:

e Web Designer for TSX ETG 30ee

documentation in French, English

dedicated Macro Frontpage for configuring widgets

sample application to demonstrate product use and configuration
get started guide

readme.txt which provides primary information

e safety information for batteries
e an antenna for the GSM/GPRS connection for TSX ETG 302 modules only

18 35014556 03/2012



TSX ETG 30 Modules

Physical Description of the TSX ETG 30¢ Modules

Introduction

lllustration

This topic describes the communication ports, LEDs, and the connectors of the TSX
ETG 30ee.

The physical elements common to all TSX ETG 30 models are shown in the
illustration of the TSX ETG 3000 module. Physical elements provided for the double-
width modules are shown in the illustration of the TSX ETG 3010. The antenna
connection for the TSX ETG 302 modules is shown in the third illustration.

B WN =

© ooNO O,

11
12
13

TSX ETG 3000 TSX ETG 3010 TSX ETG 3021/3022

LED indicators

USB port

Terminal for 12 or 24 Vdc power supply connection

RJ45 PoE (Power over Ethernet) connector for Ethernet link. PoE is only available on the
TSX ETG 3000

RJ45 connector for Ethernet link

RJ45 connector for Modbus RS485 link

CF card slot

9-pin SUB D connector for modem link

Support plate for fixing the module directly to an AM1-DE200/DP200 DIN rail or to a
Telequick AM1-PA pre-slotted plate

Support plate for fixing the module directly to an AM1-DE200/DP200 DIN rail or to a
Telequick AM1-PA pre-slotted plate

RJ11 connector for internal modem link

Digital I/O interface

Connector for the GSM antenna

35014556 03/2012
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TSX ETG 30 Modules

Summary of the TSX ETG 30¢e Functions

Presentation

The TSX ETG 30 module includes the following main functions:

e gateway and communication functions such as TCP/IP - Modbus gateway,
PPP - Modbus gateway, RAS server, Modbus master, etc

e embedded Web server functions such as module setup and diagnostic,
application monitoring and control, etc

e embedded HMI functions such as graphic monitoring, datalogging, alarm or
report notifications via email/SMS, etc

Gateway and Communication Functions

The module includes the following gateway and communication functions:
e Gateway functions:
e between Ethernet network and serial link using Modbus/TCP and
Modbus/RTU protocols
e between PPP link (internal or external PSTN/GSM/GPRS modem) and
Ethernet or serial devices using Modbus/TCP and Modbus/RTU protocols

e RAS between devices over a modem network (TCP/IP - PPP) and devices over
an Ethernet network

e RAS/router function between modem connection (PPP - PSTN/GSM/GPRS) and
devices connected to the gateway via the Ethernet network

e NAT routing tables for transparent routing between WAN and Ethernet devices

e VPN support for securing communications over WAN/modem connections

e Modbus master function for device data acquisition by polling up to 31 Modbus
slaves

Additional protocols and functions supported:

e HTTP server for TSX ETG 30 module setup, diagnostic and application
monitoring

e FTP server for module firmware updates and application uploads/downloads

e SNMP agent for network management and administration

e NTP client for clock synchronization of TSX ETG 30ee modules, devices and
computer systems over Ethernet

e SMTP client for email notification

e DNS client for IP address resolution of SMTP and database servers

e DHCP client for automatic reconfiguration on replacement of TSX ETG 30ee
modules (FDR function)

e |P filtering to restrict connection to a list of authorized client IP addresses

e for securing communication over WAN

e Modem callback function: on an incoming telephone call, automatic callback of a
telephone number using PSTN/GSM with automatic connection to the GPRS
network

20 35014556 03/2012



TSX ETG 30 Modules

Embedded Web Server Functions

An integrated HTTP server provides Web portal features to your remote installations
and RTU applications. The memory of the TSX ETG 30ee consists of 32 MB of
internal flash with memory extension such as Compact flash card or USB memory
key up to 1 GB.

It includes:

predefined Web pages for:

e module setup and control

e module and application diagnostic
e application monitoring and control

user customizable Web pages for:

e graphic monitoring

e HTML reporting/dashboard

e storage of any user defined files such as PDF, docs, schematics, etc. for
maintenance purposes

e real time access to devices and application data from custom Web pages
using a library of graphical Java applets

Embedded HMI Functions

In addition to the gateway and the embedded Web server functions, the TSX ETG
30¢e module can perform internal processing.

This processing includes the following HMI services (FactoryCast HMI active
services):

Device service: to configure data acquisition from devices (polling of device
variables).

Calculation service: to perform calculation scripts for custom data processing
(scaling, thresholds, etc.).

Email service: for alarm or report notifications via email or SMS on events, alarm
triggers or thresholds exceeded, etc.

Datalogging service: for automatic archiving of application information such as
measures, events, alarms, device status, etc. The log files are saved as CSV files
into the module memory (Flash memory, CF card, USB memory key).
Database connection: for automatic archiving of application information into an
external relational database (SQL Server, Oracle, MySQL).

Active pages: for creating of custom dynamic HTML reports.

Recipe service: for automatically managing recipe data files to initialize a group
of variables set at predetermined values when a specified event occurs.
Recipe database service: providing read/write database functions that can be
used for recipe management by reading/writing recipe data inside a database
(SQL Server, Oracle, MySQL).

Data Editor: to create data tables associated with variables, to be able to
determine their value when the table is animated.

35014556 03/2012
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TSX ETG 30 Modules

e Pocket Editor: providing a version of the Data Editor that operates in a Pocket
PC environment.

e Graphic Viewer: to visualize custom animated graphics for application
monitoring.

e Graphic Editor: to create custom animated graphics for application monitoring.

e Custom Web pages: to create a fully customized Web interface to match
customer needs.

22 35014556 03/2012



TSX ETG 30 Modules

Compatibility

Presentation

The following information concerns:
e compatibility with other Schneider Electric devices
e PC and software minimum configuration

Compatibility with Other Devices

The TSX ETG 30e* modules are based on the TSX ETG 10°0 modules. They have
new utilities and services and remain compatible with TSX ETG 100 modules.

A TSX ETG 30ee is able to replace a TSX ETG 10°0 and it provides the same level
of interoperability as a TSX ETG 10200. A TSX ETG 30 can communicate with a
TSX ETG 100 using either the PPP link or the Ethernet link.

NOTE: You cannot convert a FactoryCast HMI application in a TSX ETG 30
application.

PC and Software Configuration

You need to install the following software on your PC in order to interact with the TSX
ETG 30 modules:

e Web Designer for TSX ETG 30ee to fully configure the module

e Java Runtime Environment (JRE) 1.4.2 or above

e a Web browser such as Internet Explorer 6.0 (or above) or Mozilla Firefox 2.0 (or
above)

35014556 03/2012
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TSX ETG 30 Modules
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Security

Scope of this Chapter

Do not use a TSX ETG 30ee to support critical functions. Before configuring your
website, you must plan how to secure it. Unlike default website data, data from a
custom website is write enabled.

Pay particular attention to the people with access rights to the site and to the data
that can be changed. This chapter describes security problems and presents
security mechanisms accessible to users of the Web utility.

What’s in this Chapter?

This chapter contains the following topics:

Topic Page
Internal Security 26
External Security 27
Variable Access Security, Symbol, Direct Address 29
Internet Communication 30
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Security

Internal Security

Presentation

Password Entry

Restrictions

The TSX ETG 30 provides 2 mechanisms so that only authorized users can view
and modify your data:

e password entry

e write restrictions

Anyone who has access to the configuration tool and to your embedded server can
override your security settings and download new settings to the server.
Unauthorized or incorrect changes to data may change the behavior of your
application in ways that may be undesirable or even hazardous.

A WARNING

UNINTENDED OPERATION
Restrict control of access to the embedded server:

e Change passwords monthly.
e Do not use simple user names and passwords.
e Disable default passwords before commissioning the module.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Although you may add unprotected Web pages to the site, the default Web pages
and any other pages you choose to protect can only be viewed by users who supply
the correct user name and password.

When you create a website and you want to protect it, you must place it in the folder
called secure. The uploading of the custom website is subject to security conditions
linked to an FTP password (see page 253).

26
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Security

External Security

Presentation

If your network has been configured to enable users to consult your Internet site,
your security system is the same as that of an intranet site, only you have an
additional security measure: a firewall.

Architecture of a Firewall

A firewall forms a gateway between the Internet and your embedded server, as
illustrated below. You can use a firewall to restrict or forbid access to your web site.

A firewall can be configured to authorize network connections to a limited range of
ports, or to authorize traffic to or from certain IP addresses.

Browser
on
PC
Internet
Firewall TSXETG 30ee
Intranet
PL7
Browser Concept Configuration Server
on Unity PL7 || Software integrated
PC on PC in PLC

Types of Firewalls

There are two types of firewall:
e network firewalls
e application firewalls

Network Firewalls

Network firewalls are often installed between the Internet and a single entry point to
an intranet or internal protected network.
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Application Firewalls

An application firewall works for an application, for example FTP. It intercepts all
traffic sent to this application, and decides whether or not to transmit this traffic to
the application. Application firewalls are located on individual host computers.

Firewall Configuration

HTTP, FTP and Schneider Electric Modbus application protocol (MVBAP) are
required to access embedded server pages and files. If you want viewers to be able
to access your site from the Internet and your embedded server is protected by a
firewall, you must configure the firewall to authorize HTTP, FTP and MBAP traffic.

The following table shows the configuration port to authorize the traffic:

Port Protocol Use to access to...

21 FTP Protected embedded server files
Higher than 1024

80 HTTP Web pages

502 MBAP Operational data

500 UDP VPN communication

50 IP

51

NOTE:

e The default FTP username and password are userdata/userdata.
e The FactoryCast client follows the "Firewall Friendly FTP" standard, RFC 1579.
Itissues an FTP PASV command to the FactoryCast server before attempting to

establish an FTP data connection.

e The online mode of the configuration tool is not operational if the module is
protected by a firewall. The ports in this mode are dynamically assigned.
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Variable Access Security, Symbol, Direct Address

Presentation

Users who enter the data password (see page 79) can only modify variables
(symbols) and direct addresses which are write-enabled. When you create a Web-
enabled database of variables and direct addresses, you can designate each
element as read-only or write-enabled.

Unauthorized or incorrect modifications made to symbols and direct addresses may
change the behavior of your application in ways that may be undesirable or even
hazardous.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Carefully select the symbols and direct addresses you authorize to be modified
online.

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or

equipment damage.

35014556 03/2012
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Security

Internet Communication

Presentation

The GPRS feature enables you to access the module over the Internet. It implies an
enhancement of security controls in order to protect access to the module.

NOTICE

UNINTENDED OPERATION - DISCLOSURE OF DATA
Set the confidentiality of your data using IP Control or VPN.
Failure to follow these instructions can result in equipment damage.

TSX ETG 302 modules provide 2 security solutions:

e |P control: unknown IP addresses cannot connect to the module.

e VPN (Virtual Private Network) (see page 199): data traveling between two hosts
is encrypted for privacy along with other security features. In this way, private
data can safely pass over the Internet.

30
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Hardware Characteristics

Scope of this Chapter
This chapter describes the hardware characteristics of the TSX ETG 30 module.

What’s in this Chapter?
This chapter contains the following sections:

Section Topic Page
3.1 Description 32
3.2 Installation of the Module 34
3.3 Connections 55
3.4 Diagnostics 68
3.5 Electrical Characteristics 70
3.6 Standards 71
3.7 Conditions of Use 72
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Hardware Characteristics

3.1

Description

Technical Details

Computing Power

Storage Memory

USB Interface

CF Card

1/0 Board

The module uses a NEC VR4133 266 MHz CPU. The processor speed is 466 MIPS.
It has 64 MB of SDRAM and 16 MB of programmable memory accessed by a 32 bits
bus.

The TSX ETG 30e¢ includes 32 MB of NAND flash memory accessed by a 8 bits bus.

The module also has 512 KB of Static RAM (SRAM) and a RTC dedicated for
memory backup.

NOTE: The battery enables backup of the SRAM and the RTC.

The TSX ETG 30e* implements a USB 1.1 host interface with a standard USB
connector type A. You can connect a USB memory key up to 1 GB to the module.
The USB interface provides power control for the USB memory key.

Extension of storage memory is provided by a Standard Compact Flash slot Type Il
in which customer can insert a 1 GB compact flash card (available in the
Telemanique catalogue).

An integrated digital I/O board is available on double size modules: TSX ETG 3010
and TSX ETG 302e. The board provides 2 digital outputs (source type) and 6 digital
inputs. It uses a specific connector provided with the module (reference:
TSXETGACCO1).

32
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PSTN Modem
The PSTN socket modem is part of FactoryCast Gateway TSX ETG 3010.

This socket is plugged in at the factory on the expansion 1/0 board of the product. It
provides an interface to the line with a RJ11 connector available on the front panel
of the product.

PSTN modem characteristics:

Characteristic Value

Maximum transfer rate 33.600 bps (V34)

USA compliance FCC part 68

FCC registration number | AU7USA-25814-M5-E

European compliance TBR21:19981999/5/EC R&TTE directive

GSM/GPRS Modems

The GSM/GPRS socket modem 900/1800 MHz is part of the TSX ETG 3021. This
type of modem is specifically for the European market.

The GSM/GPRS socket modem 850/1900 MHz is part of the TSX ETG 3022. This
type of modem is specifically for the North American market.

This socket is plugged in at the factory on the expansion 1/O board of the product,
and a coaxial cable is connected between the modem and the front plate of the
product, providing an external connector for an antenna (FME male type).

European Compliance of GSM 900/1800 MHz embedded modem:

GSM EN 301511 V7.0.1 covered by 3GGP TS 51.010 V5.0.0

EMC EN 301489-1 V1.2.1 (2002-08) and EN 301489-7 V1.4.1 (2002-08)
Safety EN 60950:2000

European Council | 1999/519/EC recommendation and 1999/5/EC directive R&TTE

American Compliance of GSM 850/1900 MHz embedded modem:

FCC ID AU792U03G23710
Industry Canada 125a-0009
Rules FCC part 22.901(d) and FCC part 24E
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3.2 Installation of the Module

Overview

This section covers the installation of a TSX ETG 30ee module.

What’s in this Section?

This section contains the following topics:

Topic Page
Dimensions and Mounting of the Module 35
Connecting the Power Cord 41
Changing the Battery 43
Inserting a SIM Card 47
CF Card Installation and Removal 51
Wiring to the 1/0 Connector 53

34
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Hardware Characteristics

Dimensions and Mounting of the Module

Environmental Considerations

You must pay particular attention to the location where the module will be placed.

NOTE: The TSX ETG 30 module is not certified for operation in explosive
environment or where corrosive gases are present.

TSX ETG 302¢ includes a low power radio transmitter and receiver (GSM modem).
When it is ON, it sends and receives radio frequency (RF) signals. GSM
communication produces magnetic fields.

A WARNING

DISTURBANCE OF ELECTRONIC DEVICES

e Switch off the TSX ETG 302 module during air travel by disconnecting the
power cable. Using GSM devices during air travel is illegal.

e Do not use the TSX ETG 302 module in hospitals or health care facilities that
may be using equipment that could be sensitive to external RF energy
(especially near pacemakers and hearing aids).

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

A WARNING

EXPOSURE TO RADIO FREQUENCY ENERGY

Keep to a minimum distance of 40 cm (15.74 in) from the antenna of the TSXETG
302¢ module when it is transmitting.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

A CAUTION

DISTURBANCE OF ELECTRONIC DEVICES AND LOSS OF DATA

e Do not place the module next to magnetic media such as floppy disks, tapes,
etc.

e Do not operate the modem close to other electrical equipment such as
televisions, telephones, radios and personal computers.

e Do not use the TSX ETG 302¢ while driving. In case of use on cars, check that
electronic equipment is shielded against RF signal.

Failure to follow these instructions can result in injury or equipment damage.

35014556 03/2012
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Pre-Slotted Plates

The TSX ETG 302+ module, like all wireless devices, is subject to interference that
may reduce its performance.

NOTE: The TSX ETG 30¢ module must be located away from devices that might
cause overheating or arc flashes.

Each TSX ETG 30 module is fixed to a support plate that can be mounted on either
an AM1-DE200 or AM1-DP200 DIN rail.

TSX ETG 30ee can also be mounted either on a Telequick AM1-PA or on a Telequick
AM2-PA pre-slotted plate depending on the size of the model:

e AM1-PA for TSX ETG 3000 (single size)

e AM2-PA for TSX ETG 3010, TSX ETG 3021 and TSX ETG 3022 (double size)

Description of the Plate

B
&

Label Meaning

1 Two 5.5 mm (7/32 in) holes for securing the plate to a panel or to an AM1-PA
pre-slotted plate, with fixing centers of 140 mm (5.51 in, Micro fixing centers).
Tightening torque: 1 to 1.2 N-m

2 M4 fixing hole for securing the TSX ETG 30 module.

36
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Label Meaning

3 Two 6.5 mm holes for securing the plate to a panel or to an AM1-PA pre-slotted
plate, with fixing centers of 88.9 mm (3.5 in, TSX Premium fixing centers).

4 Windows for marking the pins located on the base and rear of the module.

Dimensions
The following figure shows the dimensions of a single size module:
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The following figure shows the dimensions of a double size module:
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Dimensions of Ready-Assembled Module
The following figure shows the dimensions of the ready-assembled module with its
cables connected to the front panel:
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Mounting on a Rail or Plate

The following figure shows the module mounted on an AM1-DE200 or AM1-DP200

rail or on an AM1-PA plate:
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Installing the Module

To install the module from its support plate, follow the steps below:

Step Action lllustration
1 Fix the support plate to the rail or the grid. -
2 Clip the module to the bottom of the support
plate and push the module upwards.
3 Fasten the screw located at the top of the

module to fix it to its support.

40
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Connecting the Power Cord

Introduction
Follow these instructions when supplying power to the TSX ETG 30 module.

A A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

e Remove the Ethernet cable that provides PoE (only for TSX ETG 3000
modules) to disconnect all power before installing or removing any hardware
and cables.

e Always use a properly rated voltage sensing device to confirm power is off.

e Always use suitable insulation equipment when inserting or removing all or part
of this equipment.

Failure to follow these instructions will result in death or serious injury.

Power Plug lllustration
The following illustration shows the power plugs for the TSX ETG 30¢* module:

Insertion
Direction

FG-
+
Connection Wire
+ 24 Vdc
- 0 Vdc
FG Grounded terminal connected to the TSX ETG 30ee chassis.

Grounding the Module

Functional Ground (FG) is available on the power connector in order to discharge
high frequency disturbance. The module is grounded using the metal plate at the
rear of the module. When the module is in place, this metal plate is in contact with
the metal of the support plate. Shielded connectors (USB, RJ45 Ethernet, RJ45
Modbus, SubD9 and DIO) are also connected to the FG. However to avoid an
electric shock caused by indirect contact, the FG must be linked to the protective
ground.
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For more information on grounding the module, refer to the Grounding and
Electromagnetic Compatibility of PLC Systems Basic Principles and Measures User
Manual.

Power Cord Preparation

NOTE:

e Wherever possible, use wires that are 0.2 t0 2.5 mm (24 - 12 AWG) for the power
cord, and twist the wire ends before attaching the terminals.

e The maximum length of the power cord is 10 m (393 in).

e Not properly twisting the wire ends may cause short loops. To avoid this, use
D25CE/AZ5CE cable ends.

e The conductor type is solid or stranded wire.

Stripping length:

mm
frictt i
0.28

=

Connecting the Power Cord

Step Action

Remove the Ethernet cable that provides PoE (only for TSX ETG 3000 modules).

Remove the vinyl cover of each of the power cord’s wires.

Twist the wire ends.

Connect the wires to the power plug using a flat-blade screwdriver (0.6 X 3.5).

Torque the mounting screws: 0.5...0.6 Nm 4.4...5.2 Ib-in).

O | O IN| =

Replace the power plug to the power connector.

NOTE:

e Do not solder the wire directly to the power receptacle pin.
e The power supply cord should meet the specification shown above. Be sure to
twist the power cords together, up to the power plug, for EMC reason.
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Changing the Battery

Introduction
The TSX ETG 30ee uses one 3 Vdc, 1200 mAh lithium battery. Its reference is
TSXETGACCO2.

If power is lost, the TSX ETG 30e¢e uses battery power to back up data to the internal
RAM. It also uses the battery to keep track of the Real Time Clock of the module.
The battery is delivered with the TSX ETG 30e* and you must install it.

Battery Power Status

The BAT LED indicator located on the front panel of the TSX ETG 30ee indicates the
state of the battery. The BAT LED states are described in the following table:

LED State Description
Extinguished The battery is functioning normally.
Steady red Indicates that either:

e the power of the battery is low (you must replace the battery as
soon as possible), or
e there is no battery installed in the battery compartment.

Installing and Replacing a Battery

The battery compartment is located on the back side of the TSX ETG 30ee case. To
install or replace the battery, follow these steps:

A A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

e Remove the Ethernet cable that provides PoE (only for TSX ETG 3000
modules) to disconnect all power before installing or removing any hardware
and cables.

e Always use a properly rated voltage sensing device to confirm power is off.

e Always use suitable insulation equipment when inserting or removing all or part
of this equipment.

Failure to follow these instructions will result in death or serious injury.
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A WARNING

EXPLOSION AND FIRE HAZARD
Replace the battery with part number TSXETGACCO2 only.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Step |Action lllustration

1 | Remove the Ethernet cable that -
provides PoE (only for TSX ETG 3000
modules).

2 | Remove the power cord from the power | —
supply.

3 | Remove the power plug from the TSX | —
ETG 30ee.

4 | Unfasten the screw located at the top of
the module to loosen it from its support.

5 | Pull the module downwards and unclip
it from the bottom of the support.

44
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Step | Action lllustration
6 | Remove the used battery, if applicable,
from the compartment. Unclip the
connector of the battery.
7 | Plug the connector of the new battery.
Insert the new battery vertically in its
compartment.
8 | Clip the module to the bottom of the

support and push the module upwards.

35014556 03/2012
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Step

Action

Illustration

9

Fasten the screw located at the top of
the module to fix it to its support.

10

Connect the power plug to the module.

11

Connect the power cord to the power
supply. Power up your TSX ETG 30
module immediately to preserve
battery life.

46
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Inserting a SIM Card

Introduction

The TSX ETG 302¢ modules contain a GSM/GPRS modem. The use of a SIM card
is mandatory in the GSM/GPRS connection. The following part shows you how to

insert a SIM card into a TSX ETG 302¢ and how to find the IMEI number of the

module.

Inserting a SIM Card

To remove the module from its support plate, follow the steps below:

Step |Action

lllustration

1 | Remove the power cord from the power supply.

2 | Remove the power plug from the TSX ETG 302e.

3 | Unfasten the screw located at the top of the
module to loosen it from its support.

4 | Pull the module downwards and unclip it from the
bottom of the support.

35014556 03/2012
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Step | Action lllustration
5 | Remove the old SIM card, if applicable, from the
compartment.
6 |Insert the new SIM card in the compartment.
7 | Push the module upwards and clip it to the bottom

of the support.

48
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Step

Action

lllustration

Fasten the screw located at the top of the module
to fix it to its support.

Connect the power plug to the module.

Connect the power cord to the power supply.
Power up the TSX ETG 302¢ module immediately
to preserve battery life.

35014556 03/2012

49



Hardware Characteristics

IMEI Number

The GSM/GPRS network uses the IMEI number to identify valid devices and
therefore can be used to stop a stolen phone from accessing the network.

This number is printed on the GSM/GPRS board of the module. To find it, follow the
preceding procedure. The number printed on the card can be read at steps 5 and 6.

£ TITTERTRINRY
A
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CF Card Installation and Removal

Precautions for Using a CF Card

Use only CF cards manufactured by Schneider Electric. The performance of the
TSX ETG 30ee cannot be guaranteed when using CF cards from another
manufacturer.

NOTE:

e TSX ETG 30 modules only support CF cards that have been formatted in FAT
or FAT32 format.

e Schneider Electric recommends you:
e do not bend the CF card

do not drop or strike the CF card against another object

do not touch the CF card connectors

do not disassemble or modify the CF card

use the push button to remove the CF card

keep the CF card dry

The TSX ETG 30 module views the CF card as a hard disk.

If the CF card is inserted incorrectly, the CF card, its internal data, and the CF card
unit may be damaged.

A CAUTION

LOSS OF DATA OR CF CARD MALFUNCTION

e Do not remove the CF card when the EXT LED is flashing.
e Prior to inserting the CF card, check that the rear and the front of the CF card
are correctly oriented, and that the CF card connector position is correct.

Failure to follow these instructions can result in injury or equipment damage.

Inserting the CF Card

Step Action
1 Disable or prevent the TSX ETG 30ee from reading or writing to the CF card.
2 Insert the CF card firmly into the CF card slot, and check that the eject button
pops out.
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Removing the CF Card

Step

Action

1

Disable or prevent the TSX ETG 30ee from accessing to the CF card.

2

Press the eject button in fully to remove the CF card from the CF card slot.

Data Writing Restrictions

The CF card has a limitation of approximately 100,000 data writings. Therefore, be
sure to back up all CF card data regularly to another storage media.

Backup of the CF Card Data

Step

Action

1

Install the CF card into a CF card adaptor and insert the adaptor into a PC card
slot on the personal computer.

Save the data from the CF card onto your personal computer.

52
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Wiring to the I/O Connector

Required Iltems

e Screwdriver:

e Recommended type: 1891348-1 <Tyco Electronics AMP.>

e If another manufacturer is used, be sure the part has the following dimensions:
point depth 1.5 mm (0.06 in) and point high 2.4 mm (0.09 in).

e The point shape should be DIN5264A, and meet Security Standard DN
EN60900.

e The screwdriver tip must be flat in order to access the narrow hole of the
connector.

o Wire:
e The wire should be AWG24 to AWG18 thick, and twisted.
e Applicable wire sizes are UL1015 and UL1007.
e Be sure to strip at least 7.0 mm (0.28 in) of cover from the wire.
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Procedure
Use the following procedure to connect the wires to the connectors:

A A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

e Remove the Ethernet cable that provides PoE (only for TSX ETG 3000
modules) to disconnect all power before installing or removing any hardware
and cables.

e Always use a properly rated voltage sensing device to confirm power is off.

e Always use suitable insulation equipment when inserting or removing all or part
of this equipment.

Failure to follow these instructions will result in death or serious injury.

Step Action
1 Disconnect the 1/0 connector from the module or keep it out for a first use.
2 Insert the screwdriver into the square-shaped hole.

Result: it opens the wire’s round-shaped hole.

Hold the screwdriver and insert the wire into the wire’s round-shaped hole.

Take out the screwdriver from the square-shaped hole.
Result: the round-shaped hole is closed and the wire is held securely in place.

NOTE: To remove the wire, re-insert the screwdriver into the square-shaped hole
and when the wire spring clamp releases, pull the wire out.
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3.3 Connections

Overview

This section describes the electrical connections for the TSX ETG 30¢e module
What’s in this Section?

This section contains the following topics:

Topic Page
Module Connectors 56
I/0O Board 62
Connection Cables 66

35014556 03/2012
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Module Connectors

Ground Connection

Functional Ground (FG) is available on power connector in order to discharge high
frequency disturbance. The module is grounded using the metal plate at the rear of
the module. When the module is in place, these metal plates are in contact with the
metal of the support plate. Shielded connectors (USB, RJ45 Ethernet, RJ45
Modbus, SubD9 and DIO) are also connected to the FG.

However to avoid an electric shock caused by indirect contact, FG must be linked to
the protective ground.

For more information on grounding the module, refer to the Grounding and

Electromagnetic Compatibility of PLC Systems Basic Principles and Measures User
Manual.

Power Supply Terminals

The power supply terminal is a 3-pin terminal located on the front panel of the
module. Use the power plug delivered with the module to bring 12 Vdc or 24 Vdc
power to the power supply terminal. The power plug accepts cables of upto 14 AWG
(2.5 mm?).

The following illustration shows the power plug for the TSX ETG 30¢e module:

Insertion
Direction

For replacement of the power plug, order part number TSXETGACCO1.

RJ45 Ethernet Connector

The following illustration shows the RJ45 shielded connector for the Ethernet link:

56 35014556 03/2012



Hardware Characteristics

The following table shows the pinouts of the RJ45 shielded connector (without PoE):

Pin

Signal

Tx(+)

Tx(-)

Rx(+)

Rx-

LED indicator: status of the link

SO 0N |~ W N =

0

LED indicator: communication activity

The following table shows the pinouts of the RJ45 shielded connector with PoE (only
on the TSX ETG 3000 modules). Using mode A or mode B is transparent for the

user:

Pin | Ethernet Signal | POE mode A PoE mode B

1 TX(+) Positive Vpo,t, Negative Vpg -

2 Tx(-) Positive Vpq, Negative Vpgt -

3 Rx(+) Negative Vpgy, Positive Vg -

4 - - Positive Vp,,, Negative Vpg
5 - - Positive Vpg,t, Negative Vpg
6 Rx- Negative Vpg, Positive Vpgy -

7 - - Negative Vpgy, Positive Vpg
8 - - Negative Vpq, Positive Vpg
9 LED indicator: status of the link

10 | LED indicator: communication activity

35014556 03/2012
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RJ45 Modbus Link Connector

The following illustration shows the shielded non-insulated RJ45 connector for the
RS485 Modbus link:

The following table shows the pinouts of the RJ45 Modbus link connector:

=
°

Signal
NC

NC

NC

D1 (B/B)
DO (A/A)
NC

NC

Common

O IN| O OO =

NOTE: The pinout conforms to the Schneider Electric standard. The connector is
master and includes the polarity on the line.

RS232 Serial Modem Link Connector

The following illustration shows the 9-pin SUB D male connector for the RS232
serial modem link:

1 5

o C“—j@

6 9
The following table shows the pinouts of the RS232 serial modem link connector:

Pin Signal
1 DCD
2 RD

3 TD

4 DTR
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Pin Signal
GND
DSR
RTS
CTS
RI

Ol | N,

NOTE: This connector conforms to the PC standard.

RJ11 Internal Modem Link Connector

Use the RJ11 connector (socket) to connect the telephone line to the internal
modem of the TSX ETG 3010.

NOTE: The internal modem is featured on the TSX ETG 3010 module only.

The following table shows the pinouts of the RJ11 internal modem link connector:

Pin Signal
NC
NC
Ring
Tip
NC
NC

||| =

Digital /0 Board

A digital I/O connector is provided with the TSX ETG 30ee. This interface is used to
connect an external I/O device.

NOTE: When preparing the cable to connect the wiring, check the pin numbers
inscribed on the digital I/O connector.

For replacement of the digital I/O connector, order part number TSXETGACCO1.
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The following table shows the pinouts of the digital /O connector:

Pin Signal Pin Signal
B6 INO A6 IN1

B5 IN2 A5 IN3
B4 IN4 A4 IN5
B3 COM A3 NC

B2 ouTo A2 OUT1
B1 +24 v A1 oV
NOTE:

e For more information concerning the I/O board characteristics, refer to the 1/0
board part (see page 62).

e Forinformation concerning mounting the digital I/O connector, refer to the wiring
to the 1/0O board part (see page 53).

FME Male Connector

An antenna for the embedded GSM modem is provided with the TSX ETG 302¢
module. Connect it to the FME male connector available on the front panel.

The characteristics of the antenna are:

Characteristics

Type Micromagnetic - 1/4 wave

Frequency GSM/DCS Tri-band 900/1800/1900 MHz
Impedance 50 Q

Gain 0dB
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CF Card

USB Memory Key

Characteristics

Weight About 78 g (2.75 0z)

Base size &30 mm (1.18in)

Height 7 cm (2.76 in)

Cable RG174 @ 2.54 mm (0.1 in)

Cable length 250 cm = 10 cm (98.4 in + 3.94 in)
Connector FME-female

NOTE: The antenna is mandatory if you want to use the GSM/GPRS modem.

The TSX ETG 30 modules provides a standard CF card connector available on the
front panel. It enables storage extension by inserting a CF card of 1 GB (available
in the Schneider Electric catalog).

NOTE:

TSX ETG 30ee modules only support CF cards that have been formatted in FAT
or FAT32 format.

Schneider Electric recommends you only use CF cards manufactured by
Schneider Electric. The performance of the TSX ETG 30¢* cannot be guaranteed
when using CF cards from another manufacturer.

The TSX ETG 30¢ modules provides a standard USB type A (host) connector
available on the front panel. It enables storage extension by inserting a USB
memory key.

NOTE:

USB memory keys do not have to comply to the same rigorous industrial
standards and environmental constraints that the TSX ETG 30 modules must
meet.

Schneider Electric recommends that you do not use USB memory keys for
permanents operations. Instead, use the CF card feature, which offers greater
stability.

TSX ETG 30 modules only support USB memory keys that have been formatted
in FAT or FAT32 format.

35014556 03/2012
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1/0 Board

Presentation

The I/0 board is composed of 6 digital inputs and 2 digital outputs. You can
read/write the value of the I/0O using a Modbus/TCP request (see page 110) or using
the calculation service (see page 286).

NOTE:

e The module maintains output values at module soft reboot. In case of hard
reboot, the outputs are set to 0.

e The I/O board is only available with the TSX ETG 3010 and TSX ETG 302
modules.

e For more information concerning the 1/0 connector, refer to the module
connectors part (see page 59).

e For information concerning mounting the digital I/O connector, refer to the wiring
to the 1/0O board part (see page 53).

Interface Input Circuit Using Sink Output

DC 24V
External Power COM B?j
o
1] |
]il[ﬁ/'lc Internal Circuit
| % IN5 Ad A .
. N4 B4
E IN3 A5 .
: IN2 B5 1 o
" INT AS 1\#4/"\/‘: Internal Circuit
- INO B6 AN |
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Interface Input Circuit Using Source Output

DC 24V

External Power COM 331
+

Interface Output Circuit

QOutput Circuit (Source type)

/O INS A4

IN4 B4
IN3 A5
IN2 B5
INT AB

7, INO B6

+24V B1

Internal Circuit

I

f

Internal Circuit

I

i

OuUTOo B2

OUT1 AZ -7

Iov A1®—‘

<

Internal Circuit

Internal Circuit

*| Dc24v

[ External Power

NOTE: Since the output terminals are not electrically protected, an output line could
short circuit or a connection interruption could damage the TSX ETG 30 module.
Please install an applicable fuse to prevent an overload in the circuit if necessary.
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I/0 Scanning

Characteristics

The I/0 scanning service is a stand-alone communications task that exchanges
register data between one device running the service and many remote devices on
the network using Modbus TCP. The service requires only a simple configuration
operation in the I/O scanner device; no special programming is required in either the
1/0O scanner device or the remote devices.

The 1/0O scanner reads and writes data repetitively in a user-configurable period
ranging from 20 ms to 5 s. These read/write exchanges generate a load on the
network. For this reason, the I/O scanner is best suited for critical periodic
operations.

The following tables show the characteristics of the I/0 board:

Input Characteristics

Rated voltage 24 Vdc

Maximum allowable 28.8 Vdc

voltage

Input method Source input

Rated current 5.7 mA (24 Vdc)

Input resistance 4.2 kQ

Operation range ON voltage: 15 Vdc or more

OFF voltage: 5 Vdc or less

Input delay time OFF to ON: 1.5 ms or less
ON to OFF: 1.5 ms or less

Common lines 1

Common design 6 points/1 common line

External connection 12 pins connector (used for output)

Input points 6

Input signal display No LED indicators

Status display None

Isolation method Photocoupler isolation

Dielectric strength 1000 V

Isolation resistance 10 mQ

External power supply 24 Vdc
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Output Characteristics

Rated voltage

24 Vdc

Maximum allowable
voltage

28.8 Vdc

Qutput method

Source output

Maximum load voltage

0.2 A/point, 0.4 A/common

Output voltage drop

1.5 Vdc or less

Output switching time

OFF to ON: 1.0 ms or less

ON to OFF: 1.0 ms or less

Voltage leakage (when
OFF)

0.1 mA or less

Clamp voltage

39 Vdc *! Vde

Type of output

Transistor output

Common lines

1

Common design

2 points/1 common line

External connection

12 pins connector (used with input)

Output protection type

Unprotected

Internal fuse

1.5 A, 125 V DIP fuse (not replaceable)

Surge control circuit Zener diode
Output points 2

Output signal display No LED indicators
Status display None

Isolation method

Photocoupler isolation

External power supply

24 Vdc
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Connection Cables

Presentation

Various cables can be used for connecting the TSX ETG 30¢e module. These cables
can be obtained from the Schneider Electric catalog or can be constructed by the
user.

Ground Connection

Functional Ground (FG) is available on the power connector in order to discharge

high frequency disturbances. The module is grounded using the metal plate at the
rear of the module. When the module is in place, these metal plates are in contact
with the metal of the support plate. Shielded connector (USB, RJ45 Ethernet, RJ45
Modbus, SubD9 and DIO) are also connected to FG. However to avoid an electric
shock caused by indirect contact, FG must be linked to the protective ground.

For more information on grounding the module, refer to the Grounding and
Electromagnetic Compatibility of PLC Systems Basic Principles and Measures User
Manual.

Ethernet Network Connection Cables

For connecting to the Ethernet network we recommend using cables with 100 Q
RJ45 STP (shielded twisted pair) connecto (10/100base-T interface) or category 5
Ethernet cables conforming to standard TIA/EIA-568A.

Power over Ethernet (PoE): TSX ETG 3000 can be supplied using Ethernet port 1.
In this case, you can use an Ethernet switch compliant with POE or a PoE injector
(Reference: TCSEAV0100).

NOTE: Operating Temperature and EMC compliance for the PoE injector are not at
the same level as those for the TSX ETG 3000.
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RS232 Cable to PC

The RS232 cable to the PC is a standard commercial shielded DTE/DTE type
crossed cable. This type of cable is also referred to as a "null modem" cable by
certain suppliers.

Example of a suitable cable type: EYN257H-0006-FF from Black Box.
Connectors: DB9-S Sub D with UNC-4-40-2B screws

Wiring:

9-pin female Sub D 9-pin female Sub D

2 RD 3 TD

3 TD 2 RD

4 DTR 6 and 1 DSR + DCD
5 GND 5 GND

6 and 1 DSR + DCD 4 DTR

7 RTS 8 CTS

8 CTS 7 RTS

9 NC 9 NC

Body - Shielding braid | Body - Shielding braid

NOTE: The DSR and DCD signals can be tied together to emulate on-line behavior.

RS232 Cable to Modem

An external modem can be connected on the RS232 port. You must use cable
compliant with your external modem specifications.

Usually external modems use a straight cable Sub D9 female to Sub D9 male.
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3.4

Diagnostics

LED Indicators

Introduction

Front Panel

On the front panel of the module there are LED indicators used for performing a first

level diagnostics on the TSX ETG 30 module.

Illustration of the LEDs:

ETH RUN

ETH Ethernet diagnostic

RUN Module’s status

ERR Error indicator

CHO RS232 diagnostic

CH1 Modem diagnostic

CH2 Modbus diagnostic

BAT Battery level indicator

EXT CF or USB memory indicator

Meaning of the diagnostics LEDs:

ETH ‘RUN ‘ERR ‘CHO \cm ‘CHZ ‘BAT ‘EXT ‘Meaning

ON = Permanently on, F = flashing, xF = x time flashing, OFF = Off, — = not significant.

Hardware Status

OFF OFF OFF OFF OFF OFF OFF OFF No supply to module.

F F F F F F F F Module running self-test.

OFF ON OFF OFF OFF OFF OFF OFF Module ready.

OFF OFF ON OFF OFF OFF OFF OFF Firmware detected error.

- - - - - - ON - Battery level is low (it must be changed as
soon as possible.

- - ON - - - - - PIN code detected error. See note below.
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ETH ]RUN ‘ERR ‘CHO ]cm ‘CHZ ‘BAT ‘EXT ]Meaning

ON = Permanently on, F = flashing, xF = x time flashing, OFF = Off, — = not significant.

Ethernet Status

ON ON - - - - - - Ethernet link ready using the IP address
configured.

3F ON - - - - - - Ethernet cable disconnected.

4F OFF - - - - - - Duplicated IP address detected.

5F ON - - - - - - Module configured as a BOOTP client and is
waiting for a BOOTP server response.

6F ON - - - - - - Configured IP address not found. The
Ethernet link is ready but it uses the default
IP address derived from the MAC address.

Modem Status

- \ ON \ - \ - \ ON \ - \ - \ - \ PPP link established.
RS232 Status
- ON - F - - - - RS232 communication. It flashes according

to the communication speed.

Modbus Status

- ON - - - F - - Modbus communication. It flashes according
to the communication speed.

External Status

- ’ - ‘ - ‘ - ’ - ‘ - ‘ - ‘ F ’ CF card or USB access.

NOTE: Type the PIN code of the SIM card carefully. Entering an incorrect PIN code
three consecutive times will lock the SIM card. If this occurs, contact your phone
provider to unlock it.

Ethernet Connector

There are 2 LEDs on the Ethernet connectors:
e the highest one indicates the status of the link,
e the lowest one indicates the connection activity.
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3.5

Electrical Characteristics

Electrical Characteristics

Introduction

Characteristics

The TSX ETG 30ee is a standalone module requiring a 12 or 24 Vdc power supply.

Parameter Model Minimum Nominal Maximum

Supply voltage TSX ETG 30 9 Vdc 12o0r24Vdc |30 Vdc

Shutdown - - 1ms

Ripple factor - - 5%

In rush current - - 25A

Power consumption TSX ETG 3000 - 57W 6.8 W
TSX ETG 3010 6.5W 7.8 W
TSX ETG 3021 72W 8.6 W
TSX ETG 3022 72W 8.6 W

NOTE: The power supply input is protected against accidental polarity inversions.
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3.6 Standards

Standards

Compliance with Standards
The TSX ETG 30 module complies with the following standards:

e International standard:
e |SO/IEC 8802-3
o ANSI/IEEE Std 802.3-2002
e |EEE Std 802.3af-2003 as PD

e US standard:
e UL 508
e FCCClass A

e FEuropean standard:
e RoHS Directive 2002/95/EC
e CE Marking
e R&TTE Directive 1999/5/EC

e Canadian standard:
e CSA C22.2 No. 142
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3.7 Conditions of Use

Conditions of Use

Applicable Conditions

Characteristic

TSX ETG 3022

Operating temperature TSX ETG 3000 -25..75°C
TSX ETG 3010
TSX ETG 3021 0...60°C
TSX ETG 3022

Storage temperature TSX ETG 3000 -40...85°C
TSX ETG 3010
TSX ETG 3021 -30...85°C

Relative humidity

TSX ETG 3000

10...95% (without condensation)

TSX ETG 3010

TSX ETG 3021

TSX ETG 3022

20...90% (without condensation)

Altitude

TSX ETG 30ee

0...2000 m

Vibration resistance

TSX ETG 30ee

EN/IEC 60068-2-6 Fc

Impact resistance

TSX ETG 30ee

EN/IEC 60068-2-27 Ea

NOTE: CF cards and SIM cards do not have to comply to the same conditions of
use. Refer to the manufacturer documentation for the specific conditions of use of

these devices.
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Scope of this Chapter

This chapter describes how to setup a TSX ETG 30¢* module.

What’s in this Chapter?

This chapter contains the following sections:

Section Topic Page
4.1 Hardware Configuration 74
4.2 Topology Examples 81
4.3 Modbus Communication 92
4.4 Internal Module Registers 101
45 TCP/IP Messaging 111
4.6 SOAP / XML Communications 125
4.7 PSTN, GSM and External Modems 148
4.8 GPRS Modem Communications 161
4.9 GPRS Communications and NAT Routing Functions 176
4.10 GPRS Communications and VPN Functions 198
4.11 Common Modem Features 215
4.12 Ending a Connection 219
4.13 Remote Connection Availability: Modem Stand-by Function 223
4.14 DHCP (FDR) Service 228
4.15 DNS Service 233
4.16 NTP Service 237
4.17 SNMP server 240
4.18 Device Explorer 246
4.19 FTP Service 253
4.20 Power Over Ethernet 254
4.21 Daisy Chain 256
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4.1 Hardware Configuration

Overview

This section describes the hardware configuration (modem, Ethernet, Modbus...) of

the TSX ETG 30ee using the embedded website of the module.

NOTE: You can also configure the TSX ETG 30ee using Web Designer for

TSX ETG 30ee.

What’s in this Section?
This section contains the following topics:

Topic Page
Accessing the Module Configuration 75
Configuration of your Computer for Direct Connection by Serial Link 77
Changing Passwords 79

74
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Accessing the Module Configuration

Presentation

When accessing the configuration pages for the first time, you can use the Ethernet
link or the RS232 serial link. After configuration of modem connection, you will be
able to access configuration pages also via modem.

Configuration via Ethernet Link

To access the module configuration pages for the first time, via an HTTP link, follow
the steps below:

Step

Action

1

Connect the module to the Ethernet network and power up.

2

Open your Internet browser on the PC.

3

In the Address field enter the command: http://<default_ETG_IP_address>,

then press Enter.

Note:

® The default IP address is derived from the module’s MAC address, which is
printed on the front panel (refer to the next paragraph for more information).

® Your PC has to be in the same IP address range based upon the subnet
mask.

Result: The home page appears on the screen.

Click the Setup link.

The configuration index page appears: click the service you require.

Enter the default username USER and the default password USER (without
quotation marks), then press Enter.

NOTE: For subsequent connections proceed in the same way, but enter the
appropriate IP address, username and password if they have been changed.

Default IP address

The factory_default IP address of the module is 10.10.x.y, where x and y can be
obtained by converting the two last digits of the MAC address, from hexadecimal to

decimal.

If the module MAC address is 00.80.F4.01.53.CF, then the IP address of the module
will be 10.10.83.207. In hexadecimal format 53 becomes 83, in decimal format, CF
becomes 207.
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Configuration via RS232 Serial Link

For the first connection you must configure the components of your operating
system (see page 77) in order to be able to communicate with the TSX ETG 30ee
module. Once these components have been configured, follow the steps below:

Step Action

1 Connect an RS232 crossed cable (see page 67) between a COM port on the
PC and the 9-pin SUB D socket on the TSX ETG 30¢e module.

Establish the serial connection between the PC and the module.

Open your Internet browser on the PC.
In the Address field type: http://10.10.0.2, then press Enter.

The configuration index page appears: click the service you require.

Enter the default UserName USER and the default password USER (without
inverted commas), then press Enter.

ol ||l WOWIN

NOTE: For subsequent connections, the IP address to be entered is always the
same, but enter the appropriate username and password if they have been
changed.

Configuration via GSM or PSTN Link

For the first connection you must configure the modem (see page 157) in order to
be able to communicate with the TSX ETG 30 module. Once this component has
been configured, follow the steps below:

Step Action

1 Connect your PC to the internet.

2 Open your Internet browser on the PC.

3 In the Address field type: http://10.10.0.4 (in case of connection by

request from a remote device), then press Enter.
Note: if the website does not appear, make sure you are authorized to access
the network with your computer (see page 27).

4 The configuration index page appears: click the service you require.

Enter the default UserName USER and the default password USER (without
quotation marks), then press Enter.
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Configuration of your Computer for Direct Connection by Serial Link

Presentation

This document is an example of your computer configuration in order to access the
TSX ETG 30 modules http server using its serial link. The following procedure
shows you the configuration for Windows XP. For other Microsoft OS, refer to the
Configuration of your computer for TSX ETZ direct connection by serial link manual.

Although reasonable care has been taken to provide accurate and authoritative
information in this document, no responsibility is assumed by Schneider Electric for
any consequences arising from the use of this document.

Configuration of the Computer

The following procedure shows you how to configure your computer for direct
connection using Windows XP:

Step Action

1 Click Start —Control Panel —System.
Result: The System Properties window appears.

2 Select the Hardware tab and click Device Manager.
Result: The Device Manager window appears.

Expand the Ports (COM & LPT) item.

Double click the Communication Port (COM1) item to open it.
Result: The Communications Port (COM1) Properties window appears.

5 Select the Port Settings tab and enter the following settings:
Speed of 57600 bps

8 data bits

No parity

1 stop bit

o Without flow control

6 Validate the settings by clicking OK.
Result: You are back to the Device Manager window.

Expand the Modem item.

Double click the Communication cable between two computers item.
Result: The Communications cable between two computers Properties
window appears.

9 Select the Modem tab.
10 Select a Maximum Port Speed of 57600 bps.
11 Validate the settings by clicking OK.

35014556 03/2012 77



Module Setup

Creating a Connection
The following procedure shows you how to create a serial link connection

Step Action
1 Click Start —Control Panel —Network Connections.
2 Click Create a new connection on the menu on the left side.

Result: The New Connection Wizard appears.
Expand the Ports (COM & LPT) item.

4 Double click the Communication Port (COM1) item to open it.
Result: The Communications Port (COM1) Properties window appears.
5 Select Set up an advanced connection and click Next.
6 Select Connect directly to another computer and click Next.
7 Select Guest and click Next.
8 Type a name for this connection and click Next.
9 Select the device Communications cable between two computers (COM1) and
click Next.
10 Select My use only and click Next.
11 Validate the settings by clicking Finish.

Result: The connection that you have just created appears in the Network
Connections window.

Setting up the Connection

The following procedure shows you how to configure the properties of the
connection:

Step Action

1 Double click the connection that you have created in the Network Connections
window.

Result: The Connect xxxx window appears (xxxx corresponds to the name of
the connection).

Type the username and password of the HTTP server (default: USER/USER).
Click Properties.

In the General tab, select Communications cable between two computers
(COM1) and click Configure.
Result: The Modem Configuration window appears.

5 Enter the following settings:
® Speed of 57600 bps
® Uncheck the all options

6 Validate the settings by clicking OK twice.
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Changing Passwords

Introduction
The Security page enables you to change:

e The HTTP user name and password for accessing the home page.
e The Write Data password for accessing data in write mode.
e The Configuration password for accessing the configuration parameters setup.

NOTE:

e The maximum length of the user name and password is 15 characters (a-z, A-Z
and 0-9).

e The default values for the username and password fields protecting Web page
access are USER/USER (username and password are both case sensitive).

Accessing the Security Page

Step Action
1 Click the Setup link on the Home page.
2 Click the Security link on the Setup page.

View of the Security Page

SECURITY

HTTP Password HTTP
Configuration Password Configuration

Data Password

Modifying a Password
Firstly, you have to choose which password you want to change:

Button Action

HTTP Change the password for accessing the website.

Configuration | Change the password for accessing the configuration parameters.

Data Change the password for accessing the data in write mode.
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Modifying HTTP Access Rights

Step Action

Enter the current username.

Enter the current password (field is case-sensitive).

Enter the new password.

Confirm the new password.

AW =

Confirm the change by clicking Apply.
Result: a confirmation window appears.

6 Click Reboot for the changes to take effect in the module.

Changing the Data Password

Step Action
1 Enter the current password (field is case-sensitive).
2 Enter the new password.
3 Confirm the new password.
4 Confirm the change by clicking Apply.

Result: a confirmation window appears.

5 Click OK for the changes to take effect in the module.
Result: a window appears to confirm that the password has been changed
successfully.

Changing the Configuration Password

Step Action
1 Enter the current password (field is case-sensitive).
2 Enter the new password.
3 Confirm the new password.
4 Confirm the change by clicking Apply.

Result: a confirmation window appears.

5 Click OK for the changes to take effect in the module.
Result: a window appears to confirm that the password has been changed
successfully.
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4.2 Topology Examples

Overview

This section shows you TSX ETG 30e topology examples and relevant
configurations. Additional explanations can be found in the succeeding sections.

What’s in this Section?
This section contains the following topics:

Topic Page
Remote Access Topologies 82
Network Topologies 84
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Remote Access Topologies

Presentation

The following topologies describe how to access remotely the TSX ETG 30ee
modules using either embedded modems or external modems.

External Modem

An external modem handles the communication between the module and the
telephone network. If your module has an embedded modem, it must be disabled in
order to use the external modem.

_——— TSX ETG 3000
FT ” T~ %
/2 REMOTE \
/ ACCESS \
!'( [ \
Remote | 3 |
\ \'Q Modem
\ PC.. E. | T / Switched
, & = ek Telephone
—IS T Network
N = P

Embedded PSTN Modem

The internal PSTN/RTC modem (TSX ETG 3010) handles the communication
between the module and the telephone network.

e = —

- -

-~ B TSX ETG 3010
+~ REMOTE "
7/ ACCESS X
4 \
[ x
Switched
Modem ! Telephone

P N MNetwork
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Embedded GPRS Modem

The GPRS modem (TSX ETG 302¢) handles the communication between the
module and the telephone network.
-~ i ~ TSX ETG 3021/302:

7 ~
s REMOTE %
s ACCESS \

Switched
Remgte Modermn I Telephone
\ Network
ARy
\ R
~ P
N - -

Embedded GPRS Modem

The GPRS modem (TSX ETG 302¢) handles the communication between the
module and the Internet.

TSX ETG 3021/3022

,”  REMOTE
7 ACCESS
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Network Topologies

Overview

The TSX ETG 30ee offers various types of connection topologies options:
e for accessing device data

e for accessing maintenance

e for accessing the mail service

e for the RAS function

e for the routing function

NOTE: The following topologies show you examples of remote connections using a
TSXETG 3000. If you are usinga TSX ETG 3010 ora TSX ETG 302¢, which provide
internal modems, remote access (see page 82) to the module can be slightly
different.

Connection for Accessing Data

There are 2 ways of accessing remote device data:

e directly, where the PC is connected directly to the module via the Ethernet
network or the serial link

e remotely, where the PC polls the module via the telephone network (via internal,
external modem or GSM modem) and can therefore acquire device data

With either of these 2 connections, the user can access device data, internal
registers, HTML pages, variable tables, animation tables, and screen pages.

NOTE: You can use the direct connection and the remote connection at the same
time. In this case the TSX ETG 30e has 2 IP addresses, one for the Ethernet
network and another one for the PPP link.

84
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The following figure shows the network topology for accessing registers:

M340
I I-1
;  TSXETG 3000

| P=1391242.100
] SMask=255.255.255.0
Bl 1 Gateway=0.0.0.0

\ PREMIUM :

8 | RS485
(U]
3
\IP=139.124.2.54/ E I | |
i I L Rs485
3 —
5 RS485 i
XGS-Z24 HH i
RS232
Teleph MODBUS
elephone
_ — — — 1 Network , SLAVE
g ’REMOTE
/s
N
)/ ACCESS \

LUsGC3

MODBUS
SLAVE

NOTE: To connect LU9GC3 to a TSX ETG 30ee, you must use cable reference
VW3A8606R30 (RJ45-RJ45 cable).
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For this example, you must configure the module as follows in the IP and modem
configuration pages:

[ Etemetparameters |

Ethernet frame format  |Ethernet || O Internal (®) External

& e T — all |
[ Ppaametes | (® Fixed (O Use TCP/IP address

O Served from MAC address

@ Servod fom device neme [ ExtemalModem |
® R ’_3—91%[2::% commanif HAYES | - |
Subnet mask |255 |, 255 /255 |0 ime before (s) hdl|
Default gateway EDEE Time detection 7‘4
[ FORparameters | Rety [ ]
i | T— RS232bavdrate (57600 <]
Replication period (mn) [—E RS232 parity W
[ Apaty | RS232stopbits |1~

~ LineManagement |
Idle time before hanging up | Never =/
Max time before ing up F'l

Hang-up after email ||

| Apply | | Undo |

Connection for Email Services

There are 2 ways of accessing email services:

e directly, where the SMTP server is connected directly to the module via the
Ethernet network

e remotely, where the SMTP server polls the module via the telephone connection
(via internal, external modem or GSM)

With either of these 2 connections, the SMTP server can receive all internal
(module) or external (device) data or events (that have been set up) and then send
a message to the suitable person.

NOTE: The 2 configurations cannot be combined because there can only be one
SMTP server.
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The following figure shows the network topology where the SMTP server is located
on the same Ethernet network as the module:
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The following figure shows the network topology where the SMTP server is
connected to the module via a modem and the switched telephone network:
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Routing Connection

With this modem connection the user can access Modbus data, data from a remote
server and data from another Ethernet network (via the router). In this case, any
Ethernet configuration (fixed, server or using TCP/IP address) are suitable.

The following figure shows the network topology for a remote access:
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NOTE: You must set the gateway address of the remote server and the gateway
address of the router to the IP address of the TSX ETG 30ee.
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Connection Between 2 TSX ETG 30ee

You can connect 2 TSX ETG 30e modules via the PPP link and therefore connect
networks together. There are 2 cases of connection between 2 TSX ETG 30ee:

e One of the Ethernet networks is connected to another network via a gateway.

e There is no gateway on both Ethernet networks.

NOTE: In this case, you can use a TSX ETG 1000 or TSX ETG 1010 instead of a
TSX ETG 30ee.

The following figure shows the network topology when there is a gateway on one of
the Ethernet networks:

Ethernet M340 PREMIUM PREMIUM QUANTUM QUANTUM Ethernet
Network A Network B
IF. 63.46.8.x L I- IP; 139124 2%
M340 Ethernet IP; 50.127.0.1 M240
Network C ﬁ I"n
P 501270% A
prenium | I prEMIUM
fﬁﬂﬁ—: TSXETG3000  TSXETG 3000 g
PREMIUM IP= 63.46.8.100 IP=128.124.2.10  PREMIUM
| SMask= 2552552550 SMask= 255255 255.0
m‘l Gateway=0.0.0.0 Gateway= 139.124.2.1 FW
1 1
QUANTUMI - lQUANTUM
W‘I T TR Telephonen JE T T T T T T T m
QUANTUM | FBFT Network /] J QUANTUM
a4 T f L

!ﬁ“‘ E E fiﬁ!

Modbus MNetwork A Modbus Network B
NOTE:

o The TSX ETG 30 module connected to Ethernet networks B and C must be
client and any Ethernet configuration (fixed, server or using TCP/IP address) are
suitable.

e The TSX ETG 30¢ module connected to Ethernet network A must be server and
it must use the same TCP/IP address for the PPP and the Ethernet link.
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The following figure shows the network topology when there is no gateway on both
Ethernet networks:
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NOTE: In this case both TSX ETG 30e¢e modules can be either client or server.
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4.3 Modbus Communication

Overview

This section describes the Modbus communication function used by the

TSX ETG 30¢ module.

What’s in this Section?

This section contains the following topics:

Topic Page
Modbus Communication 93
Modbus Server 96
Flat Addressing 98
Configuration Parameters for the Modbus Link 99
Modbus Performance 100

92
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Modbus Communication

Presentation

Principles

Communicating via Modbus enables data exchange between all devices connected
to the bus. The Modbus protocol is a protocol that creates a hierarchical structure
(one master and several slaves).The master manages all exchanges in two ways:

e The master exchanges with the slave and awaits a response.
e The master exchanges with all the slaves without waiting for a response (general
broadcast).

The TSX ETG 30 module is able to manage:

o Modbus/TCP over Ethernet link,
e Modbus/RTU master over serial line.

NOTE:

e Modbus ASCII is not supported by the TSX ETG 30ee.

o Modbus/UMAS uses the same protocol than Modbus/TCP so the module can act
as a gateway between Modbus/UMAS and Modbus/RTU.

e Serial line: the TSX ETG 30 only manages Modbus/RTU.

The TSX ETG 30¢ module is a Modbus/TCP gateway for transmitting Modbus
requests.

The TSX ETG 30¢e module is the Modbus master. In order for the gateway to
operate as Modbus master, the module has to be connected to a Modbus slave
device.

As a Modbus master, the TSX ETG 30e» module manages exchanges with slave
devices on the bus in a request/response manner. It sends a request to a slave
device and awaits the response from that device. A transaction between the module
and the devices on the Modbus network is always initiated by a request from the
module.

Only one exchange can be made at a time: if the module is waiting for a response
from a device, it cannot send a request. TCP requests are suspended on the
network.

You can assign a Modbus address from 1 to 247 to the devices. The TSX ETG 30ee
module is the Modbus server (see page 96) and has the Modbus address: 255.

The Modbus link (speed, parity, address, etc.) must be configured so that it is
compatible with the slave link.

NOTE: If a Modbus device configured to be polled by the TSX ETG 30 cannot be
reached, the module considers the device absent during 30 s. In this way, the
performance of the link do not decrease.
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Modbus TCP/IP Client to Modbus Serial Line

The table below shows a transaction between a Modbus/TCP client and a Modbus
device over serial line:

Step Action

1 The client over the Ethernet link sends a request to the TSX ETG 30¢e module
(Modbus server).

The module performs a protocol conversion (Modbus/TCP to Modbus/RTU).

The module sends the request over serial line and it waits for a response.

On response arrival, the module performs a protocol conversion (Modbus/RTU
to Modbus/TCP).

5 The module sends the response back to the Modbus device over the Ethernet
link.

NOTE:

e Incoming request from a device over Ethernet link are sent over serial line if the
UnitID is not 255 (address of the TSX ETG 30ee).

e If the device over serial line does not reply to the request (step3), the TSX ETG
30e module generates a Modbus exception response (0B hex).

Modbus Broadcast

The master can address individual slaves, or can initiate a broadcast message to all
slaves. Address 0 is used for the broadcast address, which all slave devices
recognize. Responses are not returned to broadcast queries from the master.

As no response is expected, Modbus functions which imply a response are not
supported by broadcast. The following table list these functions:

Function Code | Meaning

1 READ COILS

2 READ DISCRETE INPUTS

3 READ HOLDING REGISTERS
4 READ INPUT REGISTERS

7 READ EXCEPTION STATUS
8 DIAGNOSTIC

11 GET COM EVENT COUNTER
12 GET COM EVENT LOG

17 REPORT SLAVE ID

14/6 READ FILE RECORD

23 READ WRITE MULTIPLE REGISTERS
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Function Code

Meaning

24

READ FIFO QUEUE

43/14

READ DEVICE IDENTIFICATION

Broadcast over serial line is disabled by default. You can enable it using the Modbus
page of the website (see page 99) or using Web Designer for TSX ETG 30ee (refer
to the Web Designer for ETGe® User Manual).

NOTE: If broadcast is disabled and the TSX ETG 30 module receives a broadcast
request (UnitID = 0), it generates a Modbus exception response (code: OA hex) and
it sends it to the client. Otherwise the TSX ETG 30¢e module forwards the request to
all the devices over serial line.
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Modbus Server

Introduction

The TSX ETG 30 module includes a Modbus server (regular class), that can be
used to manage internal module variable addressing (via Modbus/TCP).

The Modbus address of TSX ETG 30 module (Unit ID) is 255. This address
enables you to access internal variables, in this case the module is seen as device.

Modbus Addressing
The following figure shows the Modbus addressing model:

Discrete Input

Read-Only — Single bit

Coils

Read-Write > Single bit

Input Registers

Read-Only — 16 bit word

Holding Registers "
Read-Write — 16 bit word

Memory images zones:

e The discrete Input block stores the memory image of the digital inputs.

e The coils block stores the memory image of the digital outputs.

e The holding Registers block stores the memory image of the internal registers.

You can read/write these variables using:

the Data Editor of the embedded website,

the Data Editor Lite of the embedded website,

the Pocket Editor,

the Graphic Editor/Viewer of the embedded website,
the Custom Web Pages (widgets),

any Modbus / TCP client.
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Modbus Requests

The Modbus server manages the following requests:

Function code

Value

FC 02 Read Discrete Input

FC 03 Read Multiple Registers
FC 05 Write Single Coil

FC 06 Write Single Register

FC 15 Write Multiple Coils

FC 16 Write Multiple Registers
FC 22 Write Mask Registers

FC 43/14 Read Device Identification
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Flat Addressing

Introduction

TSX ETG 30 modules follow a system of flat address mapping in Unity Pro. To
work properly, each module requires a determinate number of bits and/or words.
The IEC addressing system is equivalent to the 984LL register addressing. Use the

following assignments:

Ox is now %Mx
1x is now %I x
3x is now % IWx
4x is now %MWx

NOTE: Modbus addresses start at 0 (400001 = 0)
The following table shows the relationship between 984LL notation and IEC

notation.

Outputs 984LL Notation | Data Type Modbus Type | IEC Notation
and Inputs | Register System Bits and | Memory /0

Addresses Words Addresses | Addresses
output 0x BOOL Coil System Bit YoMx %Qx
input 1x BOOL Discrete Input | System Bit Yolx Yolx
input 3x 16-bit INT Input Register | System Word Yl Wx YlWx
output 4x 16-bit INT Register System Word YoMWx %QWx
Examples

The following examples show the relationship between 984LL register addressing,
IEC addressing and Modbus addressing for Graphic and Data Editors

(see page 399):

984LL Notation IEC Notation Modbus Type

000001 %MO0 coil at address 0

100101 %1100 discrete input at address 100
301024 %IW1023 input register at address 1023
400010 %MW9 register at address 9

98
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Configuration Parameters for the Modbus Link

Modbus Configuration Page
You can access the Modbus configuration page via the Setup menu of the website.

Parameters

Serial line
Baud rate | 19200 A
Transmission mode MODBUS RTU
Data bits |8
Parity | NONE
Stop bits 1

Delay before new request (ms) 4

Response timeout (ms) | 3000

rlap |4

Enable broadcast D

‘ ‘ Undo

Parameters

Value

Baud rate

Speed: 115200, 57600, 38400, 19200, 9600, 4800,
2400 baud

Transmission mode

Modbus RTU (cannot be changed)

Data bits

8 data bits (cannot be changed)

Parity

Even, odd, or no parity.

Stop bits

1 or 2 stop bits.

Delay before new request

1t0 999 ms

Response timeout

In milliseconds, from 1 to 10 seconds (default is 3 sec)

Enable broadcast

Check this box to enable broadcast on serial line

Edit buttons:

Apply

Confirm the input

Undo

Cancel the current changes

NOTE: If broadcast is enable and a broadcast request is sent, all devices on serial
line read the request but never send back a Modbus response.
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Modbus Performance

Performance
The table below shows the Modbus performance. It shows the number of Modbus
requests per second based on the bus speed and the request length.

Requests/sec Request length (in words)

Modbus speed 64 32 16 8

2,400 baud 3 5 7

4,800 baud 8 12 17 20 22

9,600 baud 16 22 28 34 38

19,200 baud 16 26 35 46 55 61

38,400 baud 28 42 59 61 88 95
Example:

35 Modbus slaves can be polled with 16-word requests if you set the Modbus speed
t019,200 baud.

100
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4.4 Internal Module Registers

Overview

This section describes the internal module registers of the TSX ETG 30 module.

What’s in this Section?

This section contains the following topics:

Topic Page
Local Registers 102
Date and Time Internal Registers 108
Input/Output Registers 110
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Local Registers

Register Areas
The TSX ETG 30 module provides 3 register areas:
e user area (0 to 255)
e command area (1000 to 1005)
e diagnostic area (2000 to 2113)

The following figure shows the register areas of the TSX ETG 30ee:

User area

NOTE:

e Services are able to access local registers using symbolic names. Symbolic
names are defined using Web Designer for TSX ETG 30ee.
o All local registers are reset to initial values on module reboot.

User Area

Use the user area to:
o store the services status values
e simulate a Modbus device

The user area (registers 0 to 255) is available for unrestricted use. You can read or
write to this area using Modbus/TCP requests, the Data and Graphic Editor (data
table/graphics objects), widgets or persistent variables.

The TSX ETG 30¢ module manages the user area as registers of a Modbus/RTU
device (UnitID = 255). The registers 0 to 255 have the following symbolic names:
WORDO to WORD255.
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Command Area

Use the command area (registers 1000 to 1005) to:
e open/close a PPP connection (command 1 or 2)
e open/close a PPP connection over leased line (command 3 or 4)

Register | Symbolic Name Description

1000 STATUS Command status for register 1:

e =0 Command OK.

= FFFF hex (-1) Command in progress.

= FFEC hex (-20) No dial tone, line busy or no carrier.

= FFES8 hex (-24) Link down. The server has lost the

connection.

= FFE7 hex (-25) Connection closed due to hang up

timeout anomaly or idle time.

® = FFCE hex (-50) Unknown telephone number.

® = FFCD hex (-51) Different telephone number
between the line disconnected and the line already
connected.

® = FFCC hex (-52) No modem detected.

o = FFCA hex (-54) PPP link already established.
Connection hex refused.

® = FFC9 hex (-55) Anomaly while closing the line.

® = FFC4 hex (-60) PPP connection error (parameters
not compatible, user/password error).

1001 COMMAND Command:

=0 No command.

=1 Open a PPP connection.

=2 Close a PPP connection.

=3 Open a VPN connection.

= 4 Close a VPN connection

=5 Call a remote TSX ETG 302¢ module to open a
remote GPRS connection.

1002 CMD_PARAM1 Command = index of the telephone number in the
telephone list or index of the device in the VPN list if you
use VPN.

1003to | CMD_PARAM2...4 | Reserved

1005

NOTE:

e If the command is equal to 1 or 2, the CMD_PARAM1 corresponds to the index
of the telephone table. The corresponding telephone number is composed
automatically and is used for the PPP connection.

e You must fill the parameter registers area before starting to fill the command
registers area.
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Diagnostic Area

The diagnostic area (registers 2000 to 2113) provides the following information:
system statistics (see page 104)

PPP statistics (see page 104)

port 502 statistics (see page 105)

serial line statistics (see page 105)

GPRS statistics (see page 106)

VPN statistics (see page 107)

stand-by statistics (see page 106)

read and write date and time (see page 107)

System Statistics

Register | Symbolic Name Description

2000 CPU_LOAD CPU load in %. This value is computed every 60 seconds.

2001 ANIM_1 Changes its value (0 or 1) every 400 ms

2002 ANIM_4 Incremented by 1 every 400 ms. Displays value modulo 4

2003 ANIM_8 Incremented by 1 every 800 ms. Displays value modulo 8

2004 SECONDS Seconds after minutes [0... 59]

2005 MINUTES Minutes after hours [0...59]

2006 HOURS Hours after midnight [0...23]

2007 DAY Days of the month [1...31]

2008 MONTH Month [1...12]

2009 YEAR Year since 2000

2054 DAY_OF_WEEK Day of the week (0=Sunday, 1=Monday...). This value is
automatically calculated.

Note: The registers 2004 to 2009 give the date and time of the module. If the NTP service is

not operational, the date and time are initialized by the real time clock of the TSX ETG 30ee

(see page 390) at the first start.

PPP Statistics

Register Symbolic Name Description

2010 STATUS_PPP PPP connection status:

e =0 for inactive

e =1 for client connection
e =2 for server connection

2011 to 2014 | PPP_IPi_ADD_REMOTE e PPP: IP address of the remote
(wherei=1...4) device

o ifi=0: PPP line closed

e 2011: PPP_IP1_ADD_REMOTE
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Port 502 Statistics

Serial Line Statistics

Register

Symbolic Name

Description

2015t0 2018

PPP_IPi_ADD_ETG (where i =1...4)

PPP: IP address of the FactoryCast
gateway, if = 0 PPP line closed

2019 to 2022

PPP_IPi_ADD_FORCONNECT

IP address opened by a client PPP
connection; if = 0, PPP line closed

2024 (LSB) to

PPP_NB_FRAMES_SENT

Number of PPP frames sent

(
2025 (MSB
2026 (LSB) to | PPP_NB_FRAMES_RECEIVED Number of PPP frames received
2027 (MSB)
2028 (LSB) to | PPP_NB_CONNECT_OPEN_OK Number of PPP connections
2029 (MSB) opened correctly
2030 (LSB) to | PPP_NB_CONNECT_OPEN_KO Number of PPP connections
2031 (MSB) opened with anomalies
2032 (LSB) to | PPP_CONNECT_CLOSE_OK Number of PPP connections closed
2033 (MSB) correctly
2034 (LSB) to | PPP_CONNECT_OPEN_KO Number of PPP connections closed
2035 (MSB) with anomalies
2036 (LSB) to | PPP_CONNECT_SERVER_OPEN Number of PPP server connections
2037 (MSB) opened
Register Symbolic Name Description
2038 (LSB) to | PORT502_NB_CONN Number of current connections opened
2039 (MSB)
2040 (LSB) to | PORT502_NB_MSG_SENT Number of sent messages
2041 (MSB)
2042 (LSB) to | PORT502_NB_MSG_RECV Number of received messages
2043 (MSB)
2044 (LSB) to | PORT502_NB_MSG_ERROR | Number of detected errors sent
2045 (MSB)
Register Symbolic Name Description
2046 (LSB) to | RS485_NB_MSG_SENT Number of sent messages

2047 (MSB)

2048 (LSB) to

RS485_NB_MSG_RECV

Number of received messages

2050 (LSB) to

(
(
2049 (MSB)
(
2051 (MSB)

RS485_NB_MSG_ERROR

Number of CRC detected error
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GPRS Statistics

Stand-by Statistics

Register Symbolic Name Description
2052 (LSB) to | RS485_NB_MSG_TIMEOUT | Number of timeouts
2053 (MSB)

Note: Registers

2024 to 2053 must be displayed in int32Swap format in the Data Editor Lite.

2060 to 2075

MODB_PRES_i_j

Connection status of Modbus devices.
Each register contains the state of 16
devices (1 bit per device).

Example: register 2061 corresponds to
devices with UnitID = 16 to 31,

o Bit =1, the device is present.

o Bit =0, the device is not present.

Example: bit 15 of register 2061 = 0 ->
device with UnitID = 31 is not present.

Note: Registers 2060 to 2075 are only updated on device request.

Register Symbolic Name Description
2080 to 2083 | GPRS_IPx_ADD_ETG GPRS IP address of theTSX ETG 302
with x from 1 to 4 ® 0: not connected
2084 GPRS_STATUS GPRS connection status:
® 0: not connected
e 1: connected
Register Symbolic Name Description
2095 (LSB) to | SBY_NB_SWITCH Number of switch
2096 (MSB)
2097 SBY_ACTIVE Active link:
e 0: Disable
e 1: Ethernet
e 2: GPRS
2098 (LSB) to | SBY_LAST_SWITCH Date and time of the last connection switch
2101 (MSB)
2102 (LSB) to | SBY_NB_TEST_OK Number of modem connection test available
2103 (MSB)
2104 (LSB) to | SBY_NB_TEST_ERROR | Number of modem connection test not
210 (MSB)5 available
2106 (LSB) to |SBY_LAST_TEST_KO Date and time (RFC Modbus format) of the
2109 (MSB) last modem detected connection error

106
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VPN Statistics

Register Symbolic Name Description
2085102092 | VPN_STATUS_x VPN Status:
with x from 1 to 8 ® (0: Closed

e 1:Open

Note: VPN_STATUS_x for index x in the VPN setup list.

Read and Write Date and Time

10 Area

Register Symbolic Name Description

2110 TIME_DATE_1 Years [0...99]

2111 TIME_DATE_2 Months [1...12] and days [1...31]
2112 TIME_DATE_3 Hours [0...23] and minutes [0...59]
2113 TIME_DATE_4 Milliseconds [0...59999]

For more information, refer to Date and Time Internal Registers (see page 108).

The 10 area contains 2 registers:
e 3000: copy of the inputs of the module

e 3001: it enables you to read and write the outputs of the module
NOTE: The registers of the IO area do not have symbolic names.

Register

Symbolic Name

Description

3000

None

Bit O corresponds to input O

Bit 1 corresponds to input 1

Bit 2 corresponds to input 2

Bit 3 corresponds to input 3

Bit 4 corresponds to input 4

Bit 5 corresponds to input 5

3001

None

Bit O corresponds to output 0

Bit 1 corresponds to output 1
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Date and Time Internal Registers

Overview

The TSX ETG 30e* can synchronize date and time information with external tools
(e.g. SCADA Vijeo Citect) by using internal registers.

Date and time information are defined on four consecutive registers:
e 2110: Year

2111: Months and days

[ ]
e 2112: Hours and minutes
e 2113: Milliseconds

Modbus RFC TI081 Standard

As a nonstandard date and time format could lead to interoperability problems, the
format of the internal register follows the Modbus RFC TI081standard (IEC 870-5).

Read and Write Access

External tools can read or write the date and time information of the TSX ETG 30ee:

e Use the read register request (function 3 or 4) to read date and time information.

e Use the write register request (function 16) to set the TSX ETG 30ee slave to write
the date and time information. This function uses 4 registers written in a single

request.

Operating Diagram

The date and time registers are organized in 4 consecutive words of 16 bits each.

The following diagram shows how the date and time registers are structured:

TIME_DATE_1

TIME_DATE_2

TIME_DATE_3

TIME_DATE 4

Reserved (0) Year (0 to 99)
o JojJojojojojoleo \ I I [ B
b15 b8 b7 i}
Month (1to 12) WD (0) Day (110 31)
o Jojofo \ |
b15 b8 b7 bl
Haur (0 to 23) Minutes (0 to 59)
0Jogo L I Y [ B
b15 b8 b7 b0
Milliseconds (0 to 59999)
A I ) ) (| I R |
bi5 b8 b7 i}
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Registers Symbolic Names Description
2110 TIME_DATE_1 Years: 1 byte per year, varies from 0 to 99.
2111 TIME_DATE_2 Months: 1 byte per month, varies from 1 to 12.
Days: 1 byte per day, varies from 1 to 31.
2112 TIME_DATE_3 Hours: 1 byte per hour, varies from 0 to 23.
Minutes: 1 byte per minute, varies from 0 to 59.
2113 TIME_DATE_4 Milliseconds: 2 byte per millisecond, varies from 0 to

59999.
NOTE: For devices that do not manage milliseconds,
only seconds are taken into account.

Bits set to zero in the diagram are optional or not used and not generated by the
slave. When not used, those bits are set to zero by the master:

Optional Date and Time Words

Description

WD

Day of the week:
® 0: Not used
e 1: Sunday

e 2: Monday...
® 7: Saturday

NOTE: For a write request, WD must be set to 0 (not used).
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Input/Output Registers

Memory Image of the Embedded Digital Inputs

Discrete Input Number | Symbolic Name | Value

0 INPUTO Binary value of the digital input O
1 INPUT1 Binary value of the digital input 1
2 INPUT2 Binary value of the digital input 2
3 INPUT3 Binary value of the digital input 3
4 INPUT4 Binary value of the digital input 4
5 INPUT5 Binary value of the digital input 5

Memory Image of the Embedded Digital Outputs

Discrete Output Symbolic Name | Value

Number

0 OUTPUTO Set/Reset output 0
1 OUTPUTA Set/Reset output 1
NOTE:

For example, if OUTPUTO or OUTPUT1 is set to:
e 1, the physical output is deactivated (OFF)
e 0, the physical output is activated (ON)
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4.5 TCP/IP Messaging

Overview
This section describes the TCP/IP messaging service of the TSX ETG 30¢ module.

What’s in this Section?
This section contains the following topics:

Topic Page
IP Addressing 112
TCP/IP Features 114
Default IP Address 115
Opening a Connection on the Ethernet Network 117
Retrieving the IP Address 120
Configuration Parameters for TCP/IP Services 121
IP Filtering Configuration 123
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IP Addressing

Address Structure

An Internet Protocol (IP) address is a unique address that electronic devices use to
identify and communicate with each other on a computer network. In other words,
an IP address is the network address of a computer.

Each IP address consists of two elements, the network name and the device
identifier. The network identifier identifies a network (or a site) and the device
identifier identifies a device connected to this network. There are 3 classes of IP
address.

A WARNING

UNINTENDED OPERATION — DUPLICATE IP ADDRESS

e Make sure that this device will receive a unique IP address.
e Always obtain your IP address from your system administrator to avoid the
possibility of duplicate addresses.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Address Classes
The structure of the address classes is as follows:

Class A 7 bits 24 bits

‘ 0 ‘ Network identifier ‘ Device identifier ‘
Class B 14 bits 16 bits

‘ 1 ‘ 0 ‘ Network identifier ‘ Device identifier ‘
Class C 21 bits 8 bits

‘ 1 ‘ 1 ‘ o] ‘ Network identifier Device identifier ‘

Externally, an IP address of a device is represented by a string of four 8-bit values
(0 to 255), separated by dots: "a.b.c.d".
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Class First address of the class Last address of the class
A 0.0.0.1 127.255.255.254
B 128.0.0.1 191.255.255.254
C 192.0.0.1 223.255.255.254

Sub-Addressing

The principle of sub-addressing is to divide the local part into a physical sub-network
number and a device identification:

Format a Internet part = network Id Local part
Format b Internet part Physical sub-network . Defwcel
number identification

Mask
A sub-network mask (Subnet Mask), coded in 32-bits, is used to define the bits of
an IP address as the network part.

The mask bits are:

e Set to 1 if the bits corresponding to the IP address are to be interpreted as part
of the network address
e Set to zero to identify the device

This system allows local internal networks to be addressed with a single attributed

IP address.
Format a Internet part = network Id Local part
Format b Internet part Physical sub-network _ Dgwce_
number identification
Subnet{work) | Bitsto 1 Bits to 0
mask

Default Gateway

The default gateway parameter allows routing of messages to a device from a
different network.
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TCP/IP Features

Presentation

Ethernet communication is mainly responsible for the following applications:
Coordination between PLCs
Local or remote monitoring

Communication with production management software
Communication with remote I/O

The TCP/IP communication profile on Ethernet, supported by the TSX ETG 30ee
module, allows communication via Modbus messaging

Acting as an agent, the TSX ETG 30 module also supports management of the
network monitoring standard SNMP.

Communication Port

The communication port reserved for the TSX ETG 30¢* module is Port 502
(reserved port for Schneider Electric). When a client device attempts to access the
module, it requests that a connection be opened to this port.

Timeout on TCP Connection
If a TCP connection is unable to be established (destination unavailable, for
example), timeout is 80 seconds.

If the first exchange attempt was not successful, you can set the timeout for
communication functions to a value greater than 80 seconds.

Keep Alive Function

The Keep Alive function automatically generates a frame every 2 hours or so to
check for broken connections.
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Default IP Address

General

The TSX ETG 30¢ module manages various IP addresses:

e one default IP address set in the factory

e one local IP address (see page 121) for the local Ethernet link (LAN) and
configured by the user

e one IP address related to the modem connection (IP address used by the PPP
protocol, or GPRS IP address provided by the GPRS provider)

NOTE:

e Use an orderly IP address assignment method so that duplicate address
assignments do not occur.

e Always obtain your IP addresses from your system administrator to avoid the
possibility of duplicate addresses.

Default IP Address of the Ethernet Interface for the TSX ETG 30¢ Module

The default IP address of the Ethernet interface for the TSX ETG 30e* module is
derived from its MAC address:

10.10.xxx.yyy, where xxx and yyy are the last two numbers of the MAC address in
decimal format.

Example:
The MAC address of the module (in hexadecimal format) is: 00 80 F4 01 12 20.
In this case, the default IP address (in decimal format) is: 10.10.18.32.

NOTE: The manufacturer defines the MAC address of the module (you cannot
change this address). Its value appears in the front panel of the module.

IP Address of the PPP Interface

The TSX ETG 30¢ module manages one IP address per interface:

e the IP address of the Ethernet interface, configured by the user or pre-assigned
(see above)

e the IP address of the PPP interface

The latter is assigned during connection negotiation by the PPP protocol. The
TSX ETG 30 module accepts any type of IP address during negotiation. Therefore
any device that establishes a modem/PPP connection with the TSX ETG 30ee
module should be configured to assign the IP address to the TSX ETG 30¢* module.

However, if the remote device is configured to receive its IP address from the
TSX ETG 30ee, the IP addresses are:

e TSX ETG 30e: 10.10.0.4

e remote device: 10.10.0.3
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If the connection is achieved by direct cable, the IP addresses are:
e TSX ETG 30ee: 10.10.0.2
e remote device: 10.10.0.1

NOTE: You must configure your computer (see page 77) in order to use the PPP
interface.

GPRS IP Addresses Provided by the GPRS Service Provider

The TSX ETG 30 module can be configured using:
e GPRS static IP addresses
e GPRS dynamic IP addresses

The choice between static or dynamic IP addresses is defined by the GPRS contract
(see page 164) established between you and your GPRS service provider. The
dynamic GPRS address supports the DynDNS (see page 167) service.
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Opening a Connection on the Ethernet Network

Presentation

A connection can be opened by a remote device wishing to communicate with the
module in order to retrieve data via Modbus.

A connection is characterized by the module as follows:
Local TCP port, local IP address/remote TCP port, remote IP address.

The TSX ETG 30 module is able to open a connection on request from a remote
device using:

e TCP, or

e the modem.

NOTE:

e The maximum number of connections that can be open simultaneously is 64.
e Connection management is transparent for the user.

Request from a Remote Device

When the TSX ETG 30ee receives a request from a remote device, the
TSX ETG 30ee is the connection server.

On receiving a connection request from a remote device, the IP address of the
remote device is verified (if access control is enabled).

The test checks that the address belongs to the list of remote devices authorized to
connect. If it is, the module accepts the connection, otherwise it closes the
connection.
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The following illustration describes this connection process:

Remote PC client
8.3}
10.10.253169

Ethernet TCPIP

[--]

[
W i)
m—;

-

Configured access control

TSX ETG 30eeserver

[P Address [Access [ Wode T
111010253183 | Allowed | MOMO |

Request to a Remote Device

When the TSX ETG 30ee sends a request to a remote device, the TSX ETG 30ee is
the connection client (router function).

If there is no connection with the remote device, the TSX ETG 30 module

automatically opens the TCP/IP connection to port 502 on the remote device. The
remote device must belong to the IP configuration table.
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The following illustration describes this connection process:

Ethernet TCP/P

Configured access control

83}
101020100

TSX ETG 30ee client

Remote PC server

[ 1P Address [Access | Iode

T [101020.100 [ Allowed | MONO
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Retrieving the IP Address

Purpose

Use the direct cable feature to retrieve a lost IP address for the TSX ETG 30ee
module. Configure your computer to communicate with the module via direct cable.
Then, access the embedded website of the module to retrieve the IP address.

Configuring your PC

For the first connection you must configure the components of your operating
system (see page 77) to communicate with the TSX ETG 30¢e module.

Retrieving the IP Address
Once the preceding components have been configured, follow these steps:

Step Action
1 Switch off the module.
2 Connect an RS 232 crossed cable between a COM port of the PC and the 9-
pin SUB D socket of the TSX ETG 30ee.
3 Start the module. The direct cable connection is established between the PC

and the module (it takes about 40 seconds to be set up).

Establish the serial connection between the PC and the module.

Open a Web browser on the PC.

In the address bar, type: http://10.10.0.2, then click Enter.
Result: the home page of the website appears.

Click Setup on the horizontal menu.

Click IP Configuration on the vertical menu.
Result: the IP configuration page appears, the IP address of the module is
displayed on this page.
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Configuration Parameters for TCP/IP Services

Introduction

You can access the IP Configuration page via the Setup menu of the website.

Having two devices with the same IP address can cause unpredictable operation of

your network.

A WARNING

equipment damage.

UNINTENDED OPERATION — DUPLICATE IP ADDRESS

e Obtain all IP addresses from your system administrator to avoid duplication.
e Assign a unique address to the device.

Failure to follow these instructions can result in death, serious injury, or

View of the Ethernet Configuration Page

Ethernet parameters
Ethernet frame format |Ethernet Il ‘

Link speed and duplex |100-FD-Aut0 ‘

@ Local

IP parameters

Q Served from MAC address
O Served from device name

IP address [139].[124][2 [100

subnet mask |255].[255 |.[255 |0

Default gateway ‘139‘.|124 ||2 ||1

FDR parameters

Device name |

Replication period (mn) |

=

Apply ‘ ‘ Undo |
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Ethernet Parameters

The Ethernet parameters area describes the characteristics of the Ethernet

communication:

e Ethernet frame format corresponds to the standard used for the Ethernet
connection. Ethernet Il is the most commonly used and complies to RFC 894
standard (this parameter cannot be changed).

e Link speed and duplex shows the characteristics of Ethernet connection. 100-
FD-Auto means a connection speed up to 100 Mbits/s, Full Duplex with
Automatic negotiation (these parameters cannot be changed).

IP Parameters

The IP parameters area is used to define the IP address in three different ways:

e either the address is configured manually by clicking Local.

e orthe address is provided by a DHCP server (see page 228) by clicking Served
from device name, in which case the address input area is grayed out.

e or the address is deduced from the MAC address of the module by clicking on
Served from MAC address, in which case the address input area is grayed out.

If you choose Local, you can then enter:

e the module IP address, IP Address,
e the subnetwork mask, Subnet mask,
e the address of the Default Gateway.

If you choose Served from device name, the IP address of the module is
configured via a remote device acting as a DHCP (FDR) server. In this case, FDR
parameters have to be specified.

FDR Parameters

The FDR parameters area is used to configure an automatic connection:

e Enter the name of the module in the Device Name field.

e Enter the time (in seconds) for automatic comparison between the configuration
of the TSX ETG 30ee and that stored on the DHCP server. If a difference is found,
the TSX ETG 30 automatically saves the configuration to the server.

NOTE:

e If the DHCP (FDR) mode is selected, any modification of the configuration is
automatically saved on the server.

e To switch to automatic mode when the module is configured for local mode, you
must reinitialize the module with Reboot.
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IP Filtering Configuration

Presentation

You can access the IP filtering configuration page via the Setup menu of the
website. This function filters only the TCP Modbus communications on port 502 (not
http, ftp,...).

View of the IP Filtering Page

Access control
Connection configuration
IP address Access Mode
1 10.10.0.1 MULTI il |
2 10.10.0.30 ol MULTI > |=
3 160.12.20.100 | MONO v
4 L -
5 L -
6 bl -
7 ] -
8 Ll -
9 =] -
10 L ~ [
Apply ‘ ‘ Undo
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Parameters

General parameters:

Parameters

Value to be entered

Access Control

This check box is used to enable or disable control of remote devices

wishing to open a TCP connection to the module:

e if the box is checked, access control management is activated and
the Access column in the table is de-grayed (active). If the module
operates in server mode, only remote devices selected by the
Access box are authorized to connect as a client and to then
communicate.

e if the box is unchecked, control management is disabled and the
Access column in the table is grayed out (not active). If the module
is operating in server mode, third party remote devices can
connect as client and then communicate with the module without
being declared in the table.

Entering data for remote devices connecting to the module:

Parameters

Values

Input fields

IP Address

Enter the IP address of the device.

Access

If this box is checked, it indicates that the remote device is authorized
to open a TCP connection.

Mode

e MONO: The module only allows a single connection to a remote IP
address.

e MULTI: The module allows a single connection in client mode to a
remote IP address and multiple connections in server mode to the
same remote IP address.

Edit buttons

Apply

Confirm the input.

Undo

Cancel the current changes.

NOTE: If the module is used for routing, the Ethernet and modem IP addresses are
identical and the connection screen applies to all connections (TCP/IP and PPP).

In server mode the module does not manage the password associated with the
modem connection. All telephone connections are accepted. The Access control
check box takes effect with an IP address for a remote device, as for the PAP
(Password Authentication Protocol). The password must be managed at modem

level.
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4.6 SOAP / XML Communications

Overview
This section describes the various SOAP / XML Communications implemented in
TSX ETG 30 Web servers. SOAP Web services are fully compliant with the W3C
WS-I Web services standards. These services provide an open and standard
communication means for control level devices to interact directly with information
management applications using non proprietary SOAP protocol.

Web services are based on standards such as:

e SOAP (Simple Object Access Protocol), the exchange protocol carried out over
the HTTP (HyperText Transfer Protocol) channel.

e WSDL (Web Services Description Language), in XML format.
e XML (eXtensible Markup Language), the universal data exchange standard.

TSX ETG 30e SOAP Web services act as SOAP server interfaces. They allow
developers to easily design client applications that can exchange data directly with
TSX ETG 30e Web servers. Applications such as Microsoft. NET, SQL Server,
Microsoft Office, IBM (WebSphere), SUN (Java, Eclipse), Lotus, Oracle, SAP, MES,
ERP and so forth can be interfaced directly with TSX ETG 30e¢e using SOAP Web
services.

Two kinds of Web services are provided in TSX ETG 30 modules as SOAP server
interfaces:

o ModbusXMLDA: Web service to implement data access to Modbus variables,
e SymbolicXMLDA: Web service to implement Symbolic data access.

The Web services provided by TSX ETG 30 are compatible with the WS-I basic
profile 1.1.

NOTE: For more information on Web services, please refer to specialized
publications on the subject.
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What’s in this Section?
This section contains the following topics:

Topic Page
Designing a SOAP Client Interface 127
ModBusXMLDA SOAP Services 128
SymbolicXMLDA SOAP Services 138
How to Optimize Massive Symbolic Requests 143
Visual Basic Examples 146
Online SOAP Documentation 147
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Designing a SOAP Client Interface

Introduction

A server interface enables a SOAP client application to communicate directly with a
TSX ETG 30 Web server module. Exchanges are initiated by the SOAP client
application. The TSX ETG 30ee server responds to these requests.

Designing SOAP Client Interfaces

Stage Action

1 Create the client application:

The development environment (for example, Visual Studio.net) connects to a
TSX ETG 30 Web server module where it can access a list of available Web
services. The Web server returns descriptions of the requested services as
WSDL objects.

2 Develop the client application:
The developer integrates the Web service APIs using the code retrieved in the
previous stage as a Web reference and generates the client application.

3 Execute the client application:
In run mode, the client application communicates in real time with the
TSX ETG 30 Web server module using the SOAP protocol.
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ModBusXMLDA SOAP Services

Overview

The ModbusXMLDA Web Service is implemented to provide data access to Modbus
variables using a syntax similar to the Modbus protocol.

This Web service offers the following APIs:
ReadDeviceldentification,
ReadMultipleRegisters,
WriteMultipleRegisters,

ReadCoils,

WriteMultipleCoils,

ReadInt32,

WriteInt32.

Data amounts for APl parameters

This table presents the maximum amount of data, according to the modules, that
can be used for API parameters:

APIs TSX WMY 100 140 NWM 100
ReadMultipleRegisters 124 (Register) 124 (Register)
WriteMultipleRegisters 119 (Register) 98 (Register)
ReadCoils 511 (Coils) 255 (Coils)
WriteMultipleCoils 510 (Coails) 254 (Cails)
ReadInt32 62 (Int32) 62 (Int32)
WriteInt32 59 (Int32) 49 (Int32)

ReadDevice-ldentification

Parameters

The ReadDeviceldentification request returns the entire device identification of the
destination specified by the ID provided in the request.

Input: int UnitID

Output: string VendorName, ProductCode, MajorMinorRevision, VendorURL,
ProductName, ModelName, UserApplicationName, TRImplementationClass,
TRCommunicationServices

128

35014556 03/2012



Module Setup

Example
The following is an example of a SOAP request and its response:
Request

POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/ReadDeviceldentification"
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<ReadDeviceldentification xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"'>
<UnitID>int</UnitlID>
</ReadDeviceldentification>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length <?xml version="1.0" encoding="utf-8"
?><soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/’>
<soap:Body>
<ReadDeviceldentificationResponse
xmIns=""http://www.schneider-electric.com/ws/ModbusXmlDa/"">
<ReadDeviceldentificationResult>
<Deviceldentification>
<VendorName>string</VendorName>
<ProductCode>string</ProductCode>
<MajorMinorRevision>string</MajorMinorRevision>
<VendorUrI>string</VendorUrl>
<ProductName>string</ProductName>
<Mode IName>string</ModelIName>
<UserApplicationName>string</UserApplicationName>
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<TRImplementationClass>string</TRImplementa-
tionClass>
<TRCommunicationServices>string</TRCommunication-
Services>
</Deviceldentification>
</ReadDeviceldentificationResult>
</ReadDeviceldentificationResponse>
</soap:Body>
</soap:Envelope>

ReadMultiple-Registers

This is the ReadMultipleRegisters APl used to implement a read multiple registers
action.

The request provides three parameters:

e the destination of the read request,

e the starting address,

e the number of values to read (base index is provided by starting address).

In response, the list of values is provided.

Parameters
Input: int UnitlD, Address, Quantity
Output: array of int Result
Example
The following is an example of a SOAP request and its response:
Request
POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/ReadMul tipleRegisters"
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
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<ReadMultipleRegisters xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"">
<UnitID>int</UnitlID>
<Address>int</Address>
<Quantity>int</Quantity>
</ReadMultipleRegisters>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length <?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<ReadMultipleRegistersResponse
xmIns=""http://www.schneider-electric.com/ws/ModbusXmlDa/"">
<ReadMultipleRegistersResult>
<int>int</int>
<int>int</int>
</ReadMultipleRegistersResult>
</ReadMul tipleRegistersResponse>
</soap:Body>
</soap:Envelope>

WriteMultiple-Registers

This is the WriteMultipleRegisters API used to implement a write multiple registers
action.

The request provides three parameters:
e the destination of the write request,
e the starting address,

e the values to write.

Parameters
Input: int UnitID, Address, array of int Value
Output: none
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Example
Request:
POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/WriteMultipleRegisters™
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<WriteMultipleRegisters xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/*">
<UnitID>int</UnitlID>
<Address>int</Address>
<Value>
<int>int</int>
<int>int</int>
</Value>
</WriteMultipleRegisters>
</soap:Body>
</soap:Envelope>
Response
HTTP/1.1 200 OKContent-Type: text/xml; charset=utf-8
Content-Length: length <?xml version="1.0" encoding=""utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<WriteMultipleRegistersResponse
xmlns=""http://www.schneider-electric.com/ws/ModbusXmlDa/"'">
</WriteMultipleRegistersResponse>
</soap:Body>
</soap:Envelope>
ReadCoils

This is the ReadCoils API used to implement a read multiple coils action.

The request provides three parameters:

e the destination of the read request,

e the starting address,

e the number of values to read (base index is provided by starting address).

In response, the list of values is provided.
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Parameters

Example

Input: int UnitID, Address, Quantity
Output: array of int Result

The following is an example of a SOAP request and its response:
Request

POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/ReadCoils"
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/’>
<soap:Body>
<ReadCoils xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"'>
<UnitID>int</UnitlID>
<Address>int</Address>
<Quantity>int</Quantity>
</ReadCoils>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ReadCoi lsResponse xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"'>
<ReadCoi IsResult>
<int>int</int>
<int>int</int>
</ReadCoilsResult>
</ReadCoi IsResponse>
</soap:Body>
</soap:Envelope>
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WriteMultiple-Coils
The WriteMultipleCoils APl implements a write multiple coils request.

The read request provides three parameters:
e the destination of the write request,

e the starting address,

e the values to write.

Parameters
Input: int UnitID, Address, array of int Value
Output: none

Example
Request

POST /ws/ModbusXmlDa HTTP/1.1
Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/WriteMultipleCoils™
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<WriteMultipleCoils xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"">
<UnitID>int</UnitlID>
<Address>int</Address>
<Value>
<int>int</int>
<int>int</int>
</Value>
</WriteMultipleCoils>
</soap:Body>
</soap:Envelope>

Response
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HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<WriteMultipleCoilsResponse xmIns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"'>
</WriteMultipleCoilsResponse>
</soap:Body>
</soap:Envelope>

ReadInt32 SOAP request/response

Parameters

Example

The ReadInt32 request provides three parameters:

e The destination of the read request,

e the starting address,

e the number of values to read (base index is provided by starting address).

Input: int UnitID, Address, Quantity
Output: array of int Result

In response, the list of values is provided. The following is an example of a SOAP
request and response:

Request

POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/Read Int32""
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
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<soap:Body>
<ReadInt32 xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"">
<UnitID>int</UnitlID>
<Address>int</Address>
<Quantity>int</Quantity>
</ Readlnt32 >
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding=""utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
< ReadInt32Response xmlIns="http://www.schneider-
electric.com/ws/ModbusXmlDa/*">
< ReadInt32Result>
<int>int</int>
<int>int</int>
</ Readlnt32Result>
</ Readlnt32Response>
</soap:Body>
</soap:Envelope>

Writelnt32 SOAP request/response

The WriteInt32 request provides three parameters:
e The destination of the write request,

e the starting address,

e the values to write.

Parameters
Input: int UnitID, Address, array of int Value
Output: none
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Example

The following is an example of a SOAP request and response:
Request

POST /ws/ModbusXmlDa
HTTP/1.1 Host: 139.160.65.83:8080
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/ModbusXmlDa/Writelnt32"
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/’>
<soap:Body>
<Writelnt32 xmlns="http://www.schneider-

electric.com/ws/ModbusXmlDa/"">

<UnitID>int</UnitlID>

<Address>int</Address>

<Value>

<int>int</int>
<int>int</int>
</Value>
</ Writelnt32 >
</soap:Body> </soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
< Writelnt32Response xmlns="http://www.schneider-
electric.com/ws/ModbusXmlDa/"">
</ Writelnt32Response>
</soap:Body>
</soap:Envelope>
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SymbolicXMLDA SOAP Services

Overview

The SymbolicXMLDA is the Web Service provided to implement a Symbolic Data
Access based on a TSX ETG 30¢e namespace. The services are:

e read,
e write,
e browse.

Limitation on symbolic access

Read service

Parameters

As symbolic access relies on low-level Modbus access for actual communication,
only symbols mapped on data accessible through native Modbus requests
(Read/Write registers and Read/Write Coils) are supported. Consequently, only
data of these types are supported:

e bit

e 16-bit

e 32-bit double word

Unlocated data of all types are not supported.

The aim of this request is to read one or several symbols. The symbols passed as
request arguments are translated using the namespace to get the address of the
value to read. When all addresses are known, a Modbus request is issued by
contiguous addresses (i.e., if registers 10, 11, and 13 are requested, two requests
are issued: one for 10 and 11, and one for 13) and by type of variable desired (coils,
registers). Once all the values are retrieved, the SOAP response is built using the
variable name, type and values.

Input: list of string ltemName
Output: array of ltem ReadResult
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Example
Request

POST /ws/SymbolicXmlDa HTTP/1.1
Host: 139.160.65.83
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/Symbol icXmlDa/Read"
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/"'>
<soap:Body>
<Read xmIns="http://www.schneider-
electric.com/ws/Symbol icXmlDa/"">
<Symbol>
<Name>string</Name>
<Name>string</Name>
</Symbol>
</Read>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/’>
<soap:Body>
<ReadResponse xmIns="http://www.schneider-
electric.com/ws/SymbolicXmlDa/"">
<ReadResult>
<ltems>
<Name>string</Name>
<SymbolType>string</SymbolType>
<IntValue>int</IntValue>
</ltems>
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Write service

Parameters

Example

<ltems>
<Name>string</Name>
<SymbolType>string</SymbolType>
<IntValue>int</IntValue>

</ltems>

</ReadResult>

</ReadResponse>

</soap:Body>
</soap:Envelope>

The aim of this request is to write one or several symbols. The symbols, their types,
and values are passed as request arguments. The names of the variables are
translated using the namespace to get the address of the value to write. When all
addresses are known, a Modbus request is issued by contiguous addresses (i.e., if
register 10, 11, and 13 are requested, two requests are issued: one for 10 and 11,
and one for 13) and by type of variable desired (coils, registers).

Once all the values are written, the SOAP response is built.

Input: list of (string ltemName, Value, Type)
Output: none

Request

POST /ws/SymbolicXmlDa HTTP/1.1
Host: 139.160.65.83
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/SymbolicXmlDa/Write"
<?xml version="1.0" encoding=""utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Write xmIns="http://www.schneider-
electric.com/ws/SymbolicXmlDa/"">
<ltemList>
<ltems>
<Name>string</Name>
<SymbolType>string</SymbolType>
<IntValue>int</IntValue>
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</ltems>
<ltems>
<Name>string</Name>
<SymbolType>string</SymbolType>
<IntValue>int</IntvValue>
</ltems>
</ltemList>
</Write>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>

<WriteResponse xmlns="http://www.schneider-
electric.com/ws/Symbol icXmlDa/"">

</WriteResponse>

</soap:Body>

</soap:Envelope>

Browse service

The aim of this request is to read a list of symbolic variables present on the
namespace of the TSX ETG 30¢e module.

This functionality does not interface with the Modbus layer since its only action is to
return all the namespace items. The response contains all the symbols and their
types.

Parameters
Input: list of (string ltemName, Type)
Output: list of Descriptions BrowseResult
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Example
Request

POST /ws/SymbolicXmlDa HTTP/1.1
Host: 139.160.65.83
Content-Type: text/xml; charset=utf-8
Content-Length: length
SOAPAction: "http://www.schneider-
electric.com/ws/SymbolicXmlDa/Browse™
<?xml version="1.0" encoding="utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Browse xmlns="http://www.schneider-
electric.com/ws/SymbolicXmlDa/"">
</Browse>
</soap:Body>
</soap:Envelope>

Response

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding=""utf-8" ?>
<soap:Envelope
xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<BrowseResponse xmlns="http://www.schneider-
electric.com/ws/SymbolicXmlDa/"">
<BrowseResult>
<Descriptions>
<Name>string</Name>
<Address>string</Address>
<SymbolType>string</SymbolType>
</Descriptions>
<Descriptions>
<Name>string</Name>
<Address>string</Address>
<SymbolType>string</SymbolType>
</Descriptions>
</BrowseResult>
</BrowseResponse>
</soap:Body>
</soap:Envelope>
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How to Optimize Massive Symbolic Requests

Overview

The symbolic read/write request allows you to perform requests of up to 128
symbols.

You can experience a lag when using a large amount of symbols. There are several
rules you can apply to improve your application’s speed, by reducing the number of
internal requests.

The purpose of this topic is to help you create a coherent namespace and use
symbolic requests efficiently.

Symbolic Request Process

Symbolic requests enable the user to use symbols instead of addresses to handle
TSX ETG 30ee data. This request system uses the namespace on the module to
resolve the addresses. Once the addresses are known, there is an optimization
process to sort the addresses by type (coils, registers) in ascending order.

The sorted addresses should be grouped by coherent block to minimize the number
of requests sent to the CPU. The graphic below shows the three steps of the
symbolic request optimization:

Symbolic Request: X values

Symbols are sorted by type

SINPON

Symbols sorted by address
(ascending order)

.

Blocks are determined to issug
requests

+++++ I

Y{Y <= X) Modbus requests are issued
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Optimization Method
To perform a massive symbolic request efficiently, it is necessary to pay close

attention to the topology of the symbols:

Step Action
1 Group symbols by type: do not mix coils and registers.
2 If you can, sort symbols by addresses.
3 Try to determine blocks of symbols (i.e., contiguous symbol addresses). These
blocks will be processed in only one low-level request.

Optimization Example

Considering a relatively simple namespace file:

|STATION:0.0

18

[Bit_meml]%MOJOJOL1]1]1]False
|Bit_mem2]|%M1]OJO]1]1]1]False
|Bit_mem3|%M2]OJO]1]1]1]Ffalse
|Bit_mem4|%M3|OJO]1]1]1]False
|Bit_mem5|%M4|OJO]1]1]1]|False
|Bit_mem6|%M5]0]O]1]1|1]|False
|Bit_mem7]|%ME6]OJO|1]1]|1]False
|Engine_Brake_IvI|%MWO]O]OJ4]1]1]false
|Engine_Brake_dsk]|%MW1]O]O]4]1]1]false
|Engine_gauge_1|%MW2]0JO0]4]1]1|false
|Engine_gauge_2|%MW3]0|0J4]1]1]|false
|Engine_gauge_3|%MW4]0|0]J4]1]1|false
|Engine_gauge_4|%MW5]0|0J4]11]1]| false
|Engine2_Brake_ IvI|%MW100|0]OJ4]1]1]false
|Engine2_Brake_ dsk|%MW101]|0]O|4]1]1]false
|[Engine2_gauge 1]|%MW102]0]0]4]1]1]Ffalse
|Engine2_gauge 2|%MW103|0]0]4]1]1]Ffalse
|Engine2_gauge_3|%MW104|0]0]4]1]|1]Ffalse
|Engine2_gauge_4|%MW105]0]0]4]1]|1]|Ffalse
0]

1

false

There are values for two engines (engine and engine2).
There are also Boolean values (Bit_mem).
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If the end user asks for every symbol in their namespace order, they will issue 3
SOAP request with 18 values. As type and addresses (in ascending order) sort

these values, the optimization will only determine blocks of addresses. Here we can
see three blocks:

e coils from address 0 to 6,
e registers from address 0 to 5,
e registers from address 100 to 105.

There will be three low-level requests sent to the TSX ETG 30ee.

If the end user asks for five symbols in one SOAP request: Engine_gauge_3,
Engine_gauge_1, Bit_Mem1, Engine2_gauge_3, Engine2_gauge_1.

Step

Action

1

Since symbols are mixed, the first optimization step is to sort between coils and
registers.

In this step, symbols of the same type are sorted by address. As the SOAP
request is not well ordered, this step has to process the data.

At the end of this step we have two arrays: an array of one coil and an array of
four registers:

Goils Registers

Bit_Mem1 Engine_gauge_1
Engine_gauge_3
Engine2_gauge 1
Engine2_gauge_3

This step should find contiguous addresses. Since there are no contiguous
addresses, we have five blocks of one address.
The final result is that five low-level requests are sent to the CPU.

In Brief

When you require intensive use (in number, in time constraints) of symbolic
requests, these rules must be followed:

e group the symbols by types,
e sort the symbols by addresses,
e group the symbols by blocks of contiguous addresses.
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Visual Basic Examples

Introduction

To help you start writing your application, here is a Visual Basic .NET (2003 or 2005)
example of accessing SOAP requests.

Preliminary Steps

Step Action
1 In Visual Basic .NET, select Project —-Add WebReference.
2 Type http://Module @IP/ws/ModbusXmlDa.
3 Select the desired function.
4 Click the Add Reference button.

Example
The following example reads ten consecutive registers from register 5.

Private Sub Buttonl_Click(ByVal sender As System.Object, ByVal
e As System.EventArgs) Handles Buttonl.Click

Dim ws As New
WindowsApplication26._WebReference .ModbusXmlDa

ListBoxl.DataSource = ws.ReadMultipleRegisters(0, 5,
10)

End Sub
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Online SOAP Documentation

Overview
When you open a TSX ETG 30e Web server page in a browser, you can find a
Documentation hyperlink.
This link takes you to SOAP online documentation, which describes the SOAP Web
services available, explains the syntax of SOAP APIs and provides Visual Basic
example.
. ™
S HIEE R FactoryCast™ TSX ETG 3021
Home URL
@ oriorig | Conrol | Diagrstos | Wainienance |
Documentation WEB SERVICES
-Referc-nces . Web services Framework version : 1.0
[=] For developers SOAP/WSDL
Vieh Sanvioes WS- Basic Profile 1.0 Conformance and W3C SOAP 1.2 standard
The following Web Services are supported.
o ModbusXmiDa
Web Service to implement a Modbus data access.
operations: ReadDeviceldentification, ReadMultipleRegisters,
WriteMultipleRegisters, ReadCoils, WriteMultipleCoils,
ReadInt32, WriteInt32.
® SymbolicXmlDa
Web Service to implement a Symbolic data access.
operations: Read, Write, Browse.
Copyright © 2000-2009 Schneider AUTOMATION SAS. All Rights Reserved.,
35014556 03/2012

147



Module Setup

4.7 PSTN, GSM and External Modems

Overview

This section describes the embedded PSTN and GSM modems of the

TSX ETG 30¢ module. It also deals with external modems that can be connected to

the module.

What’s in this Section?
This section contains the following topics:

Topic Page
Opening a Serial Link Connection via a Modem 149
Modem PPP / Ethernet IP Addressing 153
Configuring the PSTN, GSM, or External Modem 157
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Opening a Serial Link Connection via a Modem

Presentation

The internal modem is a specific feature of the TSX ETG 3010 (PSTN) and TSX
ETG 302 (GSM). However, you can use the RS232 serial link to connect an
external modem to all models.

You can open a serial link connection via a modem using one of the following
methods:

e arequest from a remote device (server mode)

e an email request from a module (client mode)

e an internal register command from a module (client mode)

You can disable the internal modem of the TSX ETG 3010 and TSX ETG 302¢ in
order to use an external modem. Reserve this case for systems that require a
specific modem.

NOTE: Client mode takes priority over server mode. If a remote device has
established communication with the module in server mode, the connection will be
closed by the TSX ETG 30ee if the module wishes to establish a connection to a
remote device in client mode.

PPP and PAP Protocols

The connection uses PPP. With this protocol, after a telephone connection has been
established, the modem link is treated as a TCP/IP link at the application level.

A PPP connection uses PAP (Password Authentication Protocol) identification
protocol for authentication. Any device that wants to communicate with the TSXETG
30e° using the modem/PPP connection has to be configured using the PAP protocol.

NOTE: The TSX ETG 30e does not support the CHAP (Challenge-Handshake
Authentication Protocol) protocol.

If you want to open a connection to/from a remote device, you need to know the user
name and the PAP password of the remote device. Before connecting the TSXETG
30ee to the remote device, you must also configure the remote device to use the PAP
protocol.

NOTE:

e If you use an external modem on the serial link, the modem must respond to AT
commands in ASCIl mode.

e The default user name and password for the PAP protocol are the same as those
for the HTTP server (USER/USER).

Diagnostics for the RS232 Modem Link

The modem/PPP log file page (see page 370) contains a log of the last 500
commands/diagnostics made.
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Connection by Request from a Remote Device

The TSX ETG 30 module is the connection server. It waits for an incoming
telephone connection request.

When a connection request arrives, the TSX ETG 30 module verifies the user
name and password (PAP) of the device. The TSX ETG 30¢ module also checks
that the IP address of the remote device appears in the list of remote devices
authorized to connect (if access control has been activated). If identification is
unsuccessful the module closes the connection.

The following illustration shows a connection by request from a remote device:

TSX ETG 3000 server Remote PC client

Switched Telephone
Network

TSX ETG details:

PPP and PAP protocols
Tel: 0389468832 <
UserhName: USER
Password: USER

NOTE: The previous illustration shows the connection using a TSX ETG 3000
module. For the TSX ETG 3010, TSX ETG 302¢ products, the modem connected to
the TSX ETG 3000 is optional (use of the internal modem). If you are using the TSX
ETG 302¢ module, the communication goes through a GSM network instead of the
switched telephone network.

Connection by Request to a Remote Device
In this case, the TSX ETG 30ee is the connection client.
Two types of modem connection are available:

e The SMTP mail server is configured for modem connection; the module
automatically opens the connection when an email is sent.

e On register command arrival (see page 103) from a module, the TSX ETG 30ee
opens a connection.
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NOTE: The TSX ETG 30ee Services (see page 257) take priority over the command:

e If the IP address is not the same, the email connection closes the current
command. In other words, the current connection is cut in order to send the email,
and then the user needs to reestablish the previous connection.

e Otherwise, the command waits for the end of the Service connection (during the
wait, the value of the register status is -1).

NOTE: If the user does not detect a dial tone and cannot dial a telephone number
with internal mode (for example internal office line telephone, you can use Hayes
command (AT X3: do not look for dialing tone, line busy, and dial). Refer to your
modem documentation about Hayes commands supported.

The following table details the steps involved in the connection process:

Step Action

1 The module dials the telephone number configured for this remote device.

2 The TSX ETG 30 automatically opens a TCP/IP connection to port 502 with
the remote device.

3 The module checks if the remote device appears in the IP configuration table
with its telephone number, name, and password.

4 The serial link connection is opened.

The following illustration describes the connection process:

TSXETG 3000 client TSX ETG 3000 server

Switched Telephone
Network

Remote details:

Tel: 0389438288

Table of configured addresses UserName: USER
Password: USER

- ’1: fP]nnam.lmber Diesinafion | Lser Pmm{-‘.\“\

(330438088 101003 LISER LISER ‘}
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NOTE:

e The previous illustration shows the connection between 2 TSX ETG 3000
modules. For the TSX ETG 3010, TSX ETG 302¢ products, the modem
connected to the TSX ETG 3000 is optional (use of the internal modem). If you
are using a TSX ETG 302 module, the communication goes through a GSM
network instead of the switched telephone network.

e You can modify the telephone number for a remote device by clicking the Setup
—Phone List link of the website or using Web Designer for TSX ETG 30ee. You
must restart the TSX ETG 30ee using the Reboot function for the new
configuration to take effect.

PPP Connection Priorities

A remote device can open a modem (PPP) connection (server connection). The
TSX ETG 30ee is also able to open a modem connection using the register

commands (client connection). This page shows you the behavior of the module
when it receives connection requests at the same time.

Existing Connection:

opened.

opened.

None Remote device Server | Gateway - Command | Gateway Email Client
Client
New connection: | Server The line is busy. The line is busy. The line is busy.
Remote device Connection is | Impossible to open a Impossible to open a | Impossible to open a new
server opened. new connection new connection connection
New connection: | Client The telephone The previous The new connection is put
Gateway - Connection is | connection is dropped. A | connection has not in a queue until the end of
Command client | opened. new connection is been closed. The the previous PPP
opened. telephone connection | connection. Then the
is dropped. A new telephone connection is
connection is opened. | dropped. A new
connection is opened.
New connection: | Client The telephone The telephone The telephone connection
Gateway -email Connection is | connectionis dropped. A | connection is dropped. | is dropped if the previous
client opened. new connection is A new connection is | PPP connection is closed.

A new connection is
opened.

NOTE: The telephone connection will be dropped if the IP address of the device is
different from the currently connected device (client-client case).
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Modem PPP / Ethernet IP Addressing

Presentation

The modem connection can use either its own IP address or the IP address of the
Ethernet link. This page shows you how addressing your network devices in each

case.

Without the Ethernet IP Configuration

When connecting without using the Ethernet IP configuration, the TSX ETG 30ee
uses 2 different IP addresses, one for the Ethernet link and another one for the

modem link.

Stage

Description

1

The TSX ETG 30ee uses the default PPP address (10.10.0.4) and another one
for the Ethernet network (example: 139.124.20.100).

The gateway address of the TSX ETG 30ee is set to 0.0.0.0 (direct link
PPP/TCP-IP).

The device over PPP uses the default PPP address: 10.10.0.3.

The gateway address of the device over the Ethernet network is set to the
value of the TSX ETG 30ee IP address.

NOTE: Messages will be routed over the serial line if port 502 is used for incoming

messages.

35014556 03/2012

153



Module Setup

The following illustration shows how addressing when an Ethernet IP configuration
is not used:

IP=139.124.2.2
SubNetMask=255.255.255.0
Gateway= 139.124.20.100

TCP/IP

IP=139.124.20.100
SubNetMask=255.255.255.0
Gateway=0.0.0.0

10.10.0.4

Modbus/RTU

PR

NOTE:

e The TSX ETG 30e* can access the Modbus devices with the IP address =
10.10.0.4 or 139.124.20.100 and with the UnitID = Modbus slave address.

e A remote device can access devices located on the same Ethernet segment as
the TSX ETG 30ee through a PPP connection. In this case, you must set a
gateway address of the remote device to the value of the TSX ETG 30ee address.

Using the Ethernet IP Configuration

With an Ethernet IP configuration, the TSX ETG 30 uses the same IP addresses
for the Ethernet link and the modem link.

Once configured, a client can communicate over the modem line with devices on the
serial line network or on the Ethernet network.

Step Description

1 Set the gateway address to the value of the router address.

2 The gateway address of clients on the same Ethernet segment as the TSX
ETG 30e is set to the value of the TSX ETG 30e IP address.

3 The gateway address of clients on a different segment than the one of the TSX
ETG 30e is set to the value of the router address.
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NOTE: If there is only one Ethernet network (no router), the gateway address of the
TSX ETG 30ee is set to 0.0.0.0.

The following illustration shows how addressing using an Ethernet IP configuration:

IP=100.32.0.72
| + SubNetMask=255.255.255.0
IP=139.1242.2 100.32.0.1 Gateway= 100.32.0.1
SubNetMask=255.255.255.0 l ." :
Router ! L
Gateway= 139.124.20.100 L € Bl
|139.124.2.1 ‘

IP=139.124.20.100
SubNetMask=255.255.255.0
Gateway= 139.124 2 1

139.124.20.100

Modbus/RTU

NOTE: A remote device can access devices located on the same Ethernet segment
as the TSX ETG 30e through a PPP connection. In this case, you must set a
gateway address of the remote device to the value of the TSX ETG 30 address.

Served Addressing

The PPP address of the TSX ETG 30e* can be served. In this case, the remote
device sets the PPP address of the TSX ETG 30e* during the connection
negotiation.

Address Management

The TSX ETG 30¢e module can be:

e a PPP server: the IP address for the PPP link can be either fixed (10.10.0.4) or
the IP address of the Ethernet link.

e a PPP client: the IP address for the PPP link can be fixed (10.10.0.3), served (the
remote device set the IP/PPP address of the TSX ETG 30e°) or the IP address of
the Ethernet link.

Routing Ethernet to Modbus

The TSX ETG 30ee transmits data traffic to the Modbus serial network if the
destination address is the same than the TSX ETG 30 address.
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Routing Ethernet to PPP

A remote device can make a connection request to a device through the
TSX ETG 30ee and the Internet/PPP connection. In this case, the TSX ETG 30
routes Ethernet to PPP.
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Configuring the PSTN, GSM, or External Modem

Accessing the Configuration Page

You can access the Modem services configuration page via the Setup menu of the
website.

View of the Modem Configuration Page

The modem configuration page is different depending on the TSX ETG 30¢* model
and the configuration you are using. The following figures show the configuration
page for each model and configuration.

Modem configuration page for TSX ETG 30¢e modules using the external modem:

. only for TSXETG 3010
O Internal (® External and TSX ETG 3021/3022
' (® Fixed (O TCP/IP address \

Hayes Commands | AT |

Time before connection (s) | 1 i |

Time detection [ 800 "]

Retry | 1 4

RS232 baud rate |57600 -

RS232 parity [NONE M

RS232 stop bits |1 -

~ LineManagement

Idle time before hanging up | Never M

Max time before hanging up | Never v |
Hang-up after email ||

| Apply | | Undo |
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Modem configuration page for a TSX ETG 3010 using the internal (PSTN) modem:

(@ Internal (O External

Country | Default

Hayes command

(®Fixed (O Use TCP/IP address |

Callback on ring Enable /|

Number of rings [ 3

Time before calling back (sec) | 0

Phone list index | 3

Idle time before hanging up [1mn

Max time before hanging up | Never

Hang-up after email (/]

Modem configuration page for a TSX ETG 302 using the internal (GSM) modem:

® 1 l O External |

(® Fixed () TCP/IP address |

[ ntemalModem
fe 1

PIN code
SMS Service Center | +447785020100

Hayes C ! |

GPRSenable [ ]
Cannection I:
Access Point Name (APN) Iz
Password I:l

Callback on ring Enable

of rings | 10
Time before callng back (sec) [0 |
Phone list index
[ LUneManagement |
Idle time before hanging up | 1mn -
Max time before hanging up | Never -

Hang-up after email

DynDNSHostname [ |
OynONS Usemame [ ]

| Apply | [ Undo |
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General Parameters

Parameter Description

Modem

Internal The embedded modem is used for the modem connection.
External An external modem is used for the modem connection.

Server: local PPP Address

Fixed

The default address is used (10.10.0.4).

Use TCP/IP address

The IP address of the modem interface is the same than that of the
Ethernet interface.

Line Management

Idle time before
hanging up

If the time between two frames exceeds the value entered (in
seconds) in this field, the connection is broken. If the time entered is
Never, no control is performed.

Max time before
hanging up

This field is used to define the maximum connection time (in
seconds). At the end of this time the connection is broken. If the time
entered is Never, no control is performed.

Hang-up after email

Select this box to close the PPP connection after an email has been
sent. Use this feature in case the email service opens the
connection.

External Modem Parameters

Parameter

Description

Hayes Commands

Configuration by Hayes character string. You can use it to
send commands to the modem in Hayes format*.

Time before connection

Specify the time before a connection is opened.

Time detection

Time before the modem sends an AT command.

Retry

Number of times the modem tries to open a connection.

RS232 Baud Rate

Speed of the RS232 link; the choice depends on the modem
you are using: 2400, 4800, 9600, 19200, 38400 and 57400.

RS232 Parity

Even, odd or no parity.

RS232 Stop Bit

Number of stop bits.

* Refer to your modem documentation to find out which Hayes commands are

supported.
Example: AT&FS0=2
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Internal Modem Parameters

Parameter Description

Country Select the country in which the module is used (only for PSTN
modem).

SIM code Enter the PIN code for the SIM card (only for GSM).

SMS service center

Enter the number of the SMS service center (only for GSM).

Hayes Commands

Configuration by Hayes character string. You can use it to send
commands to the internal modem.

Callback Parameters

NOTE: Type the PIN code of the SIM card carefully: if you supply an incorrect PIN
code 3 times, the SIM card is locked. If this happens, call your telephone operator
to unlock it.

Parameter

Value

Callback on ring enable

Select this box to use the callback on ring service.

Number of rings

Specify the number of rings the module waits before launching the
connection.
Default: 2; minimum: 2; maximum: 20.

Time before calling
back (sec.)

Specify the time to wait between the ring and the call back.
Default: 0; minimum: 0; maximum: 240.

Phone list index

Phone list index of the number to call back (not used for GPRS).
Default: 1; minimum: 1; maximum: 64.
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4.8 GPRS Modem Communications

Overview
This section describes the GPRS communications of the TSX ETG 30 module.

What’s in this Section?
This section contains the following topics:

Topic Page
GPRS Communications 162
Configuring the GPRS Modem 165
Opening an Internet Connection via a GPRS Modem 169
PPP Security: IP Control Configuration Page 174
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GPRS Communications

Presentation

GPRS (General Packet Radio Service) communication is available on TSX ETG
302¢ modules (V1.1 version).

GPRS provides a cost effective solution for wireless remote connection to
distributed installations over the Internet.

GPRS is a packet oriented data service based on GSM (Global System for Mobile).
It offers the advantages to pay only for the total volume of data exchanged (in MB
per month) regardless of the connection time, while data communication via
traditional circuit switching (PSTN/GSM) is charged per minutes of connection time.

GSM connections are mainly used for on demand services such as sending SMS
alarms or basic remote services such as diagnostics.

GPRS is more suitable for permanent access to remote installations providing:

e easy remote programming

e continuous remote monitoring and control

e transparent routing capabilities from the Internet to LAN networks or serial
network devices connected to the TSX ETG 302¢ gateway

In addition, GPRS provides higher data exchange rates than GSM:

Upload Download
Theoretical 24 kbps 48 kbps
Typical 16 kbps 20 kbps

NOTE: These values depends on your service provider, the distance between your
module and the base station, and the current traffic.

NOTE: If too many browsers are used with modem connection (GPRS, PSTN),
performances are decreasing and could lead to a refresh page difficulties.

GPRS Remote Access

GPRS communication implies:
e The TSX ETG 302+ module is connected to the Internet via the GPRS network.
e The remote PC or network is also connected to the Internet.

GPRS topologies can support:

o NAT (see page 177) routing tables for transparent routing to Ethernet devices

e security services such as IP address control (see page 174) or VPN tunnels
(see page 199) for secured data exchange over the Internet
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The following figure shows remote access to the network of the module:

M340

TSXETG 302+

GPRS Network | PREMIUM
Remote PC Ethernet 1 e
with an Internet access - _[ m
QUANTUM
[ S /\/ 1

L

v AR

Modbus/RTU

The following figure shows inter-site communication by connecting 2 remote
modules:

PREMIUM PREMIUM

aithad TSX ETG 302- TSX ETG 302-
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 EI]

Modbus/RTU Modbus/RTU

Connection Principles

GPRS communication requires a SIM card and a specific GPRS contract
(see page 164) with a service provider.

The GPRS connection is always initiated from the module to the GPRS network.

It is not possible for a client application to open a connection by dialing directly the
TSX ETG 302 module. Nevertheless, the module provides various solutions
(see page 169) to connect to the GPRS network:

Permanent Mode:
e Automatic connection at startup or reboot or after connection loss.

On demand Mode:

e Callback function: opens the connection on reception of an incoming GSM or
PSTN call.

e Autonomously on a process or application condition.

The module connects the APN (Access Point Name) of the service provider and
receives an IP address back that can be static or dynamic.

35014556 03/2012
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The module supports both static and dynamic IP address. If the address is dynamic,
it is necessary to inform the remote application of the new IP address
(see page 201).

NOTE:

e GPRS uses the DNS server of the service provider, it replaces the DNS server
configured in the module.

e The NTP service of the module does not work with GPRS.

e The default gateway set in the Ethernet configuration page (see page 121) of the
module is not used with a GPRS connection. The default route of the GPRS
connection is used instead. Thus, it is not possible to route through Ethernet
when the module is connected to the GPRS network.

GPRS Contracts

GPRS service providers offer dedicated services adapted to industrial applications,
also called M2M (Machine to Machine).

Service providers offer GPRS contracts with different options. The most important

options are:

e public or private IP address: You must choose a contract that gives you a
public IP address to be reachable directly from the Internet.

e static or dynamic IP address

e incoming TCP ports blocked or not: Some providers offer only subscriptions with
TCP ports blocked for security reasons, for instance, ports lower than 1024.

NOTE:

e For ease of use and configuration, you should choose a contract with no TCP
ports blocked and with a static IP address.

e If your service provider blocks the public ports (< 1024), you must use a VPN and
choose a contract that authorizes VPN traffic.
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Configuring the GPRS Modem

Accessing the Modem Configuration Page

You can access the Modem services configuration page via the Setup menu of the
module website.

NOTE: You can also configure the GPRS modem parameters using Web Designer.

View of the Modem Configuration Page

— S ey
| @ Internal O External |
@ Fixed () Use TCP/IP address GPRS enable v
Internal Modem | Connection | On demand -
PIN code | seees Access Point Name (APN) | internet-company =
SMS Service Center | +447785020100 Username | orange -
Hayes Commands Password | **** - |
Caliback | IP publication
Callback on ring Enable / DynDNS Hostname 'eth}.dyndns.grg
Number of rings | 10 DynDNS Usemame | etg3021
Time before calling back (sec) | 0 DynDNS Password
Idle time befare hanging up ._ 1mn >
Max time before hanging up | Never -
Hang-up after email [/]
| Apply | | Undo |
General Parameters
Parameter Description
Modem
Internal The embedded modem is used for the modem connection.
External An external modem is used for the modem connection.
Line Management
Idle time before If the time between two frames exceeds the value entered (in seconds) in this field, the
hanging up connection is broken.
If the time entered is Never, no control is performed.
Max time before This field is used to define the maximum connection time (in seconds). At the end of this time
hanging up the connection is broken.

If the time entered is Never, no control is performed.

Hang-up after email | Select this box to close the PPP connection after an email has been sent.
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Internal Modem Parameters

Parameter

Description

SIM code

Enter the PIN code for the SIM card.

SMS service center

Enter the number of the SMS service center.

Hayes Commands

Configuration by Hayes character string. You can use it to send commands to the internal
modem.

NOTE: Type the PIN code of the SIM card carefully: if you supply an incorrect PIN
code 3 times, the SIM card is locked. If this happens, call your service provider to
unlock it.

Callback Parameters

Parameter

Description

Callback on ring enable

Select this box to use callback on ring.

Number of rings

Specify the number of rings the module waits before launching the connection.
Default: 2; minimum: 2; maximum: 20.

Time before calling back
(sec)

Specify the time to wait between the ring and the callback.
Default: 0; minimum: 0; maximum: 240.

GPRS Parameters

Parameter Description
GPRS Enable Select this box to use the GPRS service.
Connection Select the operating mode of the connection:

® Permanent: the module is always connected. Automatic connection at boot and
after the loss of a connection.

® On demand: the module is connected only on a user action (call back on ring,
Modbus register command, or email).

Access Point Name (APN)

Name of the access point given by the service provider for GPRS. The APN is
mandatory when using GPRS.

Note: Depending on your service provider, you might have to add an AT command.
Add it in the APN field after the APN using *;;’ as separator (i.e. Internet-
entreprise;;AT=CGQREQ=1,3,4,3,0,0)

The module sends this command and checks the response before launching the
connection.

Username

Username of the APN given by the service provider (can be empty).

Password

Password of the APN given by the service provider (can be empty).

166
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IP Publication

Parameter Description
DynDNS Hostname Hostname (URL) corresponding to the IP address of the
module.

The module informs the DynDNS server of its IP address at
connection start. The server translates the hostname into the
corresponding IP address.

If you do not use DynDNS, keep this field empty.

DynDNS Username Username to access the DynDNS service.

DynDNS Password Password to access the DynDNS service.

Working with Dynamic GPRS IP Addresses

If you have a dynamic IP address with your GPRS contract, this means that this IP
address is renewed periodically by the service provider.

TSX ETG 302¢ modules provides 2 solutions to work with dynamic IP addresses:

e Use DynDNS (Dynamic DNS) service to work with an URL (i.e etg1.dyndns.org)
that remains the same instead of the dynamic IP address.
e Use the email service to publish the new IP address to the end-user.

IP Publication Using Emails

The module can send an email with its new IP address at GPRS connection start-
up. Create an email service (see page 279) using Web Designer. The module only
uses the GPRS_STATUS register to trigger the email.
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The following figure shows an example of IP publication using emails:

SendsMS [
r E-mail description
Identifier ‘email IP notification Trigger | device.Devicel .GPRS_STATUS .| Type |RE ﬂ
Destination ‘ remotelUser@mycompany.com Subject ‘IP address notification
Contents My new IP address is: J
http:/{device.Devicel GPRS_IP1_ADD_ETG] {device.Devicel . GPRS_IP2_ADD_ETG}.
{device.Device1. GPRS_IP3_ADD_ETG} {device.Devicel. GPRS_IP4_ADD_ETG}
(2] Media | ~|  Path |
Identifier \Destination ‘Subject |Trigger ‘Type ‘ ‘
email IP ... remoteUser... IP addre... email IP ... RE 4

IP Publication Using DynDNS

TSX ETG 302 modules provides a solution to work with dynamic IP addresses
through URL (DNS name). TSX ETG 302¢ modules support DynDNS name service
supplied by DynDNS company. (www.dyndns.com).

The DynDNS service allows a domain name to be mapped with IP addresses. When
the GPRS provider changes the IP address of the module, the module sends
queries to the DynDNS server to update its mapping table with the new address.

Create a DynDNS account by visiting the http://www.dyndns.com website. Then, set
the URL you desire to use (i.e etg1.dyndns.org) as a DNS name for your TSX ETG
302 module, and select the ‘refreshed every minute’ option. A username and a
password are associated to the account. You can use them to protect access to the
DynDNS service.

NOTE:

e |tis recommended to purchase an account that does not require reconfiguration
after a period of inactivity.

e DynDNS updates the IP addresses every minutes, wait one minute before
accessing the gateway.

168
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Opening an Internet Connection via a GPRS Modem

Opening a GPRS Connection via the Integrated GPRS Modem

The GPRS service provides 2 modes to open a GPRS connection:
e Permanent: the module is always connected. Automatic connection
(see page 169) at bootup and after a connection loss.
e On demand: the module only connects to GPRS network on demand by user
actions or process event such as:
e Connection/disconnection (see page 170) by a command register variable.
e Callback on ring (see page 171): the module opens a GPRS connection after
receiving a GSM call.
e Sending an email request (see page 172): the module automatically opens a
GPRS connection on sending an email.

Opening GPRS Connection on Remote Sites (Remote TSX ETG 302¢)

This function allows a local TSX ETG 302¢ to request a remote TSX ETG 302¢
module to connect to the GPRS network for inter-site communication.

The local TSX ETG 302 calls the remote TSX ETG 302¢ in GSM mode, using its
GSM number. The remote TSX ETG 302¢ hangs up (callback function enabled) and
connects itself to the GPRS network. Then, the local TSX ETG 302 connects to the
GPRS network and the communication is initiated. For more information, refer to
Remote TSX ETG 302* GPRS Connection (see page 173).

Permanent Connection
The module is always connected to the GPRS network. It connects to the GPRS
network on reboot of the module or if the connection is lost:

PREMIUM

L

TSX ETG 3021/3022

Ethernet
-l — — —

QUANTUM | i

o

GPRS/Internet
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Step Description

1 Configure a Permanent GPRS connection.

2 The module connects to the GPRS network.

3 The connection is lost or closed.

4 The module reconnects automatically to the GPRS network.

NOTE:

o [f the module cannot connect to the GPRS network in the permanent mode, after
5 minutes a new connection attempt is made automatically.

e [f you have a dynamic IP address, your service provider may close the
connection. The module reconnects automatically but with a new IP address. You
can avoid this disconnection by using the Line Management feature.

Connecting by Registers Command
Write a specific register command to open the GPRS connection:

PREMIUM

TSX ETG 3021/3022

GPRS/Internet

Step Description
1 Configure an On Demand GPRS connection.
2 Write 1 to the COMMAND register (1001) and wait a few seconds (until the value

of the STATUS register (1002) changes to 0).
Note: GPRS does not use the CMD_PARAM1 register (1002).

3 The module connects to the GPRS network.
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Callback on Ring

The module waits for an incoming telephone call to connect the GPRS network.
When it receives a call, it hangs up after a number of rings and connects to GPRS
network.

PREMIUM GSM

GPRS/Internet

Description

Configure an On Demand GPRS connection.

Select Callback on ring Enable in the callback panel and fill in:

o the Number of rings field (i.e. 5, the module connects the GPRS network
after 5 rings)

e the Time before calling back (sec.) field (i.e. 5, the module connects the
GPRS network 5 seconds after the number of rings set previously)

Call the module number (provided with the SIM card) using a landline or mobile.

After the number of rings and the delay configured in step 2, the module
connects the GPRS network and hangs up the telephone call.

35014556 03/2012
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Connecting to Send an Email

The module connects automatically to the GPRS network to send an email. GPRS

network dis

PREMIUM

{1l

Sl

QUANTUM |

connection is possible after the email has been sent.
TSX ETG 3021/3022
1
1

Ethernet

GPRS/Internet

.|
|
1
|
[

Description

Configure an On Demand GPRS connection.
Note: Select the Hang-up after Email box if you want the connection to be
closed after the email has been sent.

Access the telephone list configuration page: click Setup —Modem - Phone
list.

Create a new record with the following parameters:

smip.orangefr | GPAS

Create an email service using Web Designer with the following parameters:

SMTP server

EMTP server address smip.orange fr

Note: The SMTP server address configured in Wed Designer must match the
one configured in the Phone list in step 3.
Transfer the Web Designer project to the module.

The event configured to trigger the email in step 4 occurs.

The module connects to the GPRS network and sends the email.
Note: If Hang-up after email has been selected, the module disconnects
automatically after the email has been sent.
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Remote TSX ETG 302 GPRS Connection

The local TSX ETG 302 calls the remote TSX ETG 302¢ module using the GSM
mode. With the callback on ring function activated, the remote TSX ETG 302¢
module automatically connects itself using the GPRS network.

The following diagram shows the connection between a local and a remote site:

PREMIUM @ Remote PREMIUM

TSX ETG 3021/3022 TSX ETG 3021/3022
B
?.J-[imﬁ:w = E[TT; E
QUANTUM : 'Q':'AN_T_‘_J_M

“
|
|
..|
|
|
|
|
|

Step Description
1 Configure the remote TSX ETG 302¢ module with the callback on ring
(see page 171) function.
2 Add the remote TSX ETG 302¢ module in the telephone list configuration
(see page 216).
NOTE:

o Afteryou have set new configuration parameters, reboot the module for them
to take effect.

® The destination (see page 216) field is a comment string not used.

® The username and password are not mandatory.

3 Enter the index number from the Phone list into the CMD_PARAM1 register
(see page 103).

4 Use the command number 5 of the COMMAND (see page 103) register to open
the GPRS connection of the remote module.
Results:

® The local TSX ETG 302 module calls the GSM number and waits until the
line is disconnected before setting the COMMAND register to 0, see number
5 in the diagram.

® The remote module is connecting to the GPRS network using the callback
on ring function, see number 6 in the diagram.
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PPP Security: IP Control Configuration Page

Introduction

IP Control

IP Control Setup

TSX ETG 302¢ modules enable access to the module over the Internet.

Therefore, for increased security of remote access, the TSX ETG 302¢ module
implements the following security services:

e VPN (Virtual Private Network) (see page 199) provides a higher level of security
by encrypting the data transfer between two hosts.

e |P control provides a basic level of security by preventing devices with unknown
IP addresses to connect to the module.

This control enables you to specify a list of IP address range authorized to connect
to the module. Unauthorized IP addresses are rejected on connection attempt. IP
control only protects PPP connections.

To access the IP control configuration page, click Modem/PPP Security in the
Setup menu of the website.

174
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View of the PPP Security Configuration Page
The choice between IP Control and VPN is exclusive. Only one type of security can
be selected at the same time. The table not selected is grayed out.

IP control enable

From IP address To IP address

1|62.44.4.0 62.44.1.255 A
2 |80.10.23.100 80.10.23.100 |
3 |62.117.0.0 62.117.255.255
4 W |
[] vPN enable
Remote add Pre shared key Mode Remote LAN| Subnet mask | ETG client
v v o~
b h
k4 v
v v _v”
[ Apply ] [ Undo

® 2000-2009 Schneider Electric. All Rights Reserved.

IP Control Parameters

Parameter Description

IP control enable Select this box to activate the IP control service. It enables you to
authorize only one IP address or a range of IP addresses to
communicate with the module.

Note: If only one IP address must be allowed, enter the same IP
address in both the From/To IP address columns.

From IP address Start of the IP address range.

To IP address End of the IP address range.

VPN Parameters
For more information on the VPN Parameters, refer to PPP Security: VPN
Configuration Page (see page 213).
NOTE: If VPN is checked and the table is empty. The module does not allow GPRS
connections.
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4.9

GPRS Communications and NAT Routing

Functions

Overview

This section describes the GPRS and NAT routing functions of the TSX ETG 30ee

module.

What’s in this Section?

This section contains the following topics:

Topic Page
NAT Routing Functions 177
Remote Access to TSX ETG 30ee and Devices Using NAT 179
Intersite Communication Using NAT Routing 182
NAT On Port Routing Function 186
NAT On Port Configuration 188
NAT On Port Limitations 190
Modbus UnitID Routing Function 191
Modbus UnitID Routing Configuration 194
Port 502 Forwarding 195
Port 502 Forwarding Configuration 197

176
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NAT Routing Functions

Overview

The Network Address Translation (NAT) protocol is used to enable the
communication between remote LANs through a WAN using routing tables. The
NAT protocol translates an IP address range from one LAN into another IP address
range for the second LAN.

The NAT protocol is part of a router or firewall, NAT routing tables are created to
map the IP address range through the local to global network and global to local
network as shown in the following diagram:

Local IP Local IP
192.168.20.xx 139.158.10.xx
Internet /

GPRS
Router | - == — — — — =/= — = | Router

Routing Using NAT

The NAT protocol and its relation to ClassLess InterDomain Routing (CIDR)
improves IP address depletion.

Global IP Global IP

The main functions of NAT are to:

e provide routing capabilities from LAN to WAN and WAN to LAN

e reduce a significant amount of known public IP addresses by separating known
public and private addresses

e allow a single device (for example a router) to control the network traffic between
public and private networks

e provide a firewall by hiding private IP addresses

increase the number of private IP addresses available

e combine multiple ISDN connections into a single Internet connection

Using NAT and the TSX ETG 302¢ Module

The TSX ETG 302« module offers NAT routing solutions described in the following
principle diagrams:
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A computer with an Internet connection can access a remote TSX ETG 302¢ module
and associated devices:

Syntax = IP @ :port IP Provider:
92.123.45.101 : 5502 or 92.123.45.101 or
etg1.dyndns.org : 5502 etg1.dyndns.org

Local IP:138.158.10.20

™ Ethernet

SN 139.158.10.23

E@ i —"—errs__ )
_____ - Network ) /4
139.158.10.24

Modbus . I‘:_E

A TSX ETG 302+ module can access another remote TSX ETG 302¢ module and
associated devices:

85.20.65.101 IP Provider: IP Provider:
9212345101 or 92.123.45.101 or
elgtdyndns.org etg2.dyndns.org
4 z o Local IP:139.158.10.20
Ethernet
E: AN Ethernet
s o
PN 139.158.10.23

139.158.10.24

Modbus . f:‘; E

NAT Routing Capabilities

The TSX ETG 302 module provides three types of transparent routing capabilities,

based on:

o NAT On Port routing tables (see page 186), designed for IT and automation
software as well as applications compliance

e Modbus UnitlD routing tables (see page 191), designed for all legacy automation
software and applications

e Port 502 Forwarding (see page 195) that provides quick and simple access to a
single Ethernet device
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Remote Access to TSX ETG 30 and Devices Using NAT

Presentation

This page describes how to access a remote TSX ETG 30 module and devices
using a PC connected to the Internet using the NAT service. The following examples
describe various configurations and topologies.

NAT On Port Topology Example
The following diagram shows an example of NAT On Port topology:

Remate PC
with an internet access

92.123.45.101 : 5502 TSXETG 302

or
etg1.dyndns.org : 5502

5o ¢

GPRS/Internet

M340 QUANTUM PREMIUM

The following screenshot provides the NAT On Port routing table associated with

the example:
Enable
Protocol Source Port Destination Address Destin. Port
1| TCP v | 5502 192.168.2.20 502
2| TCP v | 5503 192.168.2.21 502
Apply ] [ Undo ]

The gateway address of each remote devices is mandatory and must be configured
using the programming software of the devices. As shown in the previous diagram,
the gateway address is the IP of the TSX ETG 302e.
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Remote access to the TSX ETG 302 and devices:

Remote access to the Ethernet devices is done with the following IP addresses or
URL:

For the M340 PLC For the Quantum PLC
92.123.45.101:5502 92.123.45.101:5503
etg1.dyndns.org:5502 etg1.dyndns.org:5503

NOTE: The notation of the IP addresses follows the syntax used with Unity Pro
software (Version 4.1 or later), or other automation software such as Twido Soft or
Power Suite, etc.

Modbus UnitlD Topology Example

The following diagram shows an example of Modbus UnitID topology:

Remote PC
With an internet access

92.123.45.101 : 101 TSXETG 302
Or
etg1.dyndns.org : 101

GPRS/Interne

M340  QUANTUM PREMIUM

The following table provides the Modbus UnitID configuration associated with the
previous diagram:

Source UnitiD Destination IP address Destin. UnitiD
1| 101 192.168.2.20 255
28 102 162.168.2.21 255
Apply l [ Undo

The gateway address of each remote devices is not mandatory when using the
Modbus UnitID.
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Remote access to the TSX ETG 302¢ and devices:
Remote access to the Ethernet devices is done with the following IP addresses or

URL:

For the M340 PLC

For the Quantum PLC

92.123.45.101:101

92.123.45.101:102

etg1.dyndns.org:101

etg1.dyndns.org:102

NOTE: The notation of the IP addresses follows the syntax currently used with
Unity Pro software (Version 4.1 or later), Vijeo Citect SCADA or third party SCADA.

35014556 03/2012
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Intersite Communication Using NAT Routing

Presentation

This page describes how to create an intersite communication using the
NAT On Port and Modbus UnitID functions.

Example 1: Intersite Communication Using NAT On Port Routing Tables

The following diagram shows an example of intersite communication using the
NAT On Port protocol:

LAN 1 LAN 2

ETG1 ETG2
TSXETG 302 TSX ETG 302

GPRS/Internet

il G

QUANTUM PREMIUM

Configuring the Intersite Communication
The following screenshot provides the NAT On Port routing table associated with

the ETG1:
Enable
Protocol Source Port Destination Address Destin. Port
1| TCP w | 5502 176.16.3.3 502
2

e e
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The following screenshot provides the NAT On Port routing table associated with

the ETG2:
Enable
Protocol Source Port Destination Address Destin. Port
1| TCP v | 5502 192.168.2.20 502
2 | TCP w | 5503 192.168.2.21 502
Apply ] [ Undo

NOTE: To activate the NAT On Port service, you must select the Enable checkbox.

Accessing a Device Using NAT On Port

From PC1, the remote access to the Ethernet devices is done with the following IP
addresses or URL:

For the Quantum PLC For the Premium PLC
92.123.45.101:5502 92.123.45.101:5503
etg2.dyndns.org:5502 etg2.dyndns.org:5503

NOTE: The notation of the IP addresses follows the syntax currently used with the
Unity Pro software.
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Example 2: Intersite Communication Using Modbus UnitlD and NAT Routing Tables

The following diagram shows an example of intersite communication using the
Modbus UnitID protocol:

LAN 1 LAN 2

ETG1 ETG2
TSXETG 302 TSX ETG 302

I
QUANTUM |

QUANTUM PREMIUM

Configuring the Intersite Communication

The following table provides the NAT On Port routing table associated with the
ETG1 in the previous diagram:

Enable
Protocol Source Port Destination Address Destin. Port
1| TCP w | 5502 176.16.3.3 502
2

[ Apply ] [ Undo ]
NOTE: To activate the NAT On Port service, you must select the Enable checkbox.

The following table provides the Modbus UnitID configuration associated with the
ETG2 in the previous diagram:

Source UnitiD Destination IP address Destin. UnitiD
1 (101 192.168.2.20 255
2 | 102 162.168.2.21 255
Apply l [ Undo
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Accessing a Device Using Modbus UnitliD and NAT

From the PC1 in the diagram, the remote access to the Ethernet devices is done with

the following IP addresses or URL:

For the Quantum PLC

For the Premium PLC

92.123.45.101;101

92.123.45.101;102

etg2.dyndns.org;101

etg2.dyndns.org;102

NOTE: The notation of the IP addresses follows the syntax currently used with the

Unity Pro software.
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NAT On Port Routing Function

Overview
The NAT On Port function allows routing between WAN and local Ethernet network
through the TSX ETG 302 module (GPRS).

The TSX ETG 302 module can route a TCP or UDP/IP request based on the IP/port
address translation. You must configure a routing table that indicates all the IP/port
address translation related to each device or services to access.

Configuration Example

The following diagram shows a configuration where a PC connected to the Internet
accesses a remote device using the TSX ETG 302¢ via the NAT on Port service and
the GPRS network:

Syntax = IP @ :port IP Provider:
92.123.45.101 : 5502 or 92.123.45.101 or
etg1.dyndns.org : 5502 etg1.dyndns.org

Local 1P:139.158.10.20
| e Ethernet

GPRS.
—_ Network

Bp .
Fo "

1N 139.158.10.23
139.158.10.24

Modbus . F;E

In the TSX ETG 302¢, configure a routing table for each device or service to access
by providing the following parameters:

e TCP or UPD Protocol to be used

e incoming source port

e destination |IP address resulting from the NAT translation

e destination port resulting from the NAT translation

For a complete description of each element of the routing table, refer to NAT On Port
Configuration (see page 188). Find more information on the NAT On Port topology
(see page 179) in the remote access to TSX ETG 30ee and devices.
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The following figure shows the NAT routing table of the previous configuration

(see page 186) example:

Enable
Protocol Source Port Destination Address Destin. Port

1 [TCP w (5502 139.158.20.23 502 e
2 |[TCP w (5080 139.158.20.23 80

3 |TCP w (6502 139.158.20.24 502

4 A 4

5 -

6 v

7 v

8 v

9 -

10 v ~

(Ao ] [ undo |

You can access the remote device using automation software such as Unity Pro
(version 4.1 or later), SCADA (Vijeo Citect) or a Web browser when the routing table

is completed.

In this example, the syntax for accessing the remote device changes depending
whether the user wants to access with an automation software or via Web browser:

Unity Pro V4.1 Syntax

Web Browser Syntax

92.123.45.101:5080

http://92.123.45.101:5080

etg.dyndns.org:5080

http://etg.dyndns.org:5080

For more information on how to access a remote device with Unity Pro V4.1, refer
to Accessing a PLC via a Network (see Unity Pro, Operating Modes) available in the
Unity Pro Operating Mode Manual (see Unity Pro, Operating Modes).
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NAT On Port Configuration

Introduction

The NAT On Port function is configured via a Setup webpage from the embedded
website or via the Web Designer software.

NOTE: Write access is controlled by a security password with the default value

USER.

Accessing the NAT Setup Page

Step

Action

1

Click the Setup link on the Home page.

2

Click the NAT link on the Setup page.

View of the NAT Setup Page

Enable

Protocol Source Port Destination Address Destin. Port
1 [TCP w (5502 139.158.20.23 502 L)
2 |TCP « |5080 139.158.20.23 80
3 |TCP w (6502 139.158.20.24 502
4 A 4
5 v
6 v
7 v
8 v
9 -
10 v ~

(Ao ] [ undo |

NOTE: After you have set new configuration parameters, reboot the module for

them to take effect.

188

35014556 03/2012



Module Setup

NAT On Port Parameters

Parameter Action

Enable Click the check box to select the NAT On Port function.

Protocol Specify the protocol to use: TCP or UDP.

Source Port Enter the translated input port. The value must be between 0 and
65535. When possible, use a private port with a value higher than
1024.

Destination Enter the IP address (using dot notation only) that is the result of the

Address translation.

Destin. Port Enter the port that is the result of the translation. The value must be
between 0 and 65535.

NOTE: Enter no more than 32 lines when configuring the Modbus UnitID routing
function.
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NAT On Port Limitations

Presentation

Limitations

This page describes the NAT On Port limitations with standard port redirection. It is
recommended that you use private ports (>1024) for the NAT source to avoid the
following limitations using the standard ones.

The standard port redirection (for ports 502 and 80) has the following limitations:

e The standard port redirection changes the behavior of the Data and Graphic
Editors for port 502: the values from the NAT’s destination equipment display
instead of the values from the module.

e The standard port redirection changes the web server behavior for port 80: the
website of the NAT’s destination equipment displays instead of that of the
module.

NOTE: This same behavior occurs with other standard ports such as FTP, NTP, and
SNMP.

NOTICE

RISK OF INCORRECT DATA

Do not use the write function in the Graphic and Data Editors for nonpersistent and
direct variables when the NAT On Port is enabled and port 502 or 80 is redirected.

Failure to follow these instructions can result in equipment damage.
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Modbus UnitlD Routing Function

Overview

The Modbus UnitID function allows routing between WAN and LAN through the
GPRS modem connection (TSX ETG 30ee).

The TSX ETG 30 module can route an Modbus TCP request to the 502 port
(Modbus) of a remote device using its UnitlD information.

Advantages and Limitations

The main advantages offered by the Modbus UnitID routing are the following:
e Compatibility: The UnitID is always available with the Modbus TCP protocol and

configurable with Unity Pro (Version 4.1 or later) and with legacy

Schneider Electric tools and software such as, Concept, Twido Suite,

Power Suite, Vijeo Designer, etc.

Simplified implementation: A Modbus UnitID routing table must be configured
indicating the destination IP address routing associated with the UnitID. The TSX
ETG 30ee controls the connection using the Ethernet configured address, so that
a device on Ethernet is seen as a device on Modbus serial.

Ethernet device accessibility: The Modbus UnitID function offers access to
Ethernet devices for services based on Modbus such: SOAP services, graphic
and remote data editor for non persistent variables.

The service also presents some limitations:
e Availability on port 502 connections: The Modbus UnitID uses port 502

connections for messaging communication (64 maximum). The oldest
connection is disconnected when none are available.

Diagnostics: Diagnostics are not provided with Modbus UnitID. However, the
TCP/IP Messaging (see page 369) screen can be used to control the traffic of the
Modbus UnitID service.

Device Explorer: The Ethernet equipment available in the Modbus UnitID
routing table are detected via the device explorer (see page 247) discovery
function from the Modbus serial link with the UnitID present in the routing table.

Before Configuring the Modbus UnitlD Routing

For Modbus requests, the Modbus UnitID routing table has the highest priority over
the Modbus serial requests. Before configuring the Modbus UnitID routing, consider
this priority rule as the Modbus Unit ID values must not already be used by the
Modbus serial devices.

For the Modbus requests, the Modbus UnitID routing table has the highest priority
over the Modbus serial requests.
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A WARNING

UNINTENDED EQUIPMENT OPERATION

Before configuring the Modbus UnitID Routing, give the Modbus UnitID routing
table priority over all Modbus serial requests.

Do not use values for the Modbus UnitID that are already being used by the
Modbus serial devices.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Configuration Example

The following diagram shows a configuration where a PC connected to the Internet
accesses a remote device using a GSM TSX ETG 302¢ module via the

Modbus UnitID function and the GPRS network:

Syntax - IP @ ; Mbus 1D IP Provider:
92.123.45.101;102 92.123.45.101

. Local IP
EQ ; . 1139.158.10.20
-y /
7 - 5% BEe  Ethemet
i ; CAaE Z0
s

139,158.10.23
1. 139.158.10.24

Modbus ‘i—-_; P
a

Configure a Modbus UnitID table to set the connection by providing the:
e Source UnitlD to be routed on Ethernet

e Destination IP address

o UnitID destination of the request

For a complete description of each element of the routing table, refer to Modbus
UnitID Routing Configuration (see page 194) page. Find more information on the
Modbus UnitID topology (see page 180) in remote access to TSX ETG 30ee and
devices.
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The following figure shows the UnitID Routing table of the previous configuration
(see page 192) example:

Source UnitlD Destination IP address Destin. UnitiD
1 {101 139.168.10.20 255 A
2 102 139.168.10.23 255 -
31103 139.168.10.24 255
4
5
g v

[ Apply ] [ Undo

You access the remote device using automation software as Unity Pro, Vijeo
Designer, Twido Suite, Concept, Power Suite, etc.

In this example, the syntax for accessing the remote device with Unity Pro Version
4.1 is as follows: 92.123.45.101;102

For more information on how to access a remote device with Unity Pro (Version
4 1or later), refer to Accessing a PLC via a Network (see Unity Pro, Operating
Modes) available in the Unity Pro Operating Modes Manual (see Unity Pro,
Operating Modes).
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Modbus UnitlD Routing Configuration

Introduction

The Modbus UnitID function is configured via a Setup web page from the embedded
website or via Web Designer software.

NOTE: Write access is controlled by a security password whose default value is
USER.

Accessing the Modbus UnitID Routing Setup Page

To access the Modbus UnitID configuration screen, click the UnitlD Routing link in
the Setup menu of the website

View of the Modbus UnitlD Routing Setup Page

Source UnitlD Destination IP address Destin. UnitlD
1 (101 139.168.10.20 255 A
2 1102 139.168.10.23 255
3 |103 139.168.10.24 255
4
5
6 v |
Apply ] [ Undo
NOTE:

e After you have set new configuration parameters, reboot the module for them to
take effect.
e If the table is empty, the Modbus UnitID Routing service is not activated.

Modbus UnitlD Routing Parameters

Parameters Action

Source UnitlD Enter the UnitID value to route on the ethernet. The UnitID must be an integer value set
between 0 and 255.

Destination IP Address | Enter the IP address destination (using dot notation only) of the TCP request.

Destin. UnitID Enter the UnitID of the destination request. The UnitID must be an integer value set
between 0 and 255.

NOTE: Enter a maximum of of 32 lines when configuring the Modbus UnitID routing
function.
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Port 502 Forwarding

Overview

The Port 502 Forwarding function allows routing between WAN to LAN through the
TSX ETG 30ee range.

The Port 502 Forwarding function is similar to the NAT On Port function. However,
it can only be used to transfer request to a single Ethernet remote device at a time.

NOTE: The NAT On Port function is exclusive of the Port 502 Forwarding function.
The latter cannot be activated if NAT On Port is activated.

Advantages and Limitations

The Port 502 Forwarding function does not require any configuration and provides
the following advantages:

e Quick configuration and activation/deactivation of the function.

e Quick switching between remote devices.

e Instant connection to the remote device.

This function also presents some limitations:

e Port 502 Forwarding routes to one remote device at a time, hence, all incoming
requests are routed to this device.

e The Address setting will be lost if the module is rebooted.

For permanent routing, Modbus UnitID or NAT functions are more appropriate.
e The data editor cannot be used with the Port 502 Forwarding and non persistent
or direct variables. The displayed values are the values from the destination

equipment of the Port 502 Forwarding.

NOTICE

RISK OF INCORRECT DATA

Do not use the write function in the Graphic and Data Editors for non persistent
and direct variables when the Port 502 Forwarding function is activated.

Failure to follow these instructions can result in equipment damage.
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Configuration Example

The following diagram shows a configuration where a PC connected to the Internet
accesses a remote device using a TSX ETG 30ee via the Port 502 Forwarding
function and the GPRS network:

T IP @ =92.123.45.101 IP Provider:
pelr@ 92.123.45.101

139.158.20.4

.,//, g‘: Ethernet
= . N L ks
e

139.158.20.6
139.158.20.5

You must provide the IP address of the remote device.

For a complete description of the Port 502 Control window, refer to
Port 502 Forwarding Configuration (see page 197).

The following figure shows the Port 502 Forwarding control window of the previous
configuration (see page 196) example:

ilPaddress|139 IERIENIC I:POHSDE{TCP]I

Com ) (o=

The remote device is accessible as soon as you enter the IP address and press the
Apply button.
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Port 502 Forwarding Configuration

Introduction

The Port 502 Forwarding function is configured by applet available from the
embedded website or from the Web Designer software.

NOTE: Write access is controlled by a security password whose default value is
USER.

Accessing the Port 502 Forwarding Control Page

Step Action
1 Click the Control menu available from the Home page.
2 Click the Port 502 Forwarding link on the Control page.

View of the Port 502 Forwarding Control Page

Remote device
IP address | 139 1 '153 i 20 6 : Port 502 (TCP)
ay | [ e

NOTE: The address setting will be lost if the module is rebooted.

Port 502 Forwarding Parameters

To configure and activate the Port 502 Forwarding function, the user must enter
the IP address of the remote device.

The table below shows how to connect/disconnect to a remote device:

Step Action
1 Check that the GPRS connection is activated.
2 Enter the IP address of the remote device.
3 Click Apply to confirm the address change.
Result:The connection to the remote de device is instantaneous.
4 Delete the IP address to deactivate the connection with the remote device.
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410 GPRS Communications and VPN Functions

Overview
This section describes the GPRS and VPN services of the TSX ETG 30¢e module.

What’s in this Section?
This section contains the following topics:

Topic Page
Increasing Communication Security with a VPN 199
GPRS and VPN Features 201
Remote Access to TSX ETG 302 and Devices 202
Intersite Communications with VPN 209
PPP Security: VPN Control Configuration Page 213
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Increasing Communication Security with a VPN

Presentation

VPN Limitations

VPN enables TSX ETG 302« modules to establish connections via private, bi-
directional, encrypted tunnels over the Internet between the central sites and your

remote devices.

Remote PC with the
correct pre shared key

A\
b

Remote PC without the
correct pre shared key >

X

.

N

{

PREMIUM

1 M340
I Ethernet ; | 1

| W 04 |
[ ]

lQUANTUM

Modbus/RTU

TSX ETG 3021/3022

g

- [&
\b ’:
:-:I

VPN increases the level of security of the communication:

e Between a PC connected to the Internet and the TSX ETG 302¢ gateway. The
remote devices connected to the gateway appear virtually in your LAN. Once the
tunnel is established, your programming software and monitoring tools can
access the remote devices transparently as if they are in the same LAN.

e Between two sites via VPN tunnels between two TSX ETG 302¢ gateways. Any
device from a site can access the devices of the remote site.

This capability can be used as an alternative solution by replacing leased lines

between sites.
The VPN service is

based on:

e the IPsec (Internet Protocol Security) protocols that improves security by creating
secured tunneled connections
e IKE (Internet Key Exchange) for session authentication with preshared key

exchange

NOTE: VPN in tunnel mode is mandatory for using WAN-to-LAN routing to access
transparently devices connected to a TSX ETG 302 gateway.

In VPN mode, after any reboot or power off of the remote TSX ETG 302¢ module,
the VPN client software must be restarted on the client side (PC or ETG).
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IPsec Presentation

VPN/IPsec Services

VPN Clients

Limitations

IPsec is a suite of protocols that improves security of Internet Protocol (IP)
communications by authenticating and/or encrypting each IP packet in a data
stream. IPsec also includes protocols for cryptographic key establishment. IPsec
operates in 2 modes:

e Transport (end-to-end) mode increases the level of security of packet traffic by
having the end-point computers do the security processing.

e Tunnel (portal-to-portal) mode improves communication security for the data
exchanged. A single node provides security to several machines (even to whole
LANSs).

e Tunnel mode: the entire IP packet (data plus the message headers) is encrypted
and/or authenticated. The tunnel mode is used for network-to-network
communications.

e Transport mode: only the payload (the data you transfer) of the IP packet is
encrypted and/or authenticated. The transport mode is used for host-to-host
communications.

e Data authentication: uses the AH (Authentication Header) protocol to provide
different levels of hash functions (from SHA to MD5).

e Data encryption: uses the ESP (Encapsulating Security Payload) protocol to
provide different levels of encryption (from 3DES to DES lite).

When connecting a PC to a remoteTSX ETG 302¢ module, the module acts as a
VPN server. A VPN client interface must be running on the client side (PC or other
TSX ETG 302°).

When connecting an TSX ETG 302¢ client to a remote TSX ETG 302, the TSXETG
302e client can act as a VPN client. TSX ETG 302¢ VPN setup includes this VPN
client configuration.

The following VPN client can be used with a TSX ETG 302e:

e TheGreenBow VPN client software (recommended)

e VPN client service provided by Windows operating systems 2000, XP, Vista
e other VPN client software compliant with IPSec/IKE protocols

e VPN enables you to secure only PPP connections. It does not work for Ethernet
connections.
e Only 8 VPN connections can be configured and active at the same time.

NOTE: You can use VPN with many different modem connection types. However, it
is recommended to use it only for GPRS and PSTN connections.
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GPRS and VPN Features

VPN Clients Overview

To communicate with the module using VPN, a VPN client software must be
installed on your PC.

We recommended you use the following VPN clients utilities with TSX ETG 302¢
modules:

e Windows VPN client batch file (batfile) provided in the CD ROM in the VPN folder
e TheGreenBow VPN client software (recommended VPN client software)

Windows VPN Client Batch File

We provide a sample Windows VPN client batch file (.bat file). This batch file can
open a VPN connection using the Windows IPsec service.

The Windows IPsec service is available on Windows 2000/XP/Vista, however you
must check that it is installed and enabled. If it is not already installed, you can add
it by installing the "Windows support tools" and enable the IPsec service. Refer to

your operating system documentation for more information.

Use the following commands to check if the IPsec service is installed and enabled
on your operating system:

Under Windows, click Start —»Run... and type ‘cmd’ in the Run window:
e Windows 2000: type ipsecpol in the command prompt.

e Windows XP: type ipseccmd in the command prompt.

e Windows Vista: type netsh ipsec in the command prompt.

If the following message appears ‘Windows cannot find...’, you must install or
activate the IPsec service. Refer to your operating system documentation for more
information.

TheGreenBow VPN Client Software

TheGreenBow VPN Client is a software that allows a user to establish a VPN client
connection to the module over the Internet. TheGreenBow VPN Client supports the
ESP protocol only.

Refer to www.thegreenbow.com for more information about the software.
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Remote Access to TSX ETG 302 and Devices

Internet Access to the TSX ETG 302¢ from a Remote PC

The following configuration scenarios use various characteristics of the GPRS
connection:

e The GPRS IP address is static or dynamic.

e TCP ports are blocked or not by the service provider.

e VPN is needed or not.

Limitations

The default route must be used to send a request through a GPRS connection. If the
Ethernet link has a default gateway configured, this route may become overloaded
during the GPRS connection. It is not possible to route through Ethernet when
GPRS is connected.

Generally, the GPRS connection automatically provides a DNS at connection.
However, in the case above, it replaces the DNS configured during the GPRS
connection.

The component NTP must get a return in 6 ms maximum (1 s in GPRS) to work
correctly through the GPRS connection.

When a GPRS connection is open, attempting to send an SMS will close the GPRS
connection. If the module is in permanent connection, it will reconnect with the
GPRS after the SMS has been sent.

NOTE: You can use the Phone List configuration (see page 216) to transmit email
(see page 172), but under no other circumstances should you use it with GPRS.

Example 1

You are configuring remote access to TSX ETG 302¢ and devices with:
e public ports not blocked by the service provider

e SIM card with a static GPRS/internet IP address (i.e 61.12.23.10)

e VPN not used (you can use the IP control function)

TSX ETG 3021/3022
Remote PC GPRS IP=61.12.23.10

with an Internet access

Ethernet

o _____
QUANTUM PREMIUM _M3 0
el

Modbus/RTU
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Example 2

Access the TSX ETG 302¢ and devices remotely:

You can access the TSX ETG 302¢ website by typing the GPRS IP address of the
module (61.12.23.10) in the address bar of a Web browser or using Web Designer.

Modbus devices can be accessed remotely from any PLC programming software or
SCADA using their Modbus slave ID.

Remote access to Ethernet devices requires a VPN tunnel (see page 199)
configuration setup.

You are configuring remote access to TSX ETG 302¢ and devices with:

e public ports not blocked by the service provider

e SIM card with a dynamic GPRS IP address (requires use of DynDNS URL
instead of IP address)

e VPN not used (you can use the IP control function)

IP publication
DynDNS Hostname | etgl.dyndns.org
DynDNS Usemame | eig3021

DynDNE Password | ==

TSX ETG 3021/3022

Remote PC
with an Internet access

Access the TSX ETG 302¢ and devices remotely:

You can access the TSX ETG 302¢ website by typing the URL of the module
(etg1.dyndns.org) in the address bar of a Web browser.

Modbus devices can be accessed remotely from any PLC programming software or
SCADA using their Modbus slave ID.

Remote access to Ethernet devices requires a VPN tunnel (see page 199)
configuration setup.
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Example 3

NOTE:

e You can also use the email service of the module to publish the public IP address
of the module (see page 277). Use both (DynDNS and email) to have an
alternative method if one service does not work.

e A GPRS IP address can be known inside the modem diagnostic Web page of the
TSX ETG 302¢ module.

e You can ping the URL to retrieve its IP address if the client application does not
support URL addressing.

You are accessing the Ethernet devices connected to the gateway using VPN in

Tunnel mode with:

e SIM card with a GPRS dynamic IP address

e VPN in Tunnel mode (VPN ports not blocked by the service provider). The tunnel
mode is mandatory to access Ethernet devices.

e VPN ports not blocked by the service provider

e remote PC with a dynamic IP address (use DynDNS address)

The following parameters must be the same in 2 or more places. If not, the
connection may not work

Legend Parameter Setting
1 TSX ETG 302+ GPRS dynamic | etg1.dyndns.org (use DynDNS address)
address
2 PC Internet address pc1.dyndns.org (DynDNS address) or
10.10.0.10 (virtual address)
3 PC and TSX ETG 302 Configure the same Preshared key on both
sides.
4 PC and TSX ETG 302¢ Configure VPN Tunnel on TSX ETG 302¢
side and VPN client utility on PC side.
5 TSX ETG 302¢ local address 192.168.2.10
Quantum gateway address 192.168.2.10

Remote LAN network

192.168.2.* or 192.168.2.0 + subnet mask

Virtual address of the remote
network (only used for
TheGreenBow)

10.10.0.10
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P addru@- 192.168.2.10 IP address = 192.168.2.20
Subnet Mask = 2552552550 TSX ETG 3021/3022  SubnelMask =255.255.255.0
Remaote PC Gateway Gateway = 132.168.2.10

with an Internet access

AN cteret | _ " _ _ "
o Y QUANTTJM PREMIUM M340
[l T S

Modbus/RTU
URL = pci.dyndns.org URL = atg1.dyndns.org

VPN Client

Access the TSX ETG 302¢ and devices remotely:

You can access the TSX ETG 302 module by typing the Ethernet IP address of the
module (192.168.2.10) in the address bar of a Web browser.

You can also access the Ethernet devices connected to the module as if you are on
the same LAN by typing the IP address of the Ethernet device (i.e. 192.168.2.20) in
the address bar of a Web browser.

Modbus devices can be accessed remotely from any PLC programming software or
SCADA using their Modbus slave ID.

NOTE: When accessing a remote device via a Quantum PLC, the gateway address
of the Quantum must match the address of the module to be accessed.

There are two ways you can configure the VPN client:
e Using the.bat file and Windows XP:
Setup parameters on the TSX ETG 302 side:

VPN Connections
Remote address| Pre shared key Mode Remote LAN Subnet mask FTG client encryption

1 pc1.dypdns.org gmmmm*‘gmmmm Tunnql - |

Setup parameters on the PC side:

?

ipseccmd [-1s8 3DES-SHA-2 -n AH [MDS] f 192.168.2.%=0 -t
pcl.dyndns.org -a PRESHARE:'etglpresharedkey" -p "ETGTunnel"
-r "TargetToPC" -1k 36002 -w reg -X

ipseccmd |-18 3DES-SHA-2 -n AH[MDL] +f 0=192.168.2.% -t
etgl.dyndns.org -a PRESHARE:"etglpresharedkey" -p
"ETGTunnel" -r "PCToTarget" -1k 36005 -w reg -X
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e Using the TheGreenBow software, you must configure the client as follows:
Setup parameters on the TSX ETG 302 side:

VPN Connections
Remote address Pre shared key Mode Remote LAN Subnet mask FTG client encryption

1 | pel.dyndns.org | "ermmesmmssmemrssm [ Tunnel - | 10.10.0.10 |

®© © © 0

Setup parameters on the PC side (TheGreenBow) VPN client software:

MName | Gateway1 Name ‘ Tunnell
Interface | Any R4 VPN Ciierl Address | 10 . 10 .0 _ 10 ‘®
Remote  Gateway | etg1 dyndns.org ‘®
Address type | Subnet  address ﬂ
£ Prosharad Key |ereemreerrssmees | Remole host address | 192 168 .2 . 0 -]
Confirm: [ seeesmessssssssesseen /’@ Stbret Nask |255, 255 255 0 — ’@

C  Certificate Certificates  Import...
— ESP
P2 Advanced...
Encryption 3DES -

IKE |
P1 Advanced )
Encryption | 30ES  w w Authenfication | SHA  w %
Authentication SHA - Mode | Tunnel E——@

Key Group DH1024 W
[ PFS Group | MNone - Open Tumrel
Save & Apply
Save & Apply

NOTE:

e You can use the email service of the module to retrieve the public IP address of
the module (see page 277). Use both DynDNS and email as an alternative
method if one service does not work.

e You can also ping the URL to retrieve its IP address if the client application does
not support URL addressing.

e When using DynDNS for the remote PC, the TSX ETG 302 module checks each
minute if the public IP address has changed. Thus, it exchanges about 100 kB of
data every day for this function. To prevent useless exchange of data, use an On
Demand connection.
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Example 4

You are configuring remote access to TSX ETG 302¢ to devices with:
e SIM card with a GPRS dynamic IP address

e remote PC with a static public IP address: 53.12.23.80

e VPN in Transport mode

The following parameters must be the same in 2 or more places, if not, the
connection may not work.

Legend Parameter Setting
1 ETG dynamic address etg1.dyndns.org (DynDNS address)
2 PC static address 53.12.23.80
3 PC and ETG VPN authentication | same Preshared key on both side
4 PC and ETG VPN mode Transport

1P publication

DynONS Hostname | elgt.dyndns.org —-—@

DynDNS Usemame | sig3021
DynDNS Password | ="

| oo |

R‘emme lddfn! Pre shared Imy Mnaa Rsmuln LAN Subnet mask ETG client enefypllun

1 | 53122380 | ——— T”g

Remote PC
with an Internet access

Static IP address: 53.12.23.80
VPN Client

Access the TSX ETG 302 and devices remotely:

You can access the TSX ETG 302¢ website by typing the URL of the module
(etg1.dyndns.org) in the address bar of a Web browser.

Modbus devices can be accessed remotely from any PLC programming software or
SCADA using their Modbus slave ID.

NOTE: In transport mode, remote access to the Ethernet devices is not allowed.
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There are two ways you can configure the VPN client:
e Using the .bat file and Windows XP:

ipseccmd -1lg 3DES-[SHA-2 -n AH[MDE] -f 0O=etgl.dyndns.org -a
PRESHARE: "etglpresharedkey" -p "ETGTransport" -r
"PCToTarget" -1k 36008 -w reg -X

ipseccmd -1lg 3DES-SHA-2 -n AH[MDE] -f etgl.dyndns.org=0 -a
PRESHARE: "etglpresharedkey" -p "ETGTransport" -r
"TargetToPC" -1k 36008 -w reg -X

NOTE: The two lines above have been word wrapped but each appear on one line.

e Using the TheGreenBow software, you must configure the client as follows:

Name ‘ Gatewiay 1 Name | Transport 1
Interface | Any ~] VPN Cliert Address | 53 . 12 . 23 . 80 _®
Remote  Gateway ‘ etgl.dyndns.org _(D
Address type ‘ Single address j

@ Froshared Key |rrerermeemesseens ml_ | Remole host address \ 90 . 94 .13 . 56

Confirm: [ revrmmssssmsssersn /’@ Subrel Mask | 255. 255 . 255 . 0
T Certficate Certificates  Import..

ESP

IKE

Authentication SHA

Key Group DH1024 W

P2 Advanced...
Encryption 3DES -

Encryption | 3DES = P Advanced. Authentication | SHA - SIS

= Mode | Transport E)_@

‘TPFS Group | Mone - ‘ Open Tumnel
Save & Apply
Save & Apply

NOTE:

e You can use the email service of the module to retrieve the public IP address of
the module (see page 277) via email. Use both (DynDNS and email) to have an
alternative method if one service does not work.

e You can also ping the URL to retrieve its IP address if the client application does
not support URL addressing.

e If the public IP address of the remote PC is dynamic, use the DynDNS Updater
for the PC.

e Use the tunnel mode to access the module and the Ethernet network
(see page 200).
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Intersite Communications with VPN

Presentation

VPN Limitations

This page describes how to create intersite communications using two gateways
and a VPN connection.

VPN connection between two TSX ETG 302e:
e If you have a static IP address on GPRS public network then you can configure
a device service under Web Designer. You need to specify this IP address in

properties page of device service.

If you have a dynamic IP address on GPRS public network then you cannot
communicate between two TSX ETG 302¢ because you need to use a domain
name and DNS is not supported by device service under TSX ETG 302e.

VPN is supported between two TSX ETG 302 but IP address allowed to
establish VPN connection are only IP addresses range from LAN.

Example 1: Module with Dynamic Public IP Address

Two TSX ETG 302+ modules connected to the Internet using:

e SIM card with a dynamic public IP address

e VPN in Tunnel mode. The tunnel mode is mandatory to access Ethernet devices
(VPN ports not blocked by the service provider).

The following parameters must be the same in 2 or more places, if not, the
connection may not work.

Legend Parameter

Setting

1

ETG1 GPRS IP address

etg1.dyndns.org (use DynDNS address)

ETG2 GPRS IP address

etg2.dyndns.org (use DynDNS address)

Ethernet address ETG1

192.168.2.10

Ethernet address ETG2

173.16.3.1

alh|jw|N

ETG1 & ETG2 VPN
authentication

Preshared key

ETG1 & 2 VPN mode

Tunnel

Remote LAN (ETG1 side)

173.16.*.* or 173.16.0.0 + subnet mask

Remote LAN (ETG2 side)

192.168.2.* or 192.168.2.0 + subnet mask
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LAN 2 LAN 1

ETG1

TSX ETG 3021
TSXETG 3022

Ethernet

el [ a6 |
QUANTﬁM PREEIUM MEO

DEV1

VPN configuration (ETG1 side):

Remote address| Pre shared key Mode Remote LAN Subnet mask ETG client encryption

1 | etg2.dyndns.org | wemesmemsrmers | Tynnel [ 173.16.0.0 |255.2565.0.0

® ©

VPN configuration (ETG2 side):

Remote address| Pre shared key Mode Remote LAN| Subnet mask ETG client encryptio
1 | etlg1.dyndns.org | sreeeermesemmmmes | Tynnel - |192.168.2.0 |255.255.255.0 Medium

®© © 6

DynDNS configuration:

ETG 1 o ETG 2 e

DynDNS Hostname | etg1.dyndns.org DynDNS Hostname | etg2.dyndns.org
DynDNS Usemarne DynDNS  Username
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Accessing a Device

Once the VPN connection has been established, all devices communicate using
their Ethernet IP addresses as if they are in the same LAN. The public IP address is
only used for the VPN connection.

For instance, PC1 communicates with DEV1 using the Ethernet IP address:
192.168.2.20.

Example 2: Module with Static IP Address

Two TSX ETG 302+ modules connected to the Internet using:

e module with a static IP address

e VPN in Tunnel mode. The tunnel mode is mandatory to access Ethernet devices
(VPN ports not blocked by the service provider).

The following parameters must be the same in 2 or more places, if not, the
connection may not work.

Legend Parameter Setting

1 ETG1 static IP address 62.12.22.10

2 ETG2 static IP address 62.20.22.11

3 Ethernet address ETG1 192.168.2.10

4 Ethernet address ETG2 173.16.3.1

5 ETG1 & ETG2 VPN Preshared key
authentication
ETG1 & 2 VPN mode Tunnel
Remote LAN (ETG1 side) 173.16.*.* or 173.16.0.0 + subnet mask
Remote LAN (ETG2 side) 192.168.2.* or 192.168.2.0 + subnet mask

LAN 2 LAN 1
/@ ETG2 ETG1
e ETC TxEvc 022 (EEENEN

Gateway =00.0.0

r |
QUANTUM
[ Qi

PC1

IP address =173.16.3.2
Subnet Mask = 255.255.0.0

Gateway  =173.16.3.1

Static IP Address = 62.20.22.11 Gateway  =0.0.0.0

% of - |E Ethernet
. \, GPRS \, 1
R ° 0 y @ | QUANTUM  PREMIUM M340
DEV1
IP address = 173.16.3.3 = IP address = 192.168.2.20
Subnet Mask = 255.255.0.0 SEicRASIe = S 12210 Subnet Mask = 255 255 255.0
Gateway =173.163.1 Gateway =192.168.2.10
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VPN configuration (ETG1 side):
. veNcommecfons

Remote address

Pre shared key

Mode

Remote LAN

Subnet mask

ETG client encryption

1 | 62.20.22.11

TR R R

Tunnel

-

173.16.0.0

255.255.0.0

®

VPN configuration (ETG2 side):
. vPNcommectons

Remote address

Pre shared key

Mode

Remote LAN

Subnet mask

ETG client encryption

1 |62.12.22.10

AEETEREARSTIRARRAEY

Tunnel

-

192.168.2.0

2565.265.2565.0

Medium

®
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PPP Security: VPN Control Configuration Page

Introduction
TSX ETG 302 modules enable access to the module over the Internet.

Therefore, for increased security of remote access, the TSX ETG 302¢ module
implements the following security services:

e VPN (Virtual Private Network) provides a higher level of security by encrypting
the data transfer between two hosts.

e |P control (see page 174) provides a basic level of security by preventing devices
with unknown |IP addresses to connect to the module.

VPN Setup

To access the VPN configuration page, click Modem/PPP Security in the Setup
menu of the website.

View of the PPP Security Configuration Page

The choice between IP Control and VPN is exclusive. Only one type of security can
be selected at the same time. The table not selected is grayed out.

[] 1P control enable

VPN enable

Remote add... | Pre shared key Mode Remote LAN| Subnet mask | ETG client...

1 |ETG1.dyndns, | ******* Transportr| v A

2 162.12.123.100 | e | Tunnel  w| 192.168.2.0 | 255.255.255.0| High

3 A d -

4 - v W
[ Apply ] [ Undo ]
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VPN Parameters

Parameter

Description

VPN enable

Select this box to activate the VPN service. The module or network
you want to communicate with must be listed in the VPN
Connections table.

Remote address

Remote IP address of the remote host (module, PC or remote
network). You can use a dot notation (x.x.x.x) or a symbolic address
name.

Preshared key

Shared secret key used between the module and the remote for
authentication. The sending and receiving devices must share the
same key, up to 8 characters is recommended.

Mode

o Transport mode encrypts the data portion of each IP packet but
leaves the header un-encrypted. Only the TSX ETG 302¢ module
is accessible.

o Tunnel mode encrypts both the header and the data of the IP
packet providing more communication privacy. The complete
TSX ETG 302¢ local network is accessible.

Remote LAN

In the Tunnel mode, this is the virtual IP address of the client or IP
network.

If the field is empty, there is no virtual IP address and only the host
with the address in the Remote address field can access the
module.

Subnet mask

Mask for the network if you communicate with an IP network.

If the field is empty, the subnet mask is 255.255.255.255 and only
the host with the address in the Remote LAN field can access the
module

ETG client
encryption

If the TSX ETG 30¢e module acts as a client (case ETG -> ETG), you
can specify the encryption protocol used for the connection:

o None: AH

o Medium: ESP (DES)

e High: ESP (3DES)

Note: If you keep this parameter empty, the device acting as a server
adapts to the encryption protocol of the client.

NOTE: If VPN is checked and the table is empty the module does not allow GPRS

connections.

IP Control Parameters

For more information on the IP Control Parameters, refer to PPP Security: IP Control
Configuration Page (see page 174).
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4.11 Common Modem Features

Overview

This section describes the features common to all modems.

What’s in this Section?

This section contains the following topics:

Topic Page
Phone List Configuration 216
Callback on Ring 218
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Phone List Configuration

Access

You can access the phone list services configuration page via the Setup menu of the

website.

View of the Phone Configuration Page

Client: Local PPP Address
{7 served () Fixed (&) TCPIP address
Phone Number
‘ Phone number Destination | User Password
1 90493653068 10.10.0.11 USER | s
2 0681936569 1010012 USER e =
3 2601 1010013 USER e
4 0493653726 1010014 USER e
5 0492332668 10.10.0.15 USER
5
T
8
g
10 -
Local PPP Address Parameters
Parameters Action
Served The gateway sets the PPP address while creating the connection on
the remote device.
Fixed The default address (10.10.0.3) is used.
Use TCP/IP address | The PPP address of the modem interface is the same than the one
of the Ethernet interface.

Remote Device Connection Parameters

Parameters

’ Values

Input fields

Phone number

‘ Specify the phone number of the remote device.

216
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Parameters Values

Destination Specify the IP address or the hostname (if DNS is configured) of the
remote device.

User Specify the Username of the remote device.

Password Specify the Password of the remote device.

Edit Button Parameters

Parameters Action
Apply Confirm the input.
Undo Cancel the current changes.
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Callback on Ring

Presentation

The callback on ring function enables you to launch a modem connection by calling
the module. Then, the module calls a telephone number automatically on a ringing
event.

This avoids paying the connection by the caller and uses the module GPRS account.

Principle

After a delay and a number of rings configured by the user, the module calls back a
configured number. The delay allows time for the caller to hang-up.

NOTE:

e If the callback function is enabled, the module does not answer a call.

e Callback is possible for the TSX ETG 3010/3021/3022 modules if you use their
internal modem.

e Depending on the technology and the telephone structure, the number of rings
may not be precise.
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4.12 Ending a Connection

Overview

This section describes how to close a TCP/IP or a modem with the TSX ETG 30ee.

What’s in this Section?

This section contains the following topics:

Topic Page
Closing a Connection 220
Managing a Broken Connection 221
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Closing a Connection

A TCP/IP connection can be closed by either:

e the remote station. It sends a TCP/IP connection cutoff to end communication, or

e the TSX ETG 30ee. If the maximum number of open connections has been
reached, the module closes the oldest connection.

The module sends a report (message rejected) when it closes a connection.
In the case of a modem connection, the module drops the connection if:

the remote station ends communication and breaks the modem connection,

the remote device is not authorized to connect,

the time between two frames defined during configuration elapses,

the connection time exceeds the time defined during configuration

(see page 157),

e a module acting as a remote station server attempts to establish a connection to
another remote station in client mode via modem,

e an email connection is terminated and a command (override on module
command register) is sent by the device,

e it receives a write request from the internal register command of the gateway.

e the Hang-up after email function has been selected.
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Managing a Broken Connection

Introduction

A connection breakdown may occurs in 2 ways:

e disconnection of a network cable (disconnected or damaged cable, etc.),

e disappearance of the remote device (device not operating correctly, power
outage, etc.).

The loss of connection is detected after two hours by the Keep Alive request.

If the connection is re-established during this time, communication resumption
depends on the way that the connection was broken.

Cable Reconnection

In this case, the connection was broken due to a network cable, but the two stations
are still operational.

When the cable is reconnected, communication between the TSX ETG 30¢e module
and the remote device is resumed.

Remote Device as Server
The remote device that disappeared was acting as server.

Remote device
Server

Client
TSX ETG 30ee

1 The TSX ETG 30¢ module (client) still transmits on the old connection (which remains
partly open).

2 The server receiving data with no associated connection sends a Reset command and
closes the old connection.

3 The TSX ETG 30e module (client) opens a new connection.
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Remote Device as Client
The remote device that disappeared was acting as client.

Remote device
Client

Server
TSX ETG 30ee

1 The client opens a new connection.

2 The TSX ETG 30 module (server) receives the request to open a new connection.

3 The TSX ETG 30 module (server) closes the old connection (if there is no activity in
progress) and authorizes the new connection.
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4.13 Remote Connection Availability: Modem Stand-by

Function

Overview

This section describes the remote connection availability feature with the

TSX ETG 302¢ module.

What’s in this Section?
This section contains the following topics:

Topic Page
Remote Connection Availability: Modem Stand-by Function 224
Stand-by Configuration Page 226
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Remote Connection Availability: Modem Stand-by Function

Overview

This function (available with the TSX ETG 302¢ module) increases the remote
connection availability by providing a “Stand-by GPRS connection path“ when a
communication on the primary DSL link is interrupted. An automatic change-over is
performed between the primary DSL link (Ethernet port) and the back-up GPRS
modem. The function is configured via the Setup page of the embedded website or
using the Web Designer software.

Principles

The service periodically checks the availability of the primary link and connects the
TSX ETG 302¢ to the secondary link in case of loss of communication from the first
link. As soon as the primary link is operational, the secondary link is automatically
deactivated. This functionality is referred to as automatic primary/backup
changeover.

The following diagram shows the overall remote connection availability system
architecture:

.................. backup link

'. Modbus/RTU
2 p ey

19216812] ! ﬁ C =

Modbus/TCP

S 192.166.11 : r ons
i ADSL Modem LA
Primary link 192.168.1.3 192.168.1.4

Applications Examples

Three typical use cases of the remote connection availability:
e Continuity of access:
The PC connected on the Internet uses the primary DSL link to connect to the
remote devices. If the primary link is not operational, the TSX ETG 302
automatically starts the GPRS connection and the PC uses this secondary link.
NOTE: An automatic changeover from primary to secondary link involves a change
of IP address.
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e Continuity of communication:
The TSX ETG 302e or a local Ethernet device accessing an equipment on the
Internet via the primary link, uses the secondary link when the primary link is not
available.

o Alert:
The TSX ETG 302¢ sends the email using the secondary link when the primary is
not operational.

Advantages and Limitations

The remote connection availability presents the following advantages:
e It provides a continuity of access.
e it provides a continuity of communications.

The remote connection availability presents the following limitations:
e The primary link can only be an Ethernet connection.
e The secondary link can only be the GRPS connection from the TSX ETG 302e.
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Stand-by Configuration Page

Introduction

The Stand-by connection function (or remote connection availability) is configured
via the Setup page from the embedded website or via the Web Designer software.

NOTE: Write access is controlled by a security password with the default value

USER.

Accessing the Stand-by Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the Stand-by link on the Setup page.

View of the Stand-by Configuration Page

Enable

Primary Backup | INTERNAL MODEM

Monitoring period E Switch back to Ethernet

NbofRetry [0 [4]

IP address ping | 92.123.45.10

E] Http Get address [
D Ethernet port 1 D Ethernet port 2

I:] GPRS attachment check Monitoring period 1h v

[ rom ] [ oo |

Stand-by Parameters

General parameters

Parameter Description

Enable Click this checkbox to activate the remote connection availability service.

226
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Connections parameters

Parameter Description
Primary Name of the primary Ethernet link.
Backup Name of the secondary GPRS connection link.

Ethernet link monitoring parameters

Parameter Description

Monitoring Choose a time period to monitor the availability of the primary Ethernet
Period link.

Number of Define the number of consecutive times that the primary Ethernet link
Retry can loose its connection before switching to the secondary GPRS link.
Switch Back to | Click the checkbox to allow the primary Ethernet link to take over the
Ethernet secondary GPRS link as soon as the primary connection is restored.

NOTE: The checkbox is unchecked by default. In this case, the
secondary link is activated until a manual action is performed to return to
the primary Ethernet link.

Ethernet link checking parameters

Parameter

Description

IP address ping

Click the checkbox to ping the IP address entered in the associated field
(dot or symbolic notation possible).

Http get
address

Click this checkbox to test an IP address by http (dot or symbolic notation
possible).

Ethernet port x

Click this checkbox to test the cable connection on the Ethernet port
number 1 or 2.

NOTE: All checkboxes from the Ethernet link checking parameters can be combined
together. In this case, the Ethernet link is considered as connected only if all
checked conditions are working correctly.

Modem link monitoring parameters

Parameter Description

GPRS Click this checkbox to enable periodic check of the secondary link
attachment connection. This is for diagnostic purposes only.

check

Monitoring Choose a time period to check the secondary link connection.
period
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4.14 DHCP (FDR) Service

Overview

This section describes the DHCP (FDR) service.

What’s in this Section?

This section contains the following topics:

Topic Page
DHCP(FDR) Service Presentation 229
TSX ETG 30e* as DHCP Client 230
TSX ETG 30¢e as DHCP(FDR) Client 231

228
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DHCP(FDR) Service Presentation

Presentation

You can configure the Ethernet link parameters of the TSX ETG 30 module either
manually or by using automatic configuration protocol called DHCP.

DHCP (Dynamic Host Configuration Protocol) is a protocol for booting diskless
terminals or stations using centralized management of network parameters.

The main purpose is to provide an IP address or a configuration for a station booting
on the network.

The module acts a DHCP client.

The DHCP server can be a Premium fitted with a TSX ETY module or a Quantum
fitted with an NOE module.

NOTE: The DHCP service only configures the Ethernet parameters. This service is
not available for a modem connection (RS232 link).
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229



Module Setup

TSX ETG 30 as DHCP Client

Principle
The principle used is as follows:
e The TSX ETG 30¢ module requests an IP configuration (IP address, subnet
mask, gateway) from a DHCP server by means of its MAC address.
e The DHCP server uses a MAC address/IP Configuration correspondence table
to return the IP configuration to the TSX ETG 30ee.

NOTE: In order to use the DHCP service, you must configure your DHCP server.

Initial Startup
Behavior of the TSX ETG 30ee module on initial startup:

The module sends a configuration request to the server:

e |f the module is not recognized, it starts up with its default IP configuration

(factory-set).
e If the DHCP server sends an IP configuration, the TSX ETG 30ee uses it but
without storing it in Flash memory.

Subsequent Startups

Behavior of the module on subsequent startups:

The TSX ETG 30 module sends a configuration request to the server:

e |f the DHCP server sends a configuration, the module uses it.

e |f the DHCP server does not respond within about 5 minutes, the module
switches to downgraded operating mode and uses the IP configuration stored in
the Flash memory (the factory-set default configuration or one saved in the Flash
memory).
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TSX ETG 30 as DHCP(FDR) Client

Presentation

This service allows the automatic retrieval of configurations by a TSX ETG 30ee
module connected to an Ethernet segment.

The FDR service can provide the following parameters:
Modbus/RTU configuration

IP filtering configuration

modem configuration

phone list configuration

DNS configuration

NTP configuration

SNMP configuration

NOTE: The FDR server does not backup security passwords, Services
configuration, DataTables pages, GraphicScreens pages and custom web pages.
As the FDR service does not store passwords, the module uses the default
passwords.

The FDR function uses a combination of the DHCP and FTP protocols.

The TSX ETG 30e¢e uses a name (Device Name) to obtain its configuration from the
server. The Device Name is a string of characters (maximum of 15) associated with
the module that must be unique within the architecture.

The TSX ETG 30ee is therefore able to configure itself automatically using a
parameters file previously saved in the DHCP server, for example a Premium
TSX ETY 5103.

NOTE: In order to use the FDR service, you must identify the client device by its
Device Name. When configured as FDR server, the TSX ETY 4103/5103 can
manage a maximum of 16 TSX ETG 30ee clients.

Operation
The operating principle of the FDR service is as follows:

1 A TSX ETG 30e¢* connects to the network with a configured name (Device Name).

The TSX ETG 30e sends a DHCP request, indicating its associated Device Name.

If the Device Name is included in the DHCP server’s configuration table, the server
sends the following parameters to the module:

e the IP address that must be used

e the IP address of the FTP server

e the location of the configuration file in the FTP server

4 The TSX ETG 30ee then accesses the FTP server to upload or download the
configuration file to or from the FTP server. The configuration file is identified by a
name composed of the Device Name with a .prm extension.
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Initial Startup
Behavior of the TSX ETG 30ee module on initial startup:

The TSX ETG 30 module sends a configuration request to the server:

e if the module is not recognized, it starts up with the default configuration (factory-
set) after approximately 1 minutes.

o if the module is recognized, the TSX ETG 30ee starts up with the configuration
provided by the FDR service and stores it in its Flash memory (excepting the IP
configuration).

Subsequent Startups
Behavior of the module on subsequent startups:
The TSX ETG 30 module sends a configuration request to the server:
e if the module is recognized, the TSX ETG 30ee starts up with the configuration
provided by the FDR service and stores it in its Flash memory (excepting the IP
configuration).

e if the module is not recognized, it starts up after approximately 5 minutes with the
default configuration saved in the Flash memory.
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4.15 DNS Service

Overview

This section describes the DNS service of the TSX ETG 30ee module.

What’s in this Section?

This section contains the following topics:

Topic Page
DNS Service Presentation 234
DNS Service Configuration 236
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DNS Service Presentation

Definition
The DNS (Domain Name System) is a distributed database that stores and

associates many types of information with domain names, but most importantly, it
translates domain names (computer hostnames) to IP addresses.

Presentation

DNS is mandatory for sending email. You must configure the DNS service in order
to reach a device over the Internet by its name. DNS uses a client/server
architecture. The TSX ETG 30ee acts as a client (see page 236).

NOTE: The DNS service can be configured by using either Web Designer for TSX
ETG 30e* or the embedded website.

DNS Architecture

The DNS server is located on the same Ethernet segment than the TSX ETG 30ee.
The DNS service is used to translate the name of the SMTP server ("smtp.mail.fr"),
the name of the NTP server and the name of the SNMP server.
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The following figure shows a connection to the DNS server:

The following table details the connection process for sending an email:

DNS Server SMTP Server

smtp. mail.fr

Modbus/RTU

Sigts

Step

Description

1

The module requests the IP address of the SMTP server from the DNS server

by sending the name of the SMTP server (‘smtp.mail.fr’).

The DNS server translates the name of the SMTP server into its corresponding

IP address. It hands the result back to the module.

The module sends its email request to the SMTP server using the IP address

of the SMTP server.
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DNS Service Configuration

Presentation

You can access DNS configuration page via the Setup menu of the website.

View of the DNS Configuration Page

DNS Server

Domain Name Server I:H:H:ll:l

Domain Name

Domain Name ‘

Apply

‘ Undo

Parameters

Parameters

Values

Input fields

Domain Name Server

Set the IP address of the DNS server.

Domain Name

Specify the domain name of your network for the
module.

Edit buttons

Apply

Confirm the input.

Undo

Cancel the current changes.
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4.16 NTP Service

Overview

This section describes the NTP service provided by the TSX ETG 30¢* module.

What’s in this Section?

This section contains the following topics:

Topic Page
NTP Service 238
NTP Service Configuration 239
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NTP Service

Synchronizing System Clocks

The NTP (Network Time Protocol) is a protocol used for synchronizing the clocks of
computer systems.

Client/Server Architecture
NTP uses a client/server architecture. The TSX ETG 30ee acts as a client. Once
configured, the NTP server synchronizes the clock of the TSX ETG 30ee with its own
clock (over TCP/IP).
If you choose to use the NTP service, real time clock is no longer available. At the
first connection to the NTP server, the local date and time of the TSX ETG 30ee
module is set to undefined.

NOTE: The NTP service can be configured by using either Web Designer for
TSX ETG 30e* or the embedded website.

The following illustration shows a connection to a NTP server:

NTP Server

@ Synchronize Date and Time‘

TCP/IP

@ Request Date and Time

TSX
ETG 30es

Modbus/RTU

o
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NTP Service Configuration

Access

You can access the NTP configuration page via the Setup menu of the website.

View of the NTP Configuration Page

NTP Server Parameters

Primary NTP server

Secondary NTP server

Polling period (s)

=

Time Zone

Automatically adjust clock for daylight saving change

| Apply ‘ ‘ Undo ‘

NOTE: The module must be initialized (rebooted) in order for new configuration

parameters to take effect.

Configuration Parameters

Parameters

Action

Primary NTP server

Set the IP address of the primary NTP server.

Secondary NTP server

Set the IP address of the secondary NTP server.

Polling period

Specify the polling period for updating time.

Time zone

Specify the local time zone (GMT, GMT+1, ...).

Automatically adjust clock for daylight
saving change

Define if daylight saving time is managed.

Edit buttons

Apply

Confirm the input.

Undo

Cancel the current changes.
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417 SNMP server

Overview
This section describes the SNMP service of the TSX ETG 30ee.

What’s in this Section?
This section contains the following topics:

Topic Page
SNMP Communication in UDP/IP 241
SNMP Service Configuration 244
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SNMP Communication in UDP/IP

Elements of the SNMP Architecture

The SNMP defines network management solutions in terms of protocol and
supervised data exchange.

The SNMP architecture is based on the following key elements:

e the Manager is used to supervise all or part of the network,

e one or more Agents. Each device being supervised has a software module called
an Agent used by the SNMP protocol,

e an MIB is a database or collection of objects updated by the agents.

The SNMP agent service is implemented on the TSX ETG 30¢* module. The SNMP
protocol enables a Manager to access standard MIB objects in the TSX ETG 30e®
module.

The MIB-Il is used to manage TCP/IP communication layers.

The MIB Ethernet Transparent Factory allows a manager to access data on the
messaging service on port 502.

View of the Ethernet Transparent Factory MIB tree via a Manager:

== Jprivate

= __]enterprises

- _Jschneidergroup
= _]transparentFactoryEthernet

switch
] portd02Messaging
_,ioScarming
_,glohaIData
_,web

addressServer
] equipmentProfile
_]SMTP

1 NTP

The source file of the Ethernet Transparent Factory MIB is available on the

TSX ETG 30ee module. It can be downloaded with a Web browser by clicking the
MIB Upload link on the Diagnostics home page (see page 363). The TSX ETG 30Qee
module complies with MIB version 1.4. This file can be compiled with most
commercial SNMP Managers.

i B E 1S e At 3
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The SNMP Protocol

The SNMP protocol defines 5 types of message between agent and manager: these
messages are stored in UDP datagrams.

Messages from the manager to an agent:

e Get_Request: message used to obtain the value of one or more variables
e Get_Next_Request: used to obtain the value of subsequent variables

e Set_Request: used to position the value of a variable

Messages from an agent to the manager:

e Get_Response: used by the agent to return the variable value requested
e Trap: used by the agent to signal an event to the manager (unauthorized access
attempt or rebooting of the device)
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SNMP Services

The SNMP manager sends write or read requests (Set_Request, Get_Request,
Get_Next_Request, etc.) for objects defined in the SNMP MIB-Il, and the SNMP
agent for the TSX ETG 30+ module responds.

SNMP Manager

Get_Response
Trap

Set_Request

Get_Request
Get_Next_Request

SNMP Agent
TSXETG 30w

Fackeyom

The module’s SNMP agent sends events (Traps) to the Manager. The following
System Traps are managed:

e Coldstart Trap: the event is sent when the module is powered up

e Authentication Failure Trap: event sent after an authentication anomaly. The
Community Name field in the message received is different from that configured
on the module. This trap can be validated when the TSX ETG 30ee module is
configured.
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SNMP Service Configuration

Access

In order to use the module as an SNMP agent, you must set the configuration

parameters.

You can access the SNMP configuration page via the Setup menu of the website.

NOTE: Only ASCII 7-bit characters can be used in the character string input fields.

View of the SNMP Page

IP address managers

Manager 1 ‘

Manager 2 ‘

System location ‘

System contact ‘

Community names

Enable authentication failure trap

Undo |
Configuration Parameters
Parameters Values
Input fields

Enable authentication failure trap

This allows the agent to notify the administrator that
the request has been refused due to an inoperative

authentication (community name configured in the
administrator differs from that configured in the

agent).

Edit buttons

Apply

Confirm the input.

Undo

Cancel the current changes.

244
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IP Address Managers Parameters

Agent Parameters

Use the IP address managers area to enter the IP addresses of the SNMP
administrators. The modules allow a maximum of two administrators.

These addresses are used for transmitting events (TRAP).

Use the Agent area to locate and identify an agent, from the SNMP administrator.
It comprises two fields:

e The System Location field: indicates the physical location of the device (string
of 32 characters maximum).

e The System Contact field: indicates the person to contact for management of the
device and the way to contact them (string of 32 characters maximum).

Community Names Parameters

Use the Community Names area to define a community name for the Set, Get and
Trap service families. It comprises three fields:

e The read/write (Set) field: defines the name for the Set service (string of 16
characters maximum). The default value is Public.

e The read only (Get) field: defines the community name for the Get service (string
of 16 characters maximum). The default value is Public.

e The Trap field: defines the community name for the Trap service (string of 16
characters maximum). The default value is Public.

35014556 03/2012

245



Module Setup

4.18 Device Explorer

Overview

The Device Explorer feature enables you to display status and diagnostic
information of Ethernet and Modbus devices connected to the TSX ETG 30ee.

What’s in this Section?

This section contains the following topics:

Topic Page
Device Explorer Presentation 247
Device Explorer Configuration 249

246
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Device Explorer Presentation

Introduction

The TSX ETG 30ee integrates a proxy function. This feature enables you to access
status and diagnostic information of devices connected to the module.

Device Explorer Page

1]

Diagnostics

Schneide

bneider FactoryCast™ TSX ETG 3021

URL
Disgnoscs

Gateway Statistics

[=l Ethernet Statistics
Global
Port

= Modbus Statistics
Serial Line
TCP/IP Messaging

[EIPPPIModem
Statistics
Log File
VPN
Stand-by

- FOR Stalistics

NTP

MIB Upload

Device Explorer

Home  Documentation

DEVICE EXPLORER

[

10.10.253.x

Premium

Quantum Unknown

Connection to 10.10.20.100 : Success

@ 2000-2009 Schneider Electric. All Rights Reserved.

In animation mode, the TSX ETG 30 sends an identification request (43/14
Modbus request) to each devices of the network (cyclic check).

The device appears as not operating correctly (red instead of green) in the animation

page, if:

e it does not answer to the identification request,
e the response to the animation request is negative.

NOTE: Modbus devices that are not present on the link generates Modbus time-
outs. It decreases the performance of the variables polling especially if your are
using the Automatic Discovery features.
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Accessing the Device

By double clicking the Internet Explorer icon on the rectangles symbolizing the
devices, the website of the device appears in a new tab of the Web browser.

NOTE:

e Your Web browser should manage tabs.
e The device must operate properly.

If the device is connected to the Ethernet network, the module launches a new page
with the IP address of the device as URL.

248

35014556 03/2012



Module Setup

Device Explorer Configuration
Presentation
In order to use the Device Explorer feature, you must first define your network

configuration.

Accessing the Device Explorer Configuration Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the Device Explorer link on the Diagnostics page.
3
Click to access the configuration.

View of the Device Explorer Configuration Page

SEAERY FactoryCast™ TSX ETG 3021

Home  Documentation URL
@ I I Digrosics Soup
Diagnostics
Gateway Statistics
(=] Ethernet Statistics
Global
Port

(=l Modbus Statistics
Serial Line
TCPfIP Messaging

[=IPPP/Modem
Statistics
Log File
VPN
Stand-by

FDR Statistics
NTP

MIB Upload
B o IAnimaﬁm Started _
Device Explorer

©2000-2009 Schneider Electric. All Rights Reserved.
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Description of the Toolbar

The toolbar enables you to access the main functions of the configuration page
directly by clicking its icons.

WS s x| % = a0

Function

Access the edition mode.

Save the current network configuration.

Automatic discovery of the whole network.

Manual discovery of the network. You must specify the range of addresses that
will be scanned.

Delete the selected device.

Add a new device on the Ethernet link.

Add a new device on the serial link.

Copy the selected object to the clipboard.

Paste the clipboard.

Launch the animation mode.

@@ﬂﬂ@ﬁxa@ﬁﬁg
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Discovery of the Devices

The Device Explorer applet enables you to define how to scan the network for
discovery of the connected devices:

e By clicking , the whole network will be scanned. The scan of your Ethernet
network starts at IP address = x.x.x.1 and it stops at IP address = x.x.x.254. It
starts at Modbus address = 1 and it stops at Modbus address = 31 for your
Modbus network.

e By clicking , the scan only concerns a specified range of addresses. The
Manual Discovery window appears in which you can define the range of
addresses to be scanned.

Manual Discovery

Ethernet From |:| To |:|

Serial From| || || || |To| || || || |

NOTE:

e The automatic discovery is a process that can take time: around 1 s for an
Ethernet device and 3 s for a Modbus device.

e The box in the bottom corner informs you on the status of the scan. It also
displays the address that is currently scanned.
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Manual Edition of the Devices

Step Action
1
o Click = to add an device on the Ethernet link, or
o Click to add a device on the Modbus link.
Result: an empty box representing the device appears.
10.10.253.x
Premium
X
Device:
Comment: A""Iu.,\
‘“m.ﬁ
Address: _
2 You can add a comment on the device in the Comment area.

Specify the address of device in the Address area (mandatory).

Click somewhere else in the window to validate your change.

Modifying and Removing a Device
To modify the properties of a device, simply double click on it.

To remove a device, select it by clicking on it and click x
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4.19

FTP Service

FTP

Introduction

Characteristics

The FTP service offers the ability to connect a computer to a TSX ETG 30ee or to
connect two TSX ETG 30e modules together over the Internet. The user can send
and/or access files between either a computer and an TSX ETG 30¢e or between
two modules. File commands can also be performed via the FTP service.

The FTP service included with the TSX ETG 30¢ modules offers both server and
client capabilities. For example, the CSV files generated by the datalogging service
(see page 302) can be sent or accessed with the FTP service. A FTP client can log
on to the module with a user name and password.

NOTE: The default user name is wsupgrade, and the default password is
wsupgrade. Both the user name and password are case sensitive.

The FTP Server allows the customer to upload or download files, including:
e Datalogging files (.csv),

e Services files (.jan),

e Files of the Data Editor, Graphic Editor and Graphic Viewer (.zip),

e Custom HTML Web pages, applets.

The FTP server is compatible with Internet Explorer 6 (minimum) and other freeware
FTP client.
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4.20 Power Over Ethernet

Power Over Ethernet

Presentation

Power over Ethernet (PoE) technology describes a system to transmit electrical
power, along with data, to remote devices over standard twisted-pair cable in an
Ethernet network.

NOTE: Power over Ethernet is only available with the TSX ETG 3000 module.

A A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION OR ARC FLASH

e Remove the Ethernet cable that provides PoE (only for TSX ETG 3000
modules) to disconnect all power before installing or removing any hardware
and cables.

e Always use a properly rated voltage sensing device to confirm power is off.

e Always use suitable insulation equipment when inserting or removing all or part
of this equipment.

Failure to follow these instructions will result in death or serious injury.

PoE Topology

You can power the TSX ETG 3000 module using PoE. You can connect it to a
powered hub or switch, in this case, you do not need to connect the module to an
external power supply. The powered hub or switch must comply to the 802.3af
standard.

The Eth1 port of the TSX ETG 3000 module (the highest one) supports Power over
Ethernet 802.3af standard. The reference of the PoE injector is TCSEAV0100.
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The figure below shows an example of PoE topology:

Only this device receive
power from Switch/Hub

Switch or Ethernet

HUB

- Other Devices

TSX ETG 3000 TSX ETG 3000

Modbus/RTU
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4.21 Daisy Chain

Daisy Chain

Presentation

A daisy chain is a wiring scheme in which, for example, device A is wired to device
B, device B is wired to device C, device C is wired to device D, et cetera.
Connections do not form webs (in the preceding example, device C cannot be
directly connected to device A), nor do they loop back from the last device to the first.
In case of loop back, the Ethernet network does not work.

Daisy Chain Topology

The 2 Ethernet ports of the TSX ETG 30e* enables the daisy chain feature. You can
connect as many devices as you want in a chain.

NOTE: The daisy chain feature does not propagate PoE (see page 254).
The illustation below shows you an example of daisy chain topology:

Switch or Ethernet

HUB

.* Other Devices

TSX ETG 3000 TSX ETG 3000

Modbus/RTU Modbus/RTU
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Overview

This chapter describes the embedded HMI services offered by the TSX ETG 30ee

module.

What’s in this Chapter?
This chapter contains the following sections:

Section Topic Page
51 Overview of the Embedded HMI Services 258
5.2 Device Service 266
53 Email and SMS Service 276
54 Calculation Service 285
5.5 Database Service 293
5.6 Datalogging Service 301
5.7 Active Pages Service 315
5.8 Recipe Service 322
5.9 Recipe Database Service 330
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5.1 Overview of the Embedded HMI Services

Overview

This section provides a general presentation of the embedded HMI services offered

by the TSX ETG 30 module.

What’s in this Section?

This section contains the following topics:

Topic Page
Device and HMI Services 259
Service Status Overview 261

258
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Device and HMI Services

Presentation

The TSX ETG 30¢* modules can perform internal standalone processing such as
HMI functions. HMI functions also called "services" are executed inside the module
itself independently of any other processing done at SCADA level.

The following HMI functions are available:

e Device Services: for configuring devices data acquisition (device variables
polling).

e Calculation: perform calculations scripts for custom data processing.

e Email: for alarm or report notification via email or SMS.

e Datalogging: automatic archiving of application information such as measures,
events, alarms, device status, etc, to CSV log files into TSX ETG 30¢* module
memory (Flash memory, CF card, USB memory key).

e Database connection: automatic archiving of application information into an
external relational database (SQL Server, Oracle, MySq|l).

e Active pages: creation of custom dynamic HTML reports.

e Recipe: automatic management of recipe data files to initialize a group of
variables set at predetermined values when a specified event occurs.

Web Designer for TSX ETG 30ee software is used to configure the HMI services. You
only need to configure the parameters for each service; no programming is required.

The software provides a simulation mode to simplify test and debug of the
application without being connected to an TSX ETG 30e module.

Flexible Web HMI Solution

These embedded HMI services provide a robust and reliable solution that can be
useful for the following use cases:

e Data concentrator front-end with Web and HMI portal features.

e A standalone Web based HMI running inside the TSX ETG 30¢* module when a
conventional HMI or SCADA solution is not required. In this case, it provides a
flexible cost effective multi user HMI solution using a simple Web browser
interface for remote monitoring.

e In combination with a conventional HMI or SCADA solution, they make easier
remote monitoring and control.

e A backup solution for SCADA applications. It enables backup of some critical
SCADA functions such as data acquisition, datalogging, alarming, reporting,
email, etc.
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A WARNING

UNINTENDED EQUIPMENT OPERATION

e Restrict access to the embedded server by configuring passwords.

e Carefully select the symbols and direct addresses you authorize to be modified
online.

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

HMI Services Limitations
Device and HMI services have the following limitations:

e Device service: 31 devices over serial line, 5 devices over Ethernet, 1 for the TSX
ETG 30ee server itself.

e Other HMI services: 6 services in total.

e Variables:
e a maximum of 1000 variables per application.
e a maximum of 100 internal variables per application.
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Service Status Overview

Introduction

The main purpose of this feature is to provide status information on each service for
diagnostic/debug purposes.

By default, each service has an internal status variable named as follows: "service
type.service name.sstatus" (e.g. calculation.device1.sstatus).The status values of
each service (device, email, datalogging, etc.) are copied to the internal system or
event of the TSX ETG 30 module. This status variable can be used to send
warning information via email, to trigger archiving to a database or for any other
action useful for improving runtime operating modes.

Example:
To send an email in the event of an anomaly with the database service, you must:

e declare a persistent variable with Web Designer for TSX ETG 30ee and assign it
to a device address (integer, for example), then import this variable into the
Device service,

e define the persistent variable to trigger an email in the email service.

The Service properties configuration screens includes a Service status variable
field as shown below:

Service properties

Service status variable | device.etg3000.dbStatus J

Simply click |. toselect a status variable which can be configured for the service
(INT, UINT, SHORT and USHORT type).

The status values are:

e 0 for a service that is stopped,
e 1 for a service that is running,
e >2 for a service on which an anomaly has occurred.

The detected error codes are assigned in ascending order of severity.

If the status value gives a detected error code and then a more important event
occurs, the status value of the service will change to inform you that the new event
(which in this case is more important than the first) has occurred.

When a new action is operational (log, creation of a table, etc.), the service is
assigned the value 1 to inform you that the service is operating correctly.

Each service has its own detected error codes.
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Device Service Status Values

Value | Comment

0 The service is stopped.
1 The service is running.
2 The PLC application’s signature is different from the one contained in the

FactoryCast HMI application for the device service.

NOTE: Value 2 will only be accessible from the service’s internal status variable. In
this case, it is indeed not possible to write in a variable.

Email and SMS Service Values

Value | Comment

0 The service is in stop mode.

1 The service is in run mode.

10 e-mail refused by SMTP server.

11 e-mail not sent.

12 No more connections or queue saturated.

The highest values have the priority. The service value 12 has the priority but
becomes 11 subsequently. The service value 11 disappears once the email has
been sent correcily.

Database Service Error Codes

Value | Comment

0 The service is in stop mode.

1 The service is in run mode.

20 Log in table delayed.

21 No access to table.

22 Table no longer exists.

23 Database connection interruption.

50 The database buffer is full, and new events are no longer stored.
NOTE: Reconnecting the database or Ethernet cable is required to
send values to the database and store new incoming values.
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Datalogging Service Codes

Value |Comment

100 Incorrect database configuration.
200 Database undefined.

1000 Detected fatal error with database.
1000 | Detected critical error with database.
NOTE:

The database service error code 20 should be considered as a notification, not an
alarm. It may occur when:
e the service is started (value not ready),

e the PLC has not had the time to send the data as part of the request,
e the signature of the PLC application is different to that of the application.

The highest values have the priority. The database service error code 23 has priority
over the database service error code 21. When the database service error code 23
has been corrected, the value 21 can then be sent to the variable declared for the

status of the service.

Value Comment

0 OK

2 The current file “.csv’ is renamed ‘.cs0’.

10 The module cannot reach a variable that should be logged
because:
e the variable does not appear in the namespace.
e the variable is not write enabled.
e the preceding value has not been updated yet.

11 FTP transfer interruption.

12 The URL specified for FTP cannot be accessed.

13 The internal flash is full.

14 The internal RAM is full.

15 The module cannot write on the media specified.

16 The module cannot access the namespace.

17 The maximum number of tables has been reached (10
maximum) in your .xml file.

18 The maximum number of variables has been reached in a
table.

19 The service is empty, no table defined.
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NOTE:

e The datalogging service code 2 should be considered as a status.

e The highest values have the priority. The datalogging service code 17 has priority
over the datalogging service code 12. When the datalogging service code17 has
been corrected, the datalogging service code 12 can then be sent to the variable
declared for the status of the database service

e The values of the table status variable are identical to the values of the

datalogging service status variable.

Recipe Service Codes

Value

Comment

0

The service is in stop mode.

1

The service is in run mode.

60

Anomaly in recipe configuration.

61

Anomaly when writing the value.

62

Communication interruption.

63

Anomaly in recipe file.

RecipeDB Service Codes

Value

Comment

0

The service is in stop mode.

1

The service is in run mode.

20

Log in table delayed.

21

No access to table.

22

Table no longer exists.

23

Database connection anomaly.

24

Incorrect service configuration.

25

Fatal detected error.

NOTE:

The value 20 should be considered to be a system message, not an alarm. It may
occur when:

e The service is started (value not ready).

e The PLC has not had the time to send the data as part of the request.
e The signature of the PLC application is different to that of the FactoryCast HMI
application.
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The high values take priority. The code 23 has priority over code 21. When code 23
has been corrected, the value 21 can then be sent to the variable declared for the
status of the service.

Codes for Other Services

The other services (calculation, active pages) do not have any specific codes. The
code only specifies whether the service is stopped (0) or running (1).

Value Code Comment
0 Stop The service is in stop mode.
1 Run The service is in run mode.
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5.2 Device Service

Overview

This section describes the Device service.

What’s in this Section?

This section contains the following topics:

Topic Page
Device Service Presentation 267
Naming Variables 269
Device Service Configuration 270

266
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Device Service Presentation

Presentation

The Device services enables you to configure data acquisition from devices
connected to the gateway either over serial line or Ethernet network. The

TSX ETG 30¢e module will perform data acquisition in runtime. Only 1 device service
can be configured per connected device. It consists of a list of related register
variables to be exchanged (in read or write) with the devices.

Configuration is done using Web Designer for TSX ETG 30ee. It generates a
"Namespace file" representing the complete list of device variables resulting from
the overall device services. Those variables can be used within the Web Designer
application in any of the HMI services.

NOTE: The Device service is configured using Web Designer for TSX ETG 30ee.
Before creating a new service, you must create a Web Designer for TSX ETG 30
project (refer to the Web Designer for TSX ETG 30 User Manual).
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Limitation

e
-+{= DataTables

The following figure describes the Device service process:

PREMIUM PREMIUM QUANTUM QUANTUM

Built_time

device Configuration

A

a Device 2
[l Device 3

T tableControl

‘T tableProcess

Modbus Network B

on

FaconCast

The number of variables stored in the module is limited to 1,000 for all device

services.

The maximum number of device service is:

e 31 devices over serial line
e 5 devices over Ethernet

o 1 for the TSX ETG 30ee server itself
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Naming Variables

Introduction

Application variables come either from the connected devices or from the calculation
service. They can be accessed by any other HMI services. Rules for naming
variables must be applied in order to have variable names uniqueness within the
application.

Naming Rule

Variable names are composed of 3 parts separated by “.”:
e The type of service (Device or Calculation).

e The name of the service.

e The name of the variable.

e Device.devicel.speed: variable coming from the device service named speed
and coming from the service called device.

e Calculation.move.valveopened: variable coming from the calculation service
named valveopened and coming from the service called move.

Variables Coming From Internal Registers

It is also possible to access variables from internal registers of the TSX ETG 30ee.
This can be achieved using symbolic names. The internal registers tables
(see page 102) details all internal variables and their symbolic names.
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Device Service Configuration

General

The Device service enables you to create symbols associated with variables coming
from devices connected to the module over serial line, Ethernet or internal registers.
These variables are associated with symbols that will be used by other services
(email, calculation, database, ...).

NOTE: Select the Persistent mode for variables that you want to use with other
services.

Unauthorized or incorrect modifications made to symbols and direct addresses may
have undesirable or even change the behavior of your application in ways that may
be undesirable or even hazardous.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Carefully select the symbols and direct addresses you authorize to be modified
online.

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or

equipment damage.
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Properties configuration screen for the device service:

Project ~ Edit  Target  Service  Options  Help neider
p . IIS of & ;C =] vy | o oo h H Electrts
m remiumUnity : Premium X
[=) | FactoryCas! Project
= 43 TSXETG 3000 10.10.253.165]
(=) lar Devices
=2} PremiumUnity - - }
B Quantum  Import PLC Symbols |
[=) i GraphicScreens
@ DataTables
[T] tableControl
] tableProcess
(=) i Senvices
* [=) lar Calculation
B Calculation
[=] i email
@ emailOperator
Ef) emailMaintenance
=1 @ Website
(i Classes
[#] \ar html
i
(i secure
[l Website
@ unsecure
i-=| DC.properties
factorycast properties
= logging properties
E Namespace ?] ] ?] Export to CSV

:Nn.fS)rmbol i\.l'ariable :Type Access :Persislml _R@le Value ;Comrrenl P

Duplicate

Animate persistent |

Import FromCSV |

|53 Console ™. _Site Explorer View Z ~

TSX ETG 3000 : Not Connected

1 2

1 Use this button to configure the service variables.
2 Use this button to configure the service properties.
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Creating a Device Service
To create a new device service:

e double click the name of your device in the browser, or
e right click the name of your device in the browser, then click Edit.

View of the Web Designer for TSX ETG 30e* browser:

EEE-Na\tigator

B—‘ﬁETG Project
TSX ETG 3010-Target0 [128.169.0.1]

7=3 Devices
GraphicScreens
DataTables
Services

(—> database
([~ email
Eﬂ—. Website

= DC.properties

= factorycast.properties
— = logging.properties
*E Namespace

Configuring the Properties

Properties configuration screen for the device service:

Address

Protocol

Driver |

Base Rate

Comment

Service status variable
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This table describes the various fields that make up the properties configuration

screen:

Fields Function

Address Variables stored in the module may be associated with remote devices. The
Address field is used to define the Modbus or IP address of the remote
device.

Protocol The protocol is determined by the project type (shaded), i.e. Modbus (for
Quantum PLCs), or UNITE (for Premium PL7s), or UMAS (for
Premium/Quantum Unity).

Driver The driver is determined by the project type (shaded), i.e. either

BUSX_ASYNC for Premium modules, or BUSX for Quantum modules.
Base rate Used to define the default frequency at which variables are read.

Comment Used to add a comment to the device service properties. This comment is
only visible in this screen.

Service Used to determine the status of the device service.
status
variable

Configuring Variables
This table enables you to import variables coming from a PLC:

f§ Premium
Mo. | Symbol

Type | Access | Persistent | Rate | Value |Comment
Remove

Dupheate

imped PLC Symbols

Animale persstent

Impon from GSY |

Expod to SV
‘ O PO |

Vanables | Properiies |
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This table enables you to import variables coming from a non-PLC device:

(5 Altrverr . Alivar

No ]Top:c Variable | Type ! Access [ Pearsistent Rme] Value |-\’.omms.-n[ [

Remove |

[Cuphicate |

Impo Lisual Topics |

Import A1 Topics l

Animate persishent |

Impon from G5V |
~ z Export fo CSV |
‘Vanatles ] ﬁﬂﬂﬁiﬁ? I
This table describes the various fields that make up the variables configuration
screen:
Fields Function
Input fields
No ID of the variable, this number is generated automatically.
Symbol Name of the variable stored in the module.
Variable Physical address of the variable.
Type Used to define the type of variable. The following types may be used:
e BOOL,
e EBOOL,
e SHORT,
e USHORT,
e INT,
o UINT,
o DINT,
e REAL,
e STR.
Access Set the access right of the variable:
® R (Read only),
® R/W (Read/Write enabled).
Persistent Select this box if you want to use the variables with services.
Rate Variable scan frequency (in ms).
Value Display the value of the variable. You can change the value of variables that
are write enabled.
Comment Used to add a comment to the device service properties. This comment is
only visible in this screen.
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Fields Function

Buttons

Remove Delete the selected variable from the table.
Duplicate Duplicate the selected variable.

Import PLC | Use this button to import PLC symbols from a FEF (PL7), STU (Unity Pro),
symbols XVM (Unity Pro) or PRJ (Concept) file.

NOTE: Concept projects (.prj) can only be imported if the ExportVariables
parameter in concept.iniis set to 1. You must modify this parameter before
saving the project under Concept (re-start Concept after modifying the
parameter setting).

Import Use this button to import variables from a non-PLC device.

Usual

Topics

Animate Use this button to animate variables when the project is in online mode, with

persistent connections either to the simulator or to the module.

Import from | Use this button to import symbols from a .csv file. This file may be created
Ccsv using Excel or a text editor (in this case, change the .txtfile extension to .csv).
The following syntax must be used:
symbol,variable,type,access,persistence,rate,comment

access = 0 for a read only symbol and 1 for a write enabled symbol.
persistence = 0 for a non persistent symbol and 1 for a persistent.

Export to Use this button to export the variable table for the current service to a .csvfile.
Ccsv

NOTE: For more information about variable management, refer to Web Designer for
TSX ETG 30e° User Manual.
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5.3 Email and SMS Service

Overview
This section describes the Email and SMS service.

What’s in this Section?
This section contains the following topics:

Topic Page
Email and SMS Service Presentation 277
Email and SMS Services Configuration 279
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Email and SMS Service Presentation

Presentation

The TSX ETG 30¢ module can automatically and dynamically send email or SMS
to alert specified users to:

production reports,
maintenance reminders,
plant status updates,
other plant information.

The email service enables you to create various email notifications (including
recipient’s names, email addresses, message subject, email body and attached
files).

Email bodies can include fixed text message, hyperlinks, file attachment and real-
time application values dynamically integrated in the email body at the moment the
email is sent by the module.File can be attached to the email (for example Data
logging file generated by the Data logging service).

SMS messages may also be sent to mobile phones if you are using a

TSX ETG 3021 orif the client’s email server has the capability. SMS are a dedicated
configuration of the email service. Email or SMS are sent when predefined
application or process event is triggered.

Service Requirements

Service Operation

The email service of the TSX ETG 30 module only provides an SMTP client
interface. The email service client connects to a local or remote SMTP server to
distribute the mail to its recipients.Local SMTP server has to be installed in the site
where the TSX ETG 30¢e module is installed. Remote SMTP server can be available
from your email provider. TSX ETG 30¢e modules support DNS and authentication
functions in order to connect to the SMTP server of the provider.The TSX ETG 3021
module has an embedded GSM modem. They can to send directly SMS to
destination mobile phone without installation of specific devices on the network.

Email service acts as an SMTP client. When the preconfigured event trigger occurs,
the TSX ETG 30 module uses SMTP (over TCP port number 25) to send the email
notification to the SMTP server. That server is connected to the plant’s network or
to the Internet, thereby allowing the message to reach the destination recipients.
The TSX ETG 3021 module has an embedded GSM modem. They are able to send
directly SMS without other devices on the network.
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Security

Limitation

NOTE: Even though notifications are sent automatically after an event is triggered,
there may be a significant delay before the recipient gets the message. A notification
sent to a mobile phone is received only when the phone is on and within the
coverage area. Therefore, this service should only be used for noncritical
notifications, such as maintenance reminders or production reports

Email service supports SMTP server authentications. SMTP server must allow
PLAIN or LOGIN authentication. Other authentication protocols are not
supported.This optional login password, which is authenticated by the SMTP mail
server, verify if the client is authorized to connect to SMTP server. An optional
setting allows to change the TCP port number from the default setting of 25 to adapt
to specific SMTP server configuration

The number of messages (email or SMS) you can configure in the project is
restricted to 100.

The maximum number of Email or SMS services is 2.

NOTE: The SMTP server must allow PLAIN or LOGIN authentication. Other
authentication protocols are not supported.
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Email and SMS Services Configuration

Presentation

This section describes how to configure the Email / SMS service
NOTE:

e The Email and SMS services are configured using Web Designer for
TSX ETG 30ee.

e The SMS service is only available for the TSX ETG 3021 module.

e Schneider Electric does not guarantee:
e integrity of data sent by the module with the email or SMS service,
e the exactness of the time at which the message has been sent.

e If an anomaly occurs, the status variable of the email service (see page 262) is
set to error.
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Properties configuration screen for Email and SMS services:

B PremiumUnity : Premium Unity & emailOa @& emailviaints? m
SendSMS [
E-mail description
Identifier ‘ Trigger l J Type l -1
Destination ‘ Subject |
Contents J
hd|

#] Source‘ J Path |

Idenfifier [Destination| Subject | Trigger | Type | | —

4 ‘ ﬂ
E-mails Properties
oA
1 2

1 Use this button to configure Emails or SMS to be sent.
2 Use this button to configure Emails or SMS service properties.
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Creating an Email / SMS Service

Step Action
1 Click the name of your project in the browser.
2 | To add the new service you can:

e click Project —New —Service or,
e right-click Services in the browser, then click New Service .

Result: the following window appears:

& Web Designer Service Creation Wizard

Creation of new service in : ETG Project

New service is created supported by the given target

soicepe: |

Name of the service : | email

l Finish J [ Cancel ]

Select Email in the Service Type list box.

Enter the service name, or click Finish to keep the name by default.

The Email service has been created.
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Configuring the Properties

SMTP server

EMTP server address
EMTP server port
Secure authentication
Lagin
Password

Sender
Sender

Reply address

Module

Maximum size of send queue

100

Time before retry to send (in seconds) |_5

Service

Service status variable

ple ple.dbStatus

E-mails Properties
Ecmaiis_JProperties [

The fields in the properties configuration screen are:

Fields

Function

SMTP server

SMTP server address

SMTP server name or IP address. If the SMTP server is
located on the PPP link, the server name must appear in the
Phone list (see page 216).

SMTP server port

TCP port used by the SMTP server (generally port 25).

Secure Authentication

Check this button if authentication is needed to access the
SMTP server. The server must allow PLAIN or LOGIN
authentication.

Login Login to access the SMTP server.

Password Password to access the SMTP server.

Sender

Sender Email address for the device sending the email. This address
will identify the device when the user receives the Email.

Reply address Email address to which a reply will be sent if the user clicks

Reply.
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Fields

Function

Module

Maximum size of the send
queue

Maximum number of emails that can be stored in the buffer
memory before being sent.

o Default value = 100,

® Minimum value = 30,

o Maximum value= 200.

Time before retry is sent (in
seconds)

Delay before emails stored in the buffer memory are re-sent.
® Default value =15 s,

® Minimum value =5 s,

® Maximum value= 3,600 s.

Service status

Service status variable

Used to determine the status of the Email service.

NOTE: When the maximum number of mails is reached (100), no further messages

can be queued.

Configuring the Email / SMS Service

SendSMS

E-mail description

Identifier | Trigger | ] Type -]

Deestination | Subject |

Contents _I

|

2] Source Path

!Ilhnliﬁu | Destination | Subject !Trig_gar | Type

|

|

|
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The fields in the Email and SMS configuration screen are:

Fields

Function

Send SMS

Select this box to send a SMS instead of an email.

Identifier

Name for the Email.

Trigger

Event that will trigger the Email.
Note: You can only use persistent variables as trigger.

Type

NY: Notify Triggered by bit status change or word value change.

RE: Rising Edge | Triggered by a bit rising edge or by an increasing word
value.

FE: Falling Edge | Triggered by a bit falling edge or by a decreasing word
value.

BQ: Bad Quality | Triggered if the trigger status is Bad quality.

Destination

Email addresses or SMS numbers of the recipients (separator *,’).

Subject

Subject of the notification.

Content

Content of the notification.

Source

Select the media from which the attached file comes from.

Path

Specify the name and the path of the file to be attached to the email.
Typical attached files are Datalogging CSV files.
Default path is /USERDATA for all Media

NOTE:

e You can include dynamic application data inside the message body:
e double click in the body of the message at the place where you want to display
the value of a variable and select the variable within the list which is displayed.
e type the variable name between brackets. If you want to print the value of the
value1 variable created in the device service, type (device.plci.valuel)

e The following fields are mandatory to record and save an Email: Identifier,
Trigger and Destination.
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5.4 Calculation Service

Overview

This section describes the Calculation service.

What’s in this Section?

This section contains the following topics:

Topic Page
Calculation Service Presentation 286
Calculation Service Configuration 288
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Calculation Service Presentation

Presentation

The TSX ETG 30¢e module can perform various arithmetic and logical operations on
a combination of application variables. The calculation service also enables you to
read/write variables of the device service as well as inputs/outputs of the embedded
I/0 board. Some of these calculations include scaling, formatting, and logic
processing for event triggering.

The calculation service comprises spreadsheet where formulas are defined in cells.
The spreadsheet is interpreted and processed by the server. The result of each
formula is associated with a new internal variable. Formulas are executed
periodically, according to the rate configured for each spreadsheet.

List of Available Operators

The following list provides details of numeric binary, boolean and unary operators.
The result of the operation is displayed in the Result type column:

Type Operator | Description Example
Binary numeric | + addition 1+2 displays the result "3"
- subtraction 5-2 displays the result "3"
* multiplication 5*2 displays the result "10"
/ division 15/3 displays the result "5"
< less than 1<2 displays the result "true"
> greater than 1>2 displays the result "false"
<= less than or equal to 1<=2 displays the result "true"
>= greater than or equal to 2>=2 displays the result "true"
== equal to 3==2 displays the result "false"
I= not equal to 1!=2 displays the result "true"
Boolean & and 1&1 displays the result "1"
numeric | or 110 displays the result "1"
Unary ! inverse 11 displays the result "0"
- sign inversion -1 displays the result -1
< ?.:. a<b ? c:d returns c if a<b otherwise the result is d
NOTE:

e The calculation service enables you to mix variables of different types
e For exceptional mathematical cases such as division by 0, the result of the
calculation is nan (not a number).
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Execution of Formula

Formulas are executed periodically, according to the rate configured in the
Properties screen. The formula cells are interpreted then executed one by one from
top to bottom. The result variable configured in the variable field is updated with the
new value.

Limitation
The number of calculations you can configure in the project is restricted to 100.

The maximum number of calculation services is 2.
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Calculation Service Configuration

General
This section describes how to configure the Calculation service.
NOTE:

e The Calculation service is configured using Web Designer for TSX ETG 30ee.
e If an anomaly occurs, the status variable of the Calculation service
(see page 265) is set to error.

The properties configuration screen for the Calculation service is shown below:

@Premiumumryr Premium Unity (=] email1

Variable Formula Value | Description Remove
u_load ) i ity mw1
cpu_ plc.PremiumbUnity. mw Duplicate
Animate
Import From CSV
i % | Exportto CSV

Formulas  Properties

1 2

1 Use the Formulas tab to configure formula.
2 Use the Properties tab to configure properties common to all formula.
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How to Create a Calculation Service

Step Action
1 Click the name of your project in the browser.
2 | To add the new service you can:

e click Project —New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

8 Web Designer Service Creation Wizard

Creation of new service in : FactoryCast Project
New service is created supported by the given target

sievpe: [

Name of the service : | calculation

[ Finish I [ Cancel ]

Select Calculation in the Service Type list box.

Enter the service name, or click Finish to keep the name by default,

The Calculation service has been created.
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Configuration of the Table Properties

Calculation Rate (in ms) 1000

EgKl

Service status variable |

Formulas |Properties J

This table describes the fields in the Calculation configuration screen:

Fields Function

Calculation rate (in ms) | Listbox in which you can set the frequency of execution of
formula.

Service status variable Used to determine the status of the calculation service.
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Configuring Formula

|Variab|e

Formula

Value Description &}

Duplicate

Import From CSV
Export to CSV

Formulas J Properties

This table describes the fields in the formula configuration screen:

Fields Function

Variable Name of the variable that takes the value of the result of the
formula.
Note: you can only use persistent variables.

Formula Type the formula description using arithmetic and logical
operations on a combination of application variables.

Value Give the result of the formula (value of the variable) in real time.

Description Comment on the formula or the result variable created.

Buttons

Remove Delete the selected variable from the table.

Duplicate Duplicate the selected variable

Animate Use this button to switch to simulation mode.
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Fields

Function

Import from CSV

Use this button to import symbols from a .csv file. This file may
be created using Excel or a text editor (in this case, change the
.Ixt file extension to .csv). The following syntax must be used:
variable,formula,description.

Export to CSV

Use this button to export the variable table for the current
service to a .csvfile.
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5.5 Database Service

Overview

This section describes the Database service.

What’s in this Section?

This section contains the following topics:

Topic Page
Database Service Presentation 294
Database Service Configuration 295
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Database Service Presentation

Presentation

The Database service enables the TSX ETG 30ee to perform automatic archiving of
application data (process events, status, measures, etc.) into a remote relational
database server. Data can be archived (written) periodically or on event. Capability
to connect directly TSX ETG 30 modules to relational databases provide easy
integration of control level system into company information management system.

The TSX ETG 30 module can be connected directly to the following remote
relational databases:

e Oracle,
e SQL Server,
e MySQL.

Various database tables can be created per database server. Database service
allows data archiving into 3 different database servers for redundancy purpose.

Database Characteristics

e type of database supported:
e Oracle: from version 8i to 10g or above,
e SQL Server: from version 6.5 to 2008 R2 or above,
e MySQL: from version 4.1 to 5.5 or above.

e automatic table creation: the TSX ETG 30¢* automatically creates a table in the
database

Limitation
The maximum number of database services that can be configured is 3.
The maximum number of database tables is 10 per service.

The maximum number of columns/variables is 50 per table.
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Database Service Configuration

General

This section describes how to configure the Database service.
NOTE:

e The Database Connection service is configured using Web Designer for
TSX ETG 30ee.

e if an anomaly occurs, the status variable of the Database Connection service
(see page 262) is set to error.

e Schneider Electric does not guarantee:
e integrity of data sent by the module with the database service,
e the exactness of the time at which data are logged.
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The configuration screen for the Database connection service is shown below:

[ PremiumUnity © Premium Unity Bl emailOp | [ database &3 8

Actions list of database

Add

Remove

Duphcate‘

Actions Froperties
1 2

1 Use this button to configure the actions list (Database tables).
2 Use this button to configure the general properties of the database.
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How to Create a Database Service
The following table describes how to create a Database service:

Step Action

1 Click on the name of your project in the browser.

2 | To add the new service you can:
e click Project -New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

Web Designer Service Creation Wizard

Creation of new service in : FactoryCast Project

New service is created supported by the given target

Name of the service : | database

[ Fnish ][ cancel ]

Select database in the Service Type list box.

Enter the service name, or click Finish to keep the name by default,

The Database connection service has been created.
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Configuration of Properties

The properties configuration window for the Database connection service is shown

below:

~ Database properties
e I =
Address I
Part [~ useof default port I
Database name |
User name |
Password |
Timeout | 60 - | second(s)

= Service properties
Timestamp: (+ Database Server (" Target

Service status variable I nen l

The following table describes the parameters of the database service:

Fields

Function

Type

® Oracle: from version 8i to 10g or above
® MySql from version 4.1 to 5.5 or above
® SQL Server: from version 6.5 to 2008 R2 or above

Address

IP address or DNS name of the database server.

Port

Used to validate a default address.

Use Default Port

Port used by the database to access the server.

Database Name

Name of the database that will contain all data configured by the
user.

User Name &
Password

Protection of database and access by username and password
(database connection string).

Timeout

Period of time that will be allowed to elapse before the system kills
the current process when an anomaly occurs.

Service status
variable

Used to determine the status of the database service.

298

35014556 03/2012




Embedded HMI Services

Configuration of the Action List (Database Tables)
The configuration screen for the Database tables is shown below:

i Actions list of database

NEW_TABLEO Add

Remote
Duplicate

i Actions parameters

Table name: H NEW_TABLEO

Trigger criterion

£ use of a trigger | J INY ﬂ

£ use of a timer | 20 Hsecond(s) ;I

~ SOL request

r use of a free SOL request Maximum records | 50 -

(.' use of an automatic insert request lj Delete table when start

Column name || Variable |Type Add |

Remote

Actions J Properties I
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The following table describes the fields in the database tables configuration screen:

Fields

Function

List of actions for
the database

List of all tables configured on the server. Use the Add, Remove and Duplicate buttons to
create, delete or copy a table. When you duplicate an existing database, the new name will have
the suffix _copy added to its original name.

Actions parameters

Name of the new archiving table.

If the table does not exist in the database, it will create it on the first connection.

To trigger variable logging, you must specify an event. This will either be a periodic event (use
periodic log), in which case you need to set a time base, or it will be an event associated with a
variable (use trigger), in which case you need to provide the name of the variable (for example,
calculation.calculation1.Pressure1).

SQL Request

Two options are available:

e create SQL requests in the Free Text SQL Request window,

e or use the table provided to specify the name of the columns, and the variables type and
name. In this case, the column name syntax must comply with the database syntax. As a
general rule, avoid using punctuation marks, upper case letters, and hyphens, (refer to your
database documentation).

Maximum records

Configure the maximum number of records that will be stored in a database table. If that number
is reached, the oldest data are erased.

Delete table when
start

If the box is checked, the database table will be deleted on restart of the module.

Column name

Name of the column. Its syntax must comply with the database syntax.

Variable

Variable to be logged.

Type

Type of the variable.

Database Properties

The table below shows the equivalents of Xopen types for other databases:

Xopen type MySql, Oracle, SQL Server.
BOOLEAN SMALLINT NUMBER(1) SMALLINT
TINYINT SMALLINT SMALLINT SMALLINT
SMALLINT SMALLINT NUMBER SMALLINT
INTEGER INTEGER NUMBER INTEGER
BIGINT DECIMAL(200) NUMBER NUMERIC(38,0)
DOUBLE DECIMAL(50,80) NUMBER FLOAT(32)
REAL REAL REAL REAL
TIMESTAMP TIMESTAMP TIMESTAMP TIMESTAMP
DATE DATETIME DATE DATETIME
VARCHAR VARCHAR(255) VARCHAR(255) VARCHAR(255)
All other types VARCHAR(255) VARCHAR(255) VARCHAR(255)
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5.6 Datalogging Service

Overview
This section describes the Datalogging service.

What’s in this Section?
This section contains the following topics:

Topic Page
Datalogging Service Presentation 302
Datalogging Service Configuration 306
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Datalogging Service Presentation

Description

Principle

The datalogging service allows application data archiving (events, alarms, process
data, devices status, measures, etc.) in the internal memory of the TSX ETG 30
module. This service allows you to log data into local CSV files in ASCII format. The
CSV files are stored in the memory of the TSX ETG 30 module (internal flash
memory or saved memory of the module, Compact Flash (CF) card or USB memory
key).

The datalogging can be performed either periodically, or when a specific event
occurs (configured by the user). CSV files are directly usable by a MS Excel
spreadsheet or a database management system (DBMS). The CSYV files can also
be sent via FTP, or attached to an email (using the email service) and sent
automatically to specified users. The CSV files can also be accessed by FTP client.

Datalogging is performed as described below:

e Datalogging is performed basically in the RAM memory of the module (in order to
not have issues with the life duration of the flash memories due to the limited
number of write to such memories - typically 100,000 maximum write access by
default, but it may be changed by the user for each table).

e Datalogging service can manage up to 10 groups of datalogging files (tables).
This allows to archive several different tables of data each with a different logging
period.

e Datalogging files can be backup, periodically or on event, from the RAM memory
to non volatile memory of the module (saved RAM, internal flash, Compact flash
card or USB memory key) into history files in CSV format. Table_n.csv represents
the last backup file, history files are renamed as Table_n.cs0, Table_n.cs1, etc.

e CSVfiles can be purged from Flash memory (internal, Compact flash or USB key)
on event trigger.

NOTE: In case of loss of power during datalogging, the file that is being backed up
is lost.
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Principle overview:

Periodic or Event

Backup
Volatile Memory Non VYolatile Memory
RAM Saved RAM, Flash CF, USB
Datalogging Table_1.CSV,
Tables CSOCS1
cs2 Up to 100
- CSV Files per
Daal
Table_nCSV S
Periodic or Event Cs0
I 51
Data Logging )
- T —

CSV Files History

File Format
The file format is fixed and cannot be modified by the user. The file is encoded in
pure ASCII format as a text file with a .csv extension. Microsoft Excel is able to open
these files.
Example of log file:
2007-10-01;02:44:55;plc.plc1.height;150;plc.plc1.length;200;plc.plc1.width;50;
2007-10-01 03:48:08; plc.plc1.height;140;plc.plc1.length;150;plc.plci.width;30;
2007-10-01 04:55:10; plc.plc1.height;220;plc.plc1.length;280;plc.plc1.width;80;
2007-10-01 06:01:05; plc.plc1.height;170;plc.plc1.length;220;plc.plc1.width;60;
Example of optimized log file:
Date;plc.plci.height;plc.plci.length;plc.plc1.width;
2007-10-01 02:44:55;150;200;50;
2007-10-01 03:48:08;140;150;30;
2007-10-01 04:55:10;220;280;80;
2007-10-01 06:01:05;170;220;60;
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Size of the Log File

The following table shows you an estimation of the log file size in bytes depending

on the number of variables logged and the number of logs:

Number of logs

Number of variables

1 2 5 10 20 50 100
1 65 110 245 470 920 2270 4520
130 220 490 940 1840 4540 9040
325 550 1225 2350 4600 11350 22600
10 650 1100 2450 4700 9200 22700 45200
20 1300 2200 4900 9400 18400 45400 90400
50 3250 5500 12250 23500 46000 113500 226000
100 6500 11000 24500 47000 92000 227000 452000
NOTE: Schneider Electric recommends you to do not backup datalogging files at a
frequency lower than 30 minutes in order to save internal flash life.
Backup time
You could find hereafter an estimation of backup time depending of the media used:
e Internal Flash: 1 Kb backup = 40 ms rename = 50 ms
e CF Card: 1 Kb backup = 250 ms rename = 100 ms
e USB 2.0: 1 Kb backup = 500 ms rename = 200 ms
(For example: 50 variables x 500 records = 1135 K. Backup with 10 saving files on
USB = 1135x500 ms + 10x200 ms = 569,5 s).
NOTE: When designing your application, allow enough time between backups.
To avoid overlaps, the time gap between consecutive backups must be greater than
the estimated time.
Limitations

The Datalogging service has the following limitations:
The maximum number of Datalogging services is 1.

The maximum number of tables is 10 in total.

The maximum number of variables is 100 per table.
The maximum number of records per table is 10000.

The maximum number of backup copies is 2 by default (up to 100 backup CSV

files per table), it may be changed for each table.

The Datalogging Service Web Designer application must be designed to require

less than 1 MB of memory.
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The memory space allocated to the datalogging service is limited to:
e 500 kB on the saved RAM memory,

15 MB on the internal flash memory,

1 GB on the Compact Flash card,

2 GB on the USB memory key.
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Datalogging Service Configuration

Presentation

This section describes how to configure the datalogging service.

You can use the log file to animate a Datalogging history object (see page 456) in
the Graphic Editor.

NOTE:

The datalogging service is configured using Web Designer for TSX ETG 30ee.
Schneider Electric recommends that you to do not backup datalogging files at a
frequency lower than 30 minutes in order to save flash life (internal, internal
saved RAM, CF card or USB memory key).

If an anomaly occurs, the status variable of the datalogging service

(see page 263) is set to error.

USB memory keys do not have to comply to the same rigorous industrial
standards and environmental constraints that the TSX ETG 30 modules must
meet.

Schneider Electric recommends that you to do not use USB memory keys for
permanents operations. Instead, use the CF card feature, which offers greater
stability.

Schneider Electric does not guarantee the exactness of the time at which data
have been logged.

Accessing the Datalogging Configuration and Properties Screen

To access the datalogging configuration screen, double click on Datalogging in the
project navigation window.

The configuration properties screen contains:

a Configuration tab
a Properties tab
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The configuration properties screen for the datalogging service is shown below:

¥ datalogging 52
Log tables
Add
Remove

Duplicate

Configuration Properties
1 2

1 Use this tab to customize the Datalogging service.

2 Use this tab to configure the general properties of the datalogging service.
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How to Create a Datalogging Service

Step Action

1 Click the name of your project in the browser.

2 | To add the new service you can:
o click Project —New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

‘ Web Designer Service Creation Wizard

Creation of new service in : New Project
New service is created supported by the given the target

ST - [

Name of the service : datalogging

l Finish I [ Cancel

Select datalogging in the Service Type list.

Enter the service name, or click Finish to keep the name by default.

The datalogging service has been created.

NOTE: You can create only one datalogging service.
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View of the Datalogging Configuration Screen

’ datalogging 572
Log tables

TABLED

TABLE1

A Add

TABLEZ Remove

TABLE3
TABLE4

Table parameters

Table name : | TABLEZ2 Table status variable

Enable logging | pic.Device1.enable

v

device.Devicel.status2

Log parameters
() use of a trigger e || NY v Erase on restart Maximum records © | 5000
(®) useofatimer | 1 second(s) w | [/] Erase Table on Backup /] Optimized log format [V/] Timestamp
Log variables
devioe.Deviced WORDO Add
device. Device0.WORD1
plc.Device1.varlog1
plc.Device1.varlog2 Remove

plc.Device1.varlog3

Backup Paramelers

NY « Status Variable device.Device.backup2

second(s) v Log estimated time :
Media target : CF Card w | Maximum file number | 100 Log maximum size : 500 Ko
Purge Parameters
use of trigger | device Device0 purge2 ...| | NY w | Status Variable device.Device0.statusPurge ...
FTP setting
FTP trigger | plc.Devicel.FTP | [NY Status Variable | plc.Device! statusFTP
FTP address : | 139.160.66.34 Login : user Password ; | ****

Configuration = Properties

Datalogging Configuration Screen Parameters
Log Tables Parameters:

Fields Function

Log Tables List of the current log tables stored in the module. It is possible to:
o Create a new log file using the Add button,

® Remove a log file using the Remove button,

e Duplicate a log file using the Duplicate button.
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Tables Parameters:

Fields

Function

Table name

Name of the log file that contains all data configured by the user.

Table status
variable

Determine the status of the table.

Enable logging

By selecting this check box and defining an associated variable in the
Enable logging variable, the table can only perform actions such as:
log data, backup, purge or FTP when the associated variable is set to
a value other than zero and when the trigger is activated.

NOTE: Select the type of trigger in the drop down menu. Refer to
Meaning of the Trigger Types (see page 314).

Log Parameters:

Fields Function
Use of a trigger / | To trigger logging of variables, you must configure an event in the Use
timer of a trigger / timer variable. This event must be either:

® a periodic event (use of a timer), in which case you need to set a
time base

® an event associated with a variable (use of a trigger), in which
case you need to provide the name of this variable (for example,
calculation.calculation1.Pressuret).

NOTE: Select the type of trigger in the drop down menu. Refer to
Meaning of the Trigger Types (see page 314).

Erase on restart

Selecting this check box deletes the table log files on restart of the
module.

Erase Table on

Selecting this check box removes the previous logs in the table after

Backup backup, so the table restarts empty.

Timestamp Selecting this box records in the log file Timestamp (hour and date) for
each event.
Note: Timestamps are mandatory if you want to use the log file for a
datalogging history.

Optimized log Selecting this box for optimizes the log file format (see page 303) of the

format .csvfile. In this case, the variable name does not appear in each

record.

Maximum record
number

Configures the maximum of records that can be stored in a log file. If
that number is reached, new records overwrite old records.
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Log Variables Parameters:

Fields

Function

Log variables

The variable name part lists the variables (PLC/devices or Calculation
variables) that are stored in the log file.

It is possible to:

e Create a new log variable using the Add button

® Remove a log variable using the Remove button

Backup Parameters:

Fields

Function

Use of a trigger /
timer

To trigger logging of variables, you must configure an event in the Use

of a trigger / timer variable. This event must be either:

® a periodic event (use of a timer), in which case you need to set a
time base

e an event associated with a variable (use of a trigger), in which
case you need to provide the name of this variable (for example,
calculation.calculation1.Pressure1).

The use of a trigger and use of a timer fields are greyed-out
depending whether the Global backup check box from the
datalogging properties window (see page 312) is checked.
NOTE: Select the type of trigger in the drop down menu. Refer to
Meaning of the Trigger Types (see page 314).

Media target

Use to define the media target to use.

Maximum file
number

Defines the maximum number of CSV files to use for each table. By
defaultitis set to 2. The maximum authorized value is 100. The last file
is the .csv file, the previous is the .0 file.

Status variable

Determine the status of the Backup action. The status is set to 0 when
the service starts, to 1 when the backup action begins, and to 2 when
the backup action completes.

Log estimated
time

Provides information on the time length of the log based on the
maximum file number, the logging and backup period. It is only
available when using a timer.

Log maximum size

Provides the maximum log size. This field can be changed via the
backup parameters in the Datalogging Properties Screen
(see page 312).

Purge Parameters:

Fields

Function

Use of trigger

Specifies the event that triggers the purge.

Status Variable

Determine the status of the Purge action. The status is set to 0 when
the service starts, to 1 when the purge action begins, and to 2 when the
purge action completes.
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FTP Access to Datalogging CSV Files

FTP Settings:

Fields

Function

FTP trigger

Specifies the event that triggers sending the selected table log files
(CSV file) via FTP.

FTP address

The address of the remote FTP server.

Status Variable

Determine the status of the FTP action. The status is set to 0 when the
service starts, to 1 when the FTP action begins, and to 2 when the FTP
action completes.

Login and

Password

Login parameters for the remote FTP server access.

Datalogging CSV files stored in the module memory can be accessed from any FTP
client utility using the following path in each of the memory media of the module:

o /NAND/FLASH1/USERDATA for the internal Flash.

o /RAMDISK/USERDATA on the internal saved RAM.

o /CFAO00/USERDATA on the CF card.

e /USBHD/O0/USERDATA on the USB key.

View of the Datalogging Properties Screen

dalalogging x

o

Backup Parameters
Global backup

TimeStamping Format

(®) useof a trigger | device ETG_225.W ...| [NY

O use of a timer
Media target Log maximum size Path A
Internal Flash 15Mo b
Internal saved RAM 500 Ko M v
< b
Purge parameters
use of a trigger | device ETG_255.WORD1 o NY -
Service properties
Service status variable: | device. ETG_255.WORDO
Datalogging Format

Alphanumeric Format (default)-> 22 March 2011 2:16:35 ¥

International Format (ISO)  -> 2011-03-22 2:16:35
American Format

-> 22 March 2011 2:16:35

-> 03/22/2011 2:16:35 PM
-> 22/03/2011 15:16:35

Configuration | Properties |
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Datalogging Properties Parameters

Backup Parameters:

Fields

Function

Global backup

When checked, all created tables use the same event to trigger a
backup.

When not checked, each created table has its own event to trigger a
back up.

NOTE: When a Global backup check box is ticked, the fields use of
a trigger and use of a timer become available.

use of a trigger

Provide the name of a variable to trigger variable logging on an event
associated to this variable.

NOTE: Select the type of your trigger in the drop down menu
available on the left. The meaning of those types are available at
Meaning of the Trigger Types (see page 314).

use of timer

Provides a periodic time base to trigger variable logging on an event.

Media target

Internal saved RAM to store the information on the RAM memory of
the module

Internal Flash to store the information on the Internal Flash memory
of the module

CF card to store the information on the Compact Flash card of the
module

USB to store the information on a USB memory key

Log maximum size

Specify the maximum size of memory allocated to the backup files.
The maximum log file size is defined for each media via the drop
down menu, but the value can be changed. For more information,
refer to Datalogging Limitations (see page 304).

Path

If empty, the default path is \USERDATA for each of the media in
Media target is as follow:

o /NAND/FLASH1/USERDATA for the internal flash

o /RAMDISK/USERDATA for the internal saved RAM

e /CFAO0/USERDATA for the CF card

e /USBHD/00/USERDATA for the USB key

You can specify different relative paths if necessary, for example:

o MYDIR in Internal Flash Path field: the files will be created in
/NAND/FLASH1/USERDATA/MYDIR

e MYDIR/MYSUBDIR in CF Card Path field: the files will be created
in /CFAOO/USERDATA/MYDIR

Purge Parameters:

Fields

Function

Use of a trigger

If checked, this event triggers a purge of the current backup files on
all media currently in use.

NOTE: Select the type of your trigger in the drop down. Refer to
Meaning of the Trigger Types (see page 314).
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Service Properties Parameters:

Fields

Function

variable

Service status

Selects the variable with the associated event that is to be used as a
trigger to check the status of the Datalogging service.

Datalogging Format Parameters:

Fields

Function

Format

TimeStamping

Selects the format for the timestamping (Alphanumeric,International,
European,American).

NOTE: With Microsoft Excel, in International and European formats, by default, the
seconds are not displayed.

To see the seconds:
e Modify and add second in the cell format for the column date
(ji/mm/aaaa hh:mm:ss) before saving the file.

Meaning of the Trigger Types
You can select the type of your trigger. The types available are:

Type Meaning Function

NY Notify Triggered by a change from a bit status or word value.

RE Rising Edge Triggered by a bit rising edge or by an increasing word value.
FE Falling Edge Triggered by a bit falling edge or by a decreasing word value.
BQ Bad Quality Triggered if the trigger status has bad quality.
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5.7 Active Pages Service

Overview

This section describes the Active Pages service.

What’s in this Section?

This section contains the following topics:

Topic Page
Active Pages Service Presentation 316
Active Pages Service Configuration 318
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Active Pages Service Presentation

General

The active pages service allows you to create custom dynamic HTML pages that
can be used for real-time HTML reporting. Active pages service can incorporate
real-time values of application variables into the body of the HTML pages with a
behavior similar to an active server page. Real-time values are refreshed by the
sever side in run-time.

This technology has 2 benefits:

e Creation of animated Web pages without using Java applets, so that HTML page
size is kept to a minimum. Very useful in case of modem connection or in a
Pocket PC environment.

e The only protocol used for communication with the browser is HTTP, so this
technology can cross firewalls.

Accessing your Active Pages

To access the active pages, use the following syntax:
e http:/IP address of module: Active Pages port, or
e http://domain name of module: Active Pages port

Example: http://10.10.253.169:1606 or http://my_website:1606

To access a specific page, you must use the following syntax:
e http://IP address of module: Active Pages port / name of page, or
e http://domain name of module: Active Pages port / name of page

Example: http://10.10.253.169:1606/page0 or http://my_website:1606/page0
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The following diagram illustrates an example of an Active Page report:

2 Welcome to Schneider Automation Web Server - Microsoft Internet Explorer
|File  Edt  View Favorites  Tools  Help

- v =50 4 [ﬁ‘%”
el Print

Beck Forward Stop Refresh Home ‘ Searg Favourites  Hislory
Address ‘E hitp:#10.10.253.169: 1606

w |7 Go ‘Lmks 22

FactoryCast HMI - Live Reporting
Production Report
| Lne1 | Line2 \ Line 3
Status STOPPING RUNNING ‘ RUNNING
Nb of parts/min 0 15345 16213
|
Nb of bad parts 0 13 ‘ 7
Home page

i
&7 I [& remet P

NOTE: The page called up is not refreshed automatically but you can include a
refresh command in the HTML code of the page.

Example of HTML code to be used in a page to be automatically refreshed:
<meta http-equiv="refresh" content="1";url="page1">
where content=refresh time in seconds:url=name of page to be reloaded

Limitation
The maximum number of active pages service is 2 per project.
The active pages service may include up to a maximum of 64 pages in the project.

1,000 variables can be declared for the entire set of project pages.
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Active Pages Service Configuration

Presentation

This section describes how to configure the Active Pages service.
NOTE:

e The Active Pages service is configured using Web Designer for TSX ETG 30ee.
e If an anomaly occurs, the status variable of the active pages service
(see page 265) is set to error.

The properties configuration screen for the Active Pages service is shown below:

[EQ PremiumUnity = Premium Unity B emaildp I']E"actwepagea =
List

Add

Remove

Duplicate ‘

Pages Properties
1 2

1 Use this button to configure the Active Pages service.
2 Use this button to configure properties of the pages.
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How to Create an Active Pages Service

Step Action

1 Click on the name of your project in the browser.

2 | To add the new service you can:
e click Project —New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

! Web Designer Service Creation Wizard

Creation of new service in : FactoryCast Project

New service is created supported by the given target

Service type : activepages

Name of the service : | activepages

[ Finish ][ Cancel ]

Select active pages in the Service Type list box.

Enter the service name, or click Finish to keep the name by default.

The Active Pages service has been created.
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Configuration of Properties

r Page server properties
Port 1606

[ Service properties

Service status variable ‘ J

The following table describes the fields in the properties configuration screen:

Fields Function

Port Active pages port number. The port numbers are between 1024
and 65535. By default, the first port declared will be assigned
number 1606.

Service status variabe Used to determine the status of the Active Pages service.

NOTE: It is possible to create two Actives Pages services. In this case, the two
services must be configured with different port numbers.
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Configuring Pages

The pages configuration screen for the Active Pages service is shown below :

r List

Add

Remcte
Duplicate

 Content

Name pagel Import ‘

[ Page
<META HTTP-EQUIV="refresh" CONTENT="5">
=p align="center'szb><font color="#0000FF" gize="g'><u>Production Report</us</ = |
fonts</bx</p>
<table border="1" width="65%" height="1%8">
=tre
<pr<br<font size="4">Line l</font></br</td>
=td width="26%" align="center'"s
zpm=zbs<font size="4'sLine 2</fonts</bs</tds
<td width="33%" align="center":
«pr<br<font size="4">Line 3</fonts></br</td>
</tr=
=tr=>
=td width="14%" aliqn="center"s
zp=status/td>
<td width="35%" align="center"s{device . ETE Server SSTATUS}=/td>
<td width="25%" align="center":{plc.Twidc.SSTATUS)«/td>
<td width="33%" align="center":{plc.P57_ WMY.SSTATUS}</td>
</tr>
ztrs
<td width="14%" align="center":
<prBottles [/ min</tds>
<td width="356%" align="center"s{plc.PET7_WMY .MW1430)</td>
<td width="25%" align="center"s{plc.PET7_WMY.MW1431)</td>
<td width="33%" align=Vcenter"s{plc.PET7_WMY.MW1432]</td>

Pages JProperties |

The following table describes the fields in the page configuration screen:

Fields | Function

List List of all the active HTML pages created in the application on the server. Use the Add, Remove and
Duplicate buttons to create, delete or copy a page. When an existing page is duplicated, the new name will
have the suffix _copy added to its original name.

Import | Use this button to import complete HTML code from an .htm or .txt file. You can create the file using
Frontpage or a text editor. It overwrites the code already written to the page.

Name | Name of the page currently being created. The page can be renamed in this field.

Page Use this field to write the HTML code for the current page or to view code which has been imported. Double-
clicking in the field enables you to display the list of variables of the PLC service. When one of these
variables is selected, it is directly incorporated into the code. When one of these variables is selected, so
that in runtime, realtime value of PLC or devices variables will be refreshed in the HTML report.
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5.8 Recipe Service

Overview

This section describes the Recipe service.

What’s in this Section?

This section contains the following topics:

Topic Page
Recipe Service Presentation 323
Recipe Service Configuration 324

322
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Recipe Service Presentation

Presentation

The Recipe service is used to initialize a group of variables set at predetermined
values (also called recipe) when a specified event occurs. The predetermined
values are saved in a recipe file in XML format. Recipe files can be stored locally in
the TSX ETG 30 memory or in a remote PC.The recipe execution is initialized
automatically by the TSX ETG 30¢e module on an event trigger (process event,
operator action, etc). When the event occurs, the recipe service accesses the recipe
file (in XML format) stored locally or remotely through an HTTP server, reads the
values that correspond to the variables, then updates the PLC variables.

Example of an XML File

Limitations

<?xml version="1.0" encoding=""utf-8" ?> -

<table>-

<data>
<name>plc.localRTDB.VarRecette403</name>
<value>4</value>
<ingredient>douwn part black</ingredient>
</data>- <data>
<name>plc.localRTDB.VarRecette402</name>
<value>3</value>
<ingredient>up part blue</ingredient>
</data>- <data>
<name>plc.localRTDB.VarRecette401</name>
<value>2</value>
<ingredient>left part red</ingredient>
</data>- <data>
<name>plc. localRTDB.VarRecette400</name>
<value>1</value>
</data>

</table>

e Recipe files must be accessible by an HTTP server.
e You can create only 1 recipe service.
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Recipe Service Configuration

Presentation
This section describes how to configure the Recipe service.
Executing a wrong recipe can change system behavior.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Carefully select the symbols and direct addresses you authorize to be modified
by the recipe.

e Do not authorize modification by the recipe of variables of critical nature
concerning human and material safety.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTE:

e The recipe service is configured using Web Designer for TSX ETG 30ve.
e If an anomaly occurs, the status variable of the recipe service (see page 264) is
set to error.
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The Recipe service configuration screen is shown below:

ER PremiumUnity : Premium Unity A emailop | T4 Recipe 3

Senvice Properties
( Service status variable

Recipe Properties | Recipe Editor

f

1
The numbered

oA

2 3

references are as follows:

Reference Function

1 View the "Recipe" service’s status with this tab.
2 Configure recipes’ properties with this tab.

3 Configure a recipe’s values with this tab.
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How to Create a Recipe Service

Step Action

1 Click on the name of your project in the browser.

2 | To add the new service you can:
o click Project —New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

8 Web Designer Service Creation Wizard @

Creation of new service in : FactoryCast Project

New service is created supported by the given target

]

Service type : { recipe

Name of the service : | recipe

( Fnshn ][ cancel ]

Select recipe in the Service Type list box.

Enter the service name or click Finish to keep the name by default.

The Recipe service has been created.
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Configuring the Properties

Recipe properties

Recipe Url ‘ htip: loca hostTesiRecetie xml Server Type |HTTP

User Mame ‘ USER Pasaword ‘ USER

Trigger | plo localRTDB TrigRecelte] o] Type [NY ~]

Status Variable ‘ plc localRTOB StatusRecets] J

[Resipe Ur [Trigger [Type [[Status Variable I Remave

http:flocalhostRecete xml plz localRT0B TigRecT Y plclocalRTDB Stalus

hitp:flocalhastiRecetteb00.xml plclocalRTDB.TrigRec2 ~ RE  ple.JocalRTDB Status

hti:139.160.6¢ 44/ Test xmi plelocalRTDB. aRecd  FE  plolocalRTDB Status

htt:ocalhostiReceted xrrl plelocalRTDB.TigRecd  BQ plelocalRTDB Status
|+ b

This table describes the various fields that make up the configuration screen:

Field Function

HTTP server/directory/filename.xml.

Recipe URL Location of the recipe file, with the extension .xml. If the file is
stored in the module, the URL must be in the format
http://localhost/directory/filename.xml, or http://IP address of

Username Username for connecting to the HTTP server.

Password Password for connecting to the HTTP server.

0: no action
1: recipe writing in progress

62: communication detected error
63: detected error in recipe file

Status Variable Variable that describes the recipe’s status:

60: detected error in recipe configuration
61: detected error when writing the value

Trigger Variable from which the event is triggered.
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Field Function
Type NY: Notify Triggered on a bit or word value state
change.
RE: Rising Edge | Triggered on a rising edge for a bit, or a
value increase for a word.
FE: Falling Edge | Triggered on a falling edge for a bit, or a
value decrease for a word.
BQ: Bad Quality Triggered if the trigger status is "Bad
quality".
Remove To remove a recipe from the list.

Recipe Editor

The Recipe Editor screen is used to change the recipe values. The resulting recipe
file will be saved in XML format:

Variable

4l Open

ple.plet PC1W2_RATIO_NSP.SP
ple.plel. PC1 PUMP_SPD_NSPLC
ple.plet FUNCE_MU_DAMPR_NSP.SP
ple.plel FUNC2_STAT_PRES_NSP.SP
ple.plel CR2 TENS NSPLC

ple.ple PC1 MU DAMPR NSP.NLAL
ple.plel WR1_TENS_NSP.SP

ple.plel CR1 TENS NSP.UC

ple.plel PC1 MU DAMPR NSPUG
ple.plel FUNCE AIR TEMP NSPSP
ple.plel FUNGT SUP PRES NSPLG
ple.plel FUNCE AR TEMP NSPLC
ple.plel PC2_TENS_NSP.SP

ple.plel FUNCE AIR TEMP NSPUC
ple.plel U TENS NSP.SP

ple.plel PC1_STAT_PRES_MGRLC
ple.plel WD TENS NSPLG

ple.plel FUNCE SUP PRES NSPSP
ple.plel PCA_STAT_"PRES_MGPMLAL
ple.plet FUNCE MU DAMPR MSPLC
ple.plel FUNC4 STAT 'PRES NSPSP
ple.plel FUNC4_SUP_PRES_NSPLUC
ple.plet FUNCE MU_DAMPR_NSPUC

[ value [ingredient
(]

This table describes the "Recipe Editor":

Save
Close

Add.

Remove

Field Function

Variable Name of the variable to which a value is to be given.
Value Value to attribute.

Ingredient Optional comment to describe the variable’s role.
Open To open an XML-format recipe file.

Save To save a recipe as an XML file.

Close To close the Recipe Editor.

Add... To add a variable.

Remove To remove a variable.
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Adding Variables

Step

Action

Click on the Add button.
Result: the variable selection box is displayed.

Select the variables to insert into the recipe file. Multiple variables may be
selected by holding down the Ctrl or Shift keys while left-clicking.

Close the window with the Confirm button.
Result: the selected variables are added to the recipe file.

Saving a Recipe File

Step

Action

1

Click on the Save button.
Result: the Save as dialog box is displayed.

The file must be saved on disk in order to be transferred to an HTTP server
later. If you would like the file to remain local to the module, you must save it in
a directory located in the website root of the project currently being configured.
For example: C:\...\workspace\project_name\services\recipes\my recipe.xml

Close the window with the Save button.
Result: the recipe file is saved

Transferring a recipe file to a module

Step Action
1 In the navigator, select the recipe file to transfer in the directory located under
the website root (wwwroot).
2 Right-click on Partial transfer -> PC -> Module.

NOTE: For a recipe file that is not local to the module, you must first transfer it to the
target PC server without using Web Designer for TSX ETG 30es.
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5.9

Recipe Database Service

Recipe Database Service

Presentation

The Recipe database service enables you to set the value of process variables to
predetermined values stored in a database tables. In other words, you can create
recipes or initialize application variables of your process with values stored in a
database (SQLServer, MySql and Oracle).

You can also save the state of your process by storing the value of your application
variables into database tables.

This can be achieved periodically, or when a specific event occurs (configured by
the user).

Allowing write access can change system behavior.
The maximum number of Recipe database service is 1 per project.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Carefully select the symbols and direct addresses you authorize to be modified
by the recipe.

e Do not authorize modification of variables of critical nature concerning human
and material safety by the recipe.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.
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The Recipe database service configuration screen is shown below:

[ PremiumUnity © Premium Unity

Database properties

Type
Address
Port

Database name

Usermname
Password

Timeout

Service properties

Service status variable

Properties| Actions

I

@l emailOp T scenaria? &2 =

=

[ use of default port

——

ﬂ second(s)

1 Configure the properties of the recipe database system with this tab.
2 Configure the actions to be undertaken with this tab.
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How to Create a Recipe Database Service

Step Action

1 Click the name of your project in the browser.

2 | To add the new service you can:
o click Project —New —Service or,
e right-click Services in the browser, then click New Service.

Result: the following window appears.

- Web Designer Service Creation Wizard

Creation of new service in : FactoryCast Project

New service is created supported by the given target

Service type :

Name of the service : | recipedb

[ Fish ][ cancel

Select recipedb in the Service Type dropdown list.

Enter the service name or click Finish to keep the name by default.

The recipe database service has been created.
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Configuration of Properties

The properties configuration window of the Database connection service is shown
below:

[~ Database properties

Type | =l
Address l

Port [~ useof datauit port

Database name ]

User name ]

Password l

Timeout 60 w | second(s)

[~ Senvice properties

Timestamp:

(& Database Sarver

(" Tamet

Service status variable |

5

The following table describes the fields of the database server configuration screen:

Fields Function
Type e Oracle: from version 8i to 10g or above
® MySql from version 4.1 to 5.5 or above
e SQL Server: from version 6.5 to 2008 R2 or above
Address IP address of the database server.
Port Used to validate a default address.

use of default port

Port used by the database to access the server.

Database name

Name of the database that will contain all data configured by the
user.

User name and
password

Username and password (database connection string) to access the
database server.

Timeout

Period of time that will be allowed to elapse before the system kills
the current process when it improperly operates.

Service status
variable

Used to determine the status of the database service.
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Configuring the Actions

List of the database actions

MEW _TABLEO

Duplicate

Add
Remove
Duplicate |

~Actions parameters

Table name | NEW_TABLED

Name of action status variable |ACTION1 J
Action type
" Database -» PLC @ PLC -> Database

Trigger criterion

(¥ Trigger use i J ’ﬁ‘

" Timer use | [ second(s) ﬂ

~-S0L request
(" use of a free SOL request
£ use of an automatic insert request

Column name | Variable | | Add | Name of the index column MY _INDEX
ReMOVe | pame of the index variable | devicepleindex .|

Associated request for a free SOL request

Actions J Properties [

This table describes the fields that make up the action screen:

Field Function

Name of the status List the actions already configured.
action variable

Action parameters

Table name Type a name to identify the action.

Action status Type the variable name that will represent the action status.
variable

Action type

Database -> PLC Initialization of your system variable with the value of the database.
PLC -> Database Save the current state of the system in the database.
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Field

Function

Trigger criterion

Trigger use Specify the variable that will trigger the action.
NY: Notify Triggered on a bit or word value state change.
RE: Rising Edge | Triggered on a rising edge for a bit, or a value
increase for a word.
FE: Falling Edge | Triggered on a falling edge for a bit, or a value
decrease for a word.
BQ: Bad Quality Triggered if the trigger status is "Bad quality".
Timer use Specify the period at which the action will be triggered.

SQL request

Use of a free SQL
request

Type your SQL request using the SQL syntax.
In this case the screen looks like this:

—SQL request
{# use of a free SQL request

{" use of an automatic insert request

Free SQOL request

Use of an automatic
request

This function enables you to update tables without using a SQL
syntax. Refer to the following paragraph for more information.
Use the table provided for this purpose specifying the name of the
column and the type of the variable. In this case, the column name
syntax must comply with the database syntax. As a general rule,
avoid using punctuation marks, upper case letters and hyphens
(refer to your database documentation).

Note: The name of the action and the name of the table are
identical if you use Automatic Request therefore you cannot read
and write to the same table in that case. Use the free SQL request
to precise the name of the table.

Associated request
for a free SQL request

This part displays the SQL request syntax corresponding to the
automatic request you have entered.
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Automatic Request Example

In this example, you will update the block1 table in the database with PLC values
when the state of the device.plc.control1 variable changes.

The following figure shows you the window that corresponds to the example:

List of the database actions

ACTION1 Add
Remove
Duplicate ‘

—Actions parameters

Table name: | NEW TABLEO

Neme of the action status variable: | ACTIONT J

Action type

" Database -> PLC {& PLC -» Database

 Trigger criterion

@& Trigger use | J |NY ﬂ

 Timer use | 20 second(s) LI
—50L request
" use of afree SQL request
& use of an automatic request
Column name |Variable | Add Name of the index column | MY_INDEX

e
_Remove | Name of the index variable | device plc.index . |

Associated request for a free SCOL request

Actions J Properties
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Step Action

1 Create a recipe database service.

2 Click the Actions tab.

3 Type the name of the table you want to update (i.e. block1) in the Table name
field.

4 Specify a variable that will represent the action status (i.e. ACTION1) in the

Name of the action status variable field.

Select Database -> PLC in the Action type area.

Select use of a trigger in the Trigger criterion area and select the variable that

will trigger the action by clicking J
You also have to specify the type of event that will trigger the action (i.e. NY).

Select use of an automatic insert request.

Click Add and type tankPressure for the column name. The column name
syntax must comply with the database syntax.

9
Select the corresponding variable (i.e. device.plc.pres1) by clicking J on
the left side of the Variable field.
10 Redo step 8 and 9 to add the values of device.plc.flow1 in the flow1 column.
11 Specify a name for the index of the table and select a variable to store the index

value.

Limitations
Web Designer for FactoryCast HMI only manages a single recipe database service.
The maximum number of tables is 20 per service.
The maximum number of columns is 50 per table.
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Scope of this Chapter

This section describes the embedded website of the TSX ETG 30 module. You
can use the website to configure, diagnose, control and monitor the module.

What’s in this Chapter?
This chapter contains the following sections:

Section Topic Page
6.1 Overview of the Embedded Website 340
6.2 Setup Pages 346
6.3 Diagnostic Pages 362
6.4 Control Pages 386
6.5 Monitoring Pages 392
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6.1 Overview of the Embedded Website

Overview

This section presents the embedded website with factory settings of the

TSX ETG 30¢ module.

What’s in this Section?

This section contains the following topics:

Topic Page
Embedded HTTP Server 341
Home Page for the HTTP Server 344
TSX ETG 30e* Version Page 345

340
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Embedded HTTP Server

Presentation

The TSX ETG 30 module provides as standard an embedded HTTP server with a
predefined factory built-in website. You can use the predefined pages of the website
for module setup and control as well as application diagnostic and monitoring. They
are ‘ready to use’ using a simple Web browser. No configuration or programming are
required. The website is composed of standard Web pages in HTML format and
Java applets for real-time and graphical animations.

NOTE:

e You can display the website either in French or in English. The applets are
displayed in English.

e A Java environment plug-in must be installed on your PC in order to visualize and
to use applets. The recommended Java environment is Java Runtime
Environment (JRE) 1.4.2 or higher from SUN Microsystems (provided in the
CD ROM).

Module functions:

Function TSX ETG 30
Number of browsers connected 16 maximum
Website embedded as standard In the Flash memory
Internal memory reserved for creation of custom pages 32 MB

You can specify where to store the website:

e Flash memory (by default). File path: FLASH1/wwwroot.
e CF card. File path: CFA00/wwwroot.

e USB memory key. File path: USBHD/00/wwwroot.

NOTE:

e At module startup, websites stored on a CF card or a USB memory key will be
launched instead of the default website.

e If your website is located on a USB memory key, the memory key must not be
write protected.

e The TSX ETG 30ee stores DataTables, GraphicScreens and Services
configuration files on the Flash memory of the module.

e You cannot configure Services with the website. Use Web Designer for TSXETG
30ee to configure Services (see page 257).
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Default Web Server Functions
The following functions are available:

e diagnostic:
e Ethernet and Modbus network statistics
e RS232 modem connection statistics and diagnostics via log file
o NTP statistics
e FDR statistics
e MIB upload

e setup:
e security or password modification
e TCP/IP and Modbus parameters configuration
e RS232 modem and telephone parameters configuration
e DNS, NTP and SNMP parameters configuration
e FDR client configuration
e module rebooting

e monitoring:

e reading and editing Modbus device or module data
e monitoring custom graphic pages

HTTP Connections
The following connection rules must be observed:

e 1 connected Internet browser can open 2 connections, and the TSX ETG 30ee
allows a maximum of 32 connections.

e Each HTTP connection closes automatically after one minute of inactivity.

e The connection remains active when passwords are being entered.

This means that up to 16 Internet browsers can be connected to one TSX ETG 30ee
module.
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When the maximum number of HTTP connections is reached, the following screen

is displayed:
@ 503 Service Unavailable - Microsoft Internet Explorer i [
| Eile Ecit View Favorites  Tools 2 n
- . (X ] fat ‘ -
Back Slop Refresh Home Search
| Addess &7 htp:110.10.253.169 Tl Go | Links >
Maximum number of connections has been
exceeded
Please try again later!!!
[
&7 Done I ][ ntemet A
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Home Page for the HTTP Server

Presentation
Use this page to access:

e the Monitoring page,
e the Control page,

e the Diagnostics page,
e the Setup page.

NOTE: On this page you can also choose the language you wish to use to navigate
the various service pages and determine the product version.

Accessing the Home Page

Step Action
1 Open your usual browser.
2 Enter the IP address of the Ethernet module in the address bar.

View of the Home Page

SR FactoryCast'™" TSX ETG 3021

Bl Documentation URL

@

Home

[=] Languages

English
French

(=] Product
Version
About

Web site version : 1.50
@ 2000-2012 Schneider Electric. All Rights Reserved.

NOTE: The Documentation link provides an hyperlink to the documentation on the
Schneider Electric website.
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TSX ETG 30e Version Page

Introduction
This page gives the version of the TSX ETG 30ee you are using and displays a view
of the module and the firmware version.

View of the Version Page

: T™
Sdg}ggg[ FactoryCast' " TSX ETG 302
Home Documentation URL
@ [ Monitoring | Control | _Diagnosties | Mantenance | W
Home GATEWAY STATISTICS
- TSX ETG 3021 V1.50.6
[ Languages 12 Jan 2012 09:16:00
English ETH
French
[=] Product
Version

About

© 2000-2012 Schneider Electric. All Rights Reserved.
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6.2

Setup Pages

Overview

This section describes the pages of the HTTP server used to setup the

TSX ETG 30¢ module.

What’s in this Section?

This section contains the following topics:

Topic Page
Setup Home Page 347
Security Configuration Page 348
Modbus Connection Configuration Page 349
Ethernet Services Configuration Page 350
IP Filtering Page 351
UnitlD Routing Page 353
Modem Link Configuration Page 354
Modem/PPP Security Configuration Page 355
Phone List Configuration Page 356
NAT Configuration Page 357
Stand-by Configuration Page 358
DNS Configuration Page 359
NTP Configuration Page 360
SNMP Function Configuration Page 361

346
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Setup Home Page

Introduction

This page lists the various setup services supported by the default Web server of the
TSX ETG 30e module and provides links for accessing the service you require.

Accessing the Setup Page
Click the Setup link on the home page. Click one of the services offered on the

Setup page.

View of the Setup Page

S5zl FactoryCast™ TSX ETG 30

Setup
Setup

Security
Modbus
IP Configuration
IP Filtering
UnitiD Routing
=|Modem

Configuration
urity

Phone list

Web site version : 1.50
SNuP © 2000-2012 Schneider Electric. All Rights Reserved.
To access the service you require, click one of the following links:
Security to configure user names or passwords.
Modbus to configure the Modbus serial connection.
IP Configuration to set up the IP service.
IP Filtering to configure the access rights of the IP service.
UnitlD Routing to configure the Modbus UnitID service.
Modem to configure the modem service and its security. Several setup links are
available under the Modem link: Configuration, PPP Security, Phone list, NAT
and Stand-by.
DNS to configure the DNS service.
NTP to configure the NTP service.
e SNMP to configure the SNMP service.
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Security Configuration Page

Introduction

Use this page to change the different passwords (see page 79) of the TSX ETG 30ee

module.

NOTE: Write access is controlled by a password (Security) whose default value is

USER.

Accessing the Security Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the Security link on the setup page.

View of the Security Configuration page

HTTP Password HTTP
Configuration Password |Configuration
Data Password

348
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Modbus Connection Configuration Page

Introduction

Accessing the Modbus Configuration Page

Use this page to configure the Modbus function for the TSX ETG 30¢ module.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The contents of this page are described in more detail in Configuration Parameters
for the Modbus Link, page 99.

Step Action
1 Click the Setup link on the Home page.
2 Click the Modbus link on the setup page.

View of the Modbus Configuration page

Serial line
Baud rate 19200 v
Transmission mode | MODBUS RTU
Data bits 8
Parity NONE -
Stop bits 1 -
Delay before new request (ms) 4 %
Response timeout (ms) 3000 %
Enable broadcast D
Apply ‘ ‘ Undo ‘
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Ethernet Services Configuration Page

Introduction

Use this page to configure Ethernet services for the TSX ETG 30 module.

NOTE: Write access is controlled by a password (Security) whose default value is

USER.

The contents of this page are described in more detail in Configuration Parameters

for TCP/IP Services, page 121.

Accessing the IP Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the IP configuration link on the setup page.

View of the IP Configuration page

Ethernet parameters

Ethernet frame format ‘Ethemet 1l

Link speed and duplex ‘100-FD-Auto

O Served from MAC address
O Served from device name

@ Local

IP parameters

IP address 10 /10 ||253 .|169
Subnet mask 255 |0 .|0 .0
Default gateway |0 HO HO HO |
FDR parameters
Device name
Replication period (mn)
Apply ‘ ‘ Undo
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IP Filtering Page

Introduction

Use this page to configure the IP filtering service for the TSX ETG 30 module.

Use this page to:

e Configure the number of connections that can be opened by the module.

e Activate an access control service.

e Enter the remote devices which can connect to the module, depending on
whether a mono- or multi-connection communication protocol is used.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The contents of this page are described in more detail in IP Filtering Configuration
(see page 123).

NOTE: This function filters only the TCP Modbus communication on the 502 port
(not http, ftp,...).

Accessing the IP Filtering Page

Step Action
1 Click the Setup link on the Home page.
2 Click the IP filtering link on the Setup page.
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View of the IP Filtering page

Access control

‘ IP address

Access Mode
1 10.10.0.1 MULTI v |a
2 10.10.0.2 MULTI v |=
5 10.10.0.3 Ll MONO -
4 10.10.0.4 MULTI -
5 MULTI v
6 MULTI -
7 MULTI -
8 MULTI v
9 MULTI -
10 MULTI v -
Apply ‘ ‘ Undo
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UnitlD Routing Page

Introduction

Use this page to configure the Modbus UnitID Routing function for the
TSX ETG 30e module. With the Modbus UnitID Routing function, the computer
connected to the Internet can access the remote device.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The contents of this page are described in more detail in Modbus UnitID Routing
Configuration (see page 194) page.

Accessing the UnitlD Routing Page

Step Action
1 Click the Setup link on the Home page.
2 Click the UnitlD Routing link on the Setup page.

View of the UnitlD Routing page

Source UnitlD Destination IP address Destin. UnitiD
1101 139.168.10.20 255 A
2 (102 139.168.10.23 255 .
3 (103 139.168.10.24 255
4
5
6 v

oo | [ oo |
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Modem Link Configuration Page

Introduction
Use this page to configure the modem services for the TSX ETG 30¢e module.

NOTE: Write access is controlled by a password (Security) with the default value
USER.

The contents of this page are described in more detail in Configuring the PSTN,
GSM, or External Modem, page 157.

Accessing the Modem Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the Modem link on the setup page.

NOTE: Type the PIN code of the SIM card carefully: if you supply an incorrect PIN
code 3 times, the SIM card is locked. If this happens, call your service provider to
unlock it.
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Modem/PPP Security Configuration Page

Introduction
Use this page to configure the modem PPP Security services for the TSX ETG 30ee
module. This service enables limited access to the module services to authorized
devices.
NOTE: Write access is controlled by a password (Security) whose default value is
USER.
The content of this page is described in more detail in Configuring the PSTN, GSM
or external modem (see page 174).

Accessing the PPP Security Page

Step Action
1 Click the Setup link on the Home page.
2 Click the PPP Security link on the Setup page.

View of the PPP Security Page

IP control enable

From IP address To IP address

1/62.44.4.0 62.44.1.255 ~

2 |80.10.23.100 80.10.23.100 |

3 |62.117.0.0 62.117.255.255

4 v

[] vPN enable
Remote add. Pre shared key Mode Remote LAN| Subnet mask | ETG client...
- v A_
- v N
Apply l [ Undo

© 2000-2009 Schneider Electric. All Rights Reserved.
NOTE: Only one type of security can be selected at the same time. The unselected
table is grayed out.
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Phone List Configuration Page

Introduction

Use this page to configure the phone services for the TSX ETG 30¢* module. This
service enable you to limit access to the module services to authorized devices.

NOTE: Write access is controlled by a password (Security) whose default value is

USER.

The contents of this page are described in more detail in Phone List Configuration
(see page 216).

Accessing the Phone List Configuration Page

Step

Action

1

Click the Setup link on the Home page.

2

Click the Phone list link on the Setup page.

View of the Phone List Configuration Page

Client: Local PPP Address

Q Served O Fixed @ TCP/IP address
Phone Number
| Phone number Destination ‘ User Password

90493653068 1010011 USER e | 5
0651936569 1010.012 USER e E
2601 10.10.0.13 USER o

0493653726 10.10.0.14 USER o

0492382668 10.10.0.15 USER o

7= 30 =R IRV = B S, I SN I OU R Y

=}
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NAT Configuration Page

Introduction

Use this page to configure the NAT service for the TSX ETG 302 module. This
service enables limited access to the module services available to authorized
devices only.

NOTE: Write access is controlled by a password (Security) with the default value

USER.

The contents of this page are described in more detail in NAT on Port Configuration
Page (see page 188).

Accessing the NAT Configuration Page

Step

Action

1

Click the Setup link on the Home page.

2

Click the NAT link on the Setup page.

View of the NAT Configuration Page

Enable

Protocol Source Port Destination Address Destin. Port
1 [TCP w (5502 139.158.20.23 502 L)
2 |[TCP w (5080 139.158.20.23 80
3 |TCP w (6502 139.158.20.24 502
4 -
5 v
6 v
7 v
8 v
9 -
10 v ~

G (o)
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Stand-by Configuration Page

Introduction

Use this page to configure the Stand-by service for the TSX ETG 302¢ module. This
service enables limited access to the module services available to authorized

devices only.

NOTE: Write access is controlled by a password (Security) with the default value

USER.

The content of this page are described in more detail in Stand-by Configuration

(see page 226).

Accessing the Stand-by Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the Stand-by link on the Setup page.

View of the Stand-by Configuration Page

Enable

Primary | ETHERNET | Backup | INTERNAL MODEM |

Monitoring period IE] Switch back to Ethernet
Nb of Retry

IP address ping | 92.123.45.10 |
D Http Get address | ‘
D Ethernet port 1 |:| Ethernet port 2

[ ] GPRS attachment check Monitoring period 1h v |

[ Apply ] [ Undo ]
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DNS Configuration Page

Introduction
Use this page to configure the DNS service for the TSX ETG 30¢* module.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The contents of this page are described in more detail in DNS Service Configuration,
page 236.

Accessing the DNS Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the DNS link on the setup page.

View of the DNS Configuration page

DNS Servers

Domain Name Server I:H:H:H:l

Domain Name

Domain Name ‘ ‘

| Apply ‘ | Undo
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NTP Configuration Page

Introduction

Use this page to configure the NTP service for the TSX ETG 30esmodule. Once
activated, the date and time are provided to the TSX ETG 30¢e by a date time server
(NTP server) over a TCP/IP link.

NOTE: Write access is controlled by a password (Security) whose default value is

USER.

The contents of this page are described in more detail in NTP Service Configuration,

page 239.

Accessing the NTP Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the NTP link on the setup page.

View of the NTP Configuration page

NTP Server Parameters

Primary NTP server |

Secondary NTP server |
Polling periced (s) |10

Time Zone

“(GMT+01:00)Romance Standard Time[Amsterdam CopenHagen Madrid Paris \fmiusﬂ

| Automatically adjust clock for daylight saving change

Apply

Undo
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SNMP Function Configuration Page

Introduction
Use this page to configure the SNMP function for the TSX ETG 30¢* module.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The contents of this page are described in more detail in SNMP Service
Configuration, page 244.

Accessing the SNMP Configuration Page

Step Action
1 Click the Setup link on the Home page.
2 Click the SNMP link on the setup page.

View of the SNMP Configuration page

IP address managers
Manager 1 |10.10.0.20 ‘
Manager 2 |10.10.0.50 \

Agent

System location ‘servers room ‘

System contact ‘admin@schneider.com ‘

Community names
Read-Write ‘public ‘

Read-Only ‘PUb”C ‘
Trap ‘public ‘

Enable authentification failure trap

Apply ‘ ‘ Undo |
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6.3

Diagnostic Pages

Overview

This section describes the diagnostic pages of the TSX ETG 30e* module.

What’s in this Section?

This section contains the following topics:

Topic Page
Diagnostics Home Page 363
Gateway Statistics Page 365
Ethernet Statistics Page 366
Modbus Statistics Page 368
PPP/Modem Statistics Page 370
PPP/Modem Log File Page 374
PPP/Modem VPN Page 376
PPP/Modem Stand-by Page 378
FDR (Device Replacement) Statistics Page 380
NTP Statistics Page 382
MIB Upload Page 384
Device Explorer Page 385

362
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Diagnostics Home Page

Home Page
This page lists the various diagnostic services supported by the Web server of the
TSX ETG 30e module and provides links for accessing the service you require.
Accessing the Diagnostics Page
Click the link on the Home page. Click one of the services offered on the
Diagnostics home page.

View of the Diagnostics Home Page

Schneider FactoryCastTM TSX ETG 3021

lectric
Documentahon

IS I Disrastcs

Diagnostics
Gateway Stalistics

[=] Ethernet Statistics
Global
Port

[=IModbus Statistics
Serial Line
TCPfIP Messaging

[=IPPP Modem
Statistics
Log File
VPN
Stand-by

FDR Statistics
NTP

MIB Upload Web site version : 1.50

Device Explorer © 2000-2012 Schneider Electric. All Rights Reserved.

To access the service you require, click one of the following links:

e Gateway Statistics: To find out about managing the diagnostics counters for
gateway communications.

e Ethernet Statistics: To find out about managing the diagnostics counters for
Ethernet communications.

e Modbus Statistics: To find out about managing timeout and CRC Modbus
message diagnostics counters.
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e PPP Modem: To provide information about PPP communication. Several
information are available under the PPP Modem link: Statistics, Log File, VPN
and Stand-by.

e FDR Statistics: To find out about managing the diagnostic parameters and
counters for the FDR service.

e NTP: To find out about managing the diagnostics counters for the NTP
communication.

e MIB Upload: To load the MIB from the module to the PC.

e Device Explorer: To provide status and diagnostic information about the devices
connected to the module.
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Gateway Statistics Page

Introduction

The Gateway Statistics page displays a view of the led indicators as well as the
current date and time of the module. It provides a first level diagnostic.

Accessing the Gateway Statistics Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the Gateway statistics link on the Diagnostics page.

View of the Gateway Statistics Page

Rl FactoryCast™ TSX ETG 3021

Electric ; 4
Home  Documentation
@ B IR Dot
Diagnostics GATEWAY STATISTICS

Galeway Statistics

= TSX ETG 3021 V1.50.6
=] Ethernet Statistics

Giloh.
s 12 Jan 2012 11:23:37
Port

EModbus Statistics
Serial Line

TCPIP Messaging

[=IPPPIModem
Statistics

Log File

Com
FDR Statistics ov
NTP
MIB Upload

© 2000-2012 Schneider Electric. All Rights Reserved.
Device Explorer

The following table describes the elements of the gateway statistics page:

Element Description

Date and time | Indicate the current date and time of the module.

Led Display a view of the module LED indicators (see page 68).
1/0 board Display the status of the I/O board (not available for the

TSX ETG 3000).
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Ethernet Statistics Page

Introduction
This page provides statistics about the Ethernet network.

Accessing the Ethernet Statistics Pages Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the Ethernet Statistics link on the Diagnostics page.
3 e Click the Global link on the Diagnostics page to see general statistics
about the Ethernet link.
e Click the Port link on the Diagnostics page to see port statistics.

View of the Global Ethernet Statistics

TCP/IP parameters Receive statistics
IP address [10.10.253.169 Frame received
Subnet mask [255.0.0.0 Transmit statistics
Default gateway [0.0.0.0 Frame transmitted

Ethernet parameters
MAC address [00-80-F4-01-FD-A9 |

Reset counters

The following table describes the elements of the gateway statistics page:

Element Description

TCP/IP Display the IP address, subnet mask and default gateway address of the
parameters module.

Ethernet Display the MAC address of the module.

parameters

Receive Indicate the number of cf frames correctly received via Ethernet by the
statistics TSX ETG 30ee.

Transmit Indicate the number of frames correctly transmitted via Ethernet by the
statistics TSX ETG 30ee.

Reset counters | Set all the counters to 0.
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View of the Ethernet Port Statistics

| Port Number |1 | Link
Link status
Transmit statistics Received statistics

Frames ransmited O O | | Framesreceived OK [0

| Port Number |2 | Link
Link status|100BaseTX-FD link up
Transmit statistics Received statistics
Frames transmitted OK Frames received OK

The following table describes the elements of the Ethernet ports statistics page:

Element Description

Port number This page shows Ethernet ports statistics for 2 ports.

Link Display the status of the Ethernet link.

Received Indicate the number of frame received via Ethernet by the TSX ETG 30e®
statistics without error.

Transmit Indicate the number of frame transmit via Ethernet by the TSX ETG 30
statistics without error.

Reset counters | Set all the counters to 0.
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Modbus Statistics Page

Introduction
This page provides statistics about the Modbus network.

Accessing the Modbus Statistics Pages

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the Modbus statistics link on the diagnostics page.
3 e Click the Serial line link on the diagnostics page to see general statistics

about the serial link.
o Click the TCP/IP messaging link on the diagnostics page to see Modbus
messaging statistics.

View of the Serial Line Statistics Page

Low-level statistics

Sent frames
Received frames
cRoetors &

Application-level statistics

Timeouts errors

The following table describes the elements of the serial line statistics page:

Element ‘ Description

Low-level statistics

Sent frames Number of frames sent via the serial line.
Received frames Number of frames received via the serial line.
CRC detected errors Number of responses received with CRC detected errors.

Application-level statistics

Timeout detected errors Number of Modbus requests received with no response.

Reset Set all the counters to 0.
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View of the TCP/IP Messaging Statistics Page

TCP Connection

Max TCP connections Opened TCP connections |0 |

Inbound / Outhound statistics

Received Modbus msg [0 |
Sent Modbus msg [0

Connection | Remote IP addr | Remote Port |Local Port | Sent Msg |Received Msg | Errors Sent

Connection table

]

=

Reset counters

The following table describes the elements of the TCP/IP messaging statistics page:

Element

Description

TCP connection

Indicate the maximum TCP connections that can be opened at the same
time.

Inbound / Outbound statistics

Opened TCP
connections

Number of opened TCP connections.

Received Modbus
msg

Number of Modbus messages received by the module.

Sent Modbus msg

Number of Modbus messages sent by the module.

Connection table

This table displays connection information for all the remote devices
connected to the module.

Reset counters

Set all the counters to 0.
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PPP/Modem Statistics Page

Introduction
This page provides information about the PPP/Modem Statistics page.

Accessing the PPP/Modem Statistics Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the PPP/Modem link on the Diagnostics page.
3 Click the Statistics link on the diagnostics page to see general statistics about
the PPP modem connection.

View of the PPP/Modem Statistics Page
If you are using a TSX ETG 3000 or a TSX ETG 3010 module, the PPP/Modem
Statistics page looks like this:

Modem INTERNAL Connections accepted 4
o Cunnad:n IMACTIVE Client
e Pt Connections opened CK |0
IP address | Connections opened error |0
Local PPP address Connections closed CK |0
Remate PPP address Connections closed error |0
Received Transmitted
Frames received |0 Frames transmitted 0
Reset counters
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If you are using a TSX ETG 302 module with GSM, the PPP/Modem statistics page

looks like this:

o status ﬁ
Modem [INTERNAL Connections accepted [0 |

Connection INACTIVE

Local PPP address |
Remote PPP address |

Connections opened OK |:I
Connections opened error 0

Connections closed OK [_—
Connections closed error 0 |

Frames r d 0

Frames transmitted 0 L

e e
SIM card INSERTED
Pincode OK
Operator Orange F |

Signal level (0..100%) [ [ ]

If you are using a TSX ETG 302¢ module
page looks like this:

with GPRS, the PPP/Modem statistics

e staws
Modem [INTERNAL

Connection
Phone number (GPRS [ 3G+

[ IPaddress |
Local PPP address |10.10.20.100
Remote PPP address

Frames received

SIM card
Pincode [ ]
Operator
Signal level (0..100%)

Connectionsopened OK 1|
Connections opened error (0|
Connectionsclosed OK 1]
Connections closederror (0 |

Frames t itted [211 |
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The following table describes the standard elements of the PPP/Modem statistics

page:

Element Description

Status

Modem Indicate the status of the modem connection.
Link Indicate the status of the PPP link.

Phone number

Indicate the status of the telephone connection (if you are
using GPRS, this field is hidden).

IP address

Local PPP address

PPP IP address of the local connection (module). If the
PPP connection is closed IP=blank.

Remote IP address

PPP IP address of the remote connection. If the PPP
connection is closed IP=blank.
If you are using GPRS, this field is set to GPRS Network.

Received

Frames received

‘ Number of frames received through the PPP/modem link.

Server

Connections accepted

‘ Number of connections accepted by the server.

Client

Open connection OK

Number of PPP connections correctly opened.

Open connection detected
error

Number of PPP client connections opened with anomalies
(IP address detected error, no response from modem, line
busy, etc.).

Close connection OK

Number of PPP connections correctly closed.

Close connection detected
error

Number of PPP client connections closed with anomalies
(IP address detected error, no response from modem, line
busy, etc.).

Transmitted

Frames transmitted

Number of frames sent through the PPP/Modem
connection.
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The following table describes the GSM/GPRS specific elements of the PPP/Modem

statistics page:

Element

Description

GSM

SIM card

Status of the SIM card:

INSERTED: the SIM card is inserted.

NOT INSERTED: the SIM card is not inserted or not
inserted properly.

BLOCKED: the SIM card has been locked due to 3
incorrect PIN code attempts (see note below the table).

PIN code

Status of the PIN code authentication:

NOT ATTEMPTED: the SIM card is not inserted or the
SIM card is locked due to authentication anomalies (see
note below the table).

FAILED X TIME: the PIN code authentication failed X
times (see note below the table).

OK: the PIN code supplied is OK.

Operator

Name of the telephone operator.

Signal level (0...100%)

Strength of the telephone signal.

NOTE: Type the PIN code of SIM card carefully. If you supply an incorrect PIN code
3 times, the SIM card is locked. If this happens, call your GSM service provider to

unlock it.

35014556 03/2012

373




Embedded Website

PPP/Modem Log File Page

Introduction

This page provides information about the PPP/Modem Log File page.

Accessing the PPP/Modem Log File Page

Step

Action

1

Click the Diagnostics link on the Home page.

2

Click the PPP/Modem link on the Diagnostics page.

3

Click the Log file link to display a text file showing the last Hayes commands
of the modem.

View of the Log File Page

The log file lists the last 500 Hayes commands made by the modem as well as
information about the PPP link status.

[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May
[04 May

2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007

100 ] modem:
: 00 ]modem:
100 moderm:
: 00 ]modem:
: 00 ] modem:
:01]modem:
: 01 ]modem:
101 modem:
i 0l ]modem:
101 modem:
1 02 Jmodern:
102 Jmodern:
102 modem:
102 Jmodern:
102 modem:
103 Jmodern:
103 modem:

command = AT&F

response = AT&F

regponse = 0K

command = ATE1&D250=1+CMEE=1
response = ATE1&D250=1+CMEE=1
response = OK

command = AT+IFC=0,10
response = AT+IFC=0,0
response = CK

command = AT+CICE=0

response = AT+CICB=0
response = OK

command = AT+CPIN?

response = AT+CPIN?

response = +CPIN:SIM PIN

PEEEE Rtk
PrRER KRR F A F AL H KA K Eh R h K

The following table describes the main messages concerning the status of the PPP
connection:

Message

Meaning

Modem absent

The module cannot detect the external modem.

Modem connection configured

The modem is well configured.

Direct cable connection configured

The direct cable connection is well configured.

@IP

Connection Server: IP Remote Address

Server type connection followed by the remote
IP address.
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Message

Meaning

Connection Server: IP Local Address
@IP

Server type connection followed by the local IP
address.

Connection Server: Established

The server connection is ready.

Connection Server: Disconnect

The server is disconnected.

Dial xxxxxx

The modem dials the xxxxxx phone number.

Connection Client: Error

Client connection is inoperative.

Connection Client: IP Remote Address
@IP

Client type connection followed by the remote IP
address.

Connection Client: IP Local Address @IP

Client type connection followed by the local IP
address.

Connection Client: Established

The client connection is ready.

Connection Client: Disconnected

The client is disconnected.

PPP Link Down

The PPP link is down, PPP layer stopped.
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PPP/Modem VPN Page

Introduction
This page provides information about the PPP/Modem VPN Page.

Accessing the PPP/Modem VPN Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the PPP/Modem link on the Diagnostics page.
3 Click the VPN link to display the current VPN configuration.

View of the VPN Page
The PPP/Modem VPN page looks like this:

VPN Connections

Remote address Mode ETG client encryption State Frames received Frames sent

N[l AW =

8
The following table describes the standard elements of the PPP/Modem VPN page:

Text Description

VPN Connections

Remote address Indicates the remote IP address of the remote host (module, PC or
remote network).

Mode Indicates if transport or tunnel mode is used.

ETG client encryption | Indicates the encryption protocol used for the connection:
o None: AH

o Medium: ESP (DES)

e High: ESP (3DES)

State Indicate the state of the tunnel. The state of the VPN tunel can be:
e Close
e Open
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Text

Description

Frame received

Number of frame received.

Frame sent

Number of frame sent.

35014556 03/2012
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PPP/Modem Stand-by Page

Introduction
This page provides statistics about the PPP/Modem Stand-by page.

Accessing the PPP/Modem Stand-by Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the PPP/Modem link on the Diagnostics page.
3 Click the Stand-by link to display the current configuration of the remote
connection availability service.

View of the PPP/Modem Stand-by Page
The PPP/Modem Stand-by page looks like this:

Status | RUNNING |‘ lnk | INTERNALMODEM |
Switch 1 |
Date time last switch | 07 Jan 2000 23:24:32 |

Checking OK secondary link [E
Checking error secondary link @
Date time last checking error I:]

| Reset counters I

The following table describes the standard elements of the PPP/Modem Stand-by
Diagnostics page:

Text ‘ Description

Normal/Backup status

Status ‘ Indicates the connection state: RUNNING or DISABLE

Active connection

Link Indicates which communication link is currently used:
ETHERNET or MODEM.
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Text Description

Switch statistics

Switch Indicates the number of time the communication is
switched between primary and secondary link.

Date time last switch Indicates when the last communication switch occurred.

Secondary link statistics

Checking OK secondary link | Indicates the number of time the secondary link is checked
and available.

Checking error secondary Indicates the number of time the secondary link is checked
link and not available.

Date time last checking error | Indicates the time when the last secondary link
unavailability occurred.
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FDR (Device Replacement) Statistics Page

Introduction

Use this page to perform diagnostics on the FDR function.

Accessing the FDR Statistics Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the FDR statistics link on the Diagnostics page.

View of the FDR Statistics Page

Device name

Status

DHCP attempt

Device parameter saved

Global diagnostics

Total O Total 0
Automatic 0 Automatic 0
User 0 User 0
'Delete diagnostics
Total O

FTP connections error 0
UMCONFIGURED FTP backup restare errar 0

0

Reset counters

The following table describes the elements of the FDR statistics page:

Text

Description

Global diagnostics

Device name

Name associated to the TSX ETG 30ee.

Status Indicate the status of the FDR function:
e Starting, Running, Stopped, Error.
DHCP attempt Total number of DHCP tries.

Device parameters saved

Parameters saved on server:
® Yes, No.

This information is only relevant if the FDR function is
enabled.
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Text

Description

Backup diagnostics

Total Total number of successful backups of the TSX ETG 30
configuration to the server.

Automatic Total number of successful automatic backups of the
TSX ETG 30ee configuration to the server.

User Total number of successful backups of the TSX ETG 30ee

configuration to the server, initiated by the user by means of
the Force Backup button on the FDR Client page
(see page 389).

Delete diagnostics

Total

Total number of backup configuration deleted on the server.

FTP

FTPConnections Errors

Number of failed FTP connections in FDR mode. This
counter shows FTP detected errors other than configuration
file write or read detected errors.

FTP Backup/Restore Errors

Number of inoperative configuration files backup or restore
attempts by FTP in FDR mode.

Restore diagnostics

Total Total number of successful restoration of the TSX ETG 30ee
configuration.

Automatic Total number of successful automatic restoration of the
TSX ETG 30e configuration.

User Total number of successful restoration of the TSX ETG 30ee

configuration, initiated by the user by means of the Force
Restore button on the FDR Client (see page 389) page.

Reset Counters

Click the Reset counters button to set all the counters to 0.
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NTP Statistics Page

Introduction
Use this page to view NTP statistics.

Accessing the NTP Statistics Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the NTP link on the diagnostics page.

View of the NTP Statistics Page

Status | IDLE |

Linked to NTP server D

Server ||

NTP requests @
NTP responses 0

NTPerors @ |
astewor [ |

Date

.~ NTPDateand Time
Time

DST status

Time zone |(GMT+01:OD)Romance Standard Time[Amsterdam CopenHagen Madrid Paris Vilnius] |

‘ Reset counters
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The following table describes the elements of the NTP statistics page:

Text

Description

NTP Status

Indicates the status of the NTP service:

unconfigured,
configured.

NTP server status

Indicates the status of the NTP server:
o OKiif the link is available,
o NOK if the link is not available.

Indicates the NTP servers available

o NONE if there is no server,

o PRIMARY give the name of the primary NTP
server,

o SECONDARY give the name of the secondary
NTP server.

NTP request statistics

Number of requests to the NTP server.
Number of detected errors.

Number of responses from the NTP server.
Last detected error.

NTP date and time

DST status: daylight saving time can be configured
automatically or not

Date: format Day Month Year.

Time: format Hour Minute Second.

Time zone

Name of the zone: GMT +/- X.

Reset Counters

Set all the counters to 0.
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MIB Upload Page

Presentation

Use this page to upload the MIB of the TSX ETG 30ee to a PC connected to the
module.
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Device Explorer Page

Introduction

This page enables you to access statistics on the devices connected to the module.

The content of these pages are described in more detail in the Device Explorer
section.

Accessing the Device Explorer Page

Step Action
1 Click the Diagnostics link on the Home page.
2 Click the Device Explorer link on the Diagnostics page.

View of the Device Explorer Page

SEEERY FactoryCast' TSX ETG 3021

Home  Documentation

URL

@ Disgnosics | I
Diagnostics DEVICE EXPLORER

. = 5s
Gateway Statistics -
(=) Ethernet Statistics

Global

Port
(I Modbus Statistics

Serial Line

TCP/IP Messaging

[=IPPP/Modem
Statistics

Log File

VPN

Stand-by

Statistics

NTP

MIB Upload ﬁ—
a2 P08C ... WAnimation Started
Device Explorer

©2000-2009 Schneider Electric. All Rights Reserved.
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6.4 Control Pages

Overview
This section describes the control pages of the TSX ETG 30 module.

What’s in this Section?
This section contains the following topics:

Topic Page
Control Home Page 387
Reboot Page 388
FDR Command Page 389
Date and Time Page 390
Port 502 Forwarding Control Page 391
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Control Home Page

Introduction

This page lists the control services supported by the web server of the
TSX ETG 30° module and provides links for accessing the services you require.

Accessing the Control Page

Click Control. The various services are displayed on the left menu of the page.

View of the Control Page

£1]

Control
-Rc-hccl
-I-'DR Command
Local dateftime

Port 502 Forwarding

SNCELY FactoryCast™ TSX ETG 302

Home  Documentation URL

Contl

Web site version : 1.50

© 2000-2012 Schneider Electric. All Rights Reserved.

To access the service you require, click one of the links.

Reboot to access the page for initializing TSX ETG 30 module.

FDR command to retrieve IP, Modbus, SNMP and email configurations.
Local date/time to manually set the date/time of the module.

Port 502 Forwarding to manually set the Port 502 Forwarding function.

35014556 03/2012

387



Embedded Website

Reboot Page

Introduction

Use this page to initialize the TSX ETG 30e module. The module must be initialized
(rebooted) in order for new configuration parameters to take effect. All connections
are interrupted when the module is rebooted.

NOTE:

e Write access is controlled by a password (Security) whose default value is
USER.

e All local registers are reset to initial values on module reboot.

Accessing the Reboot Page

Step Action
1 Click the Control link on the Home page.
2 Click the Reboot link on the Control page.

View of the Reboot Page

SNCELY FactoryCast™ TSX ETG 302

C

Home  Documentation URL
@ Coniol

Control REBOOT
Reboot

Integrated outputs are maintained during the reboot
FDR Command

Local dateltime

Port 502 Forwarding

© 2000-2009 Schneider Electric. All Rights Reserved.
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FDR Command Page

Introduction

Use this page to configure the TSX ETG 30¢ module as a FDR client.
NOTE: Write access is controlled by a password (Security) whose default value is

USER.

The contents of this page are described in more detail in Configuring the PSTN,
GSM, or External Modem, page 157.

Accessing the FDR Command Page

Step

Action

1

Click the Control link on the Home page.

2

Click the FDR Command link on the control page.

View of the FDR Command Page

Force Restore (server to module)
Force Backup (module to server)

Delete file

To access the service you require, click one of the links.

e Restore: forces the TSX ETG 30ee to retrieve the configuration from the server.
e Backup: forces the TSX ETG 30ee to save its configuration to the server.

e Delete: delete a configuration file on the server.
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Date and Time Page

Introduction
Use this page to manually set the date and time of the TSX ETG 30¢* module.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

Accessing the Local Date/Time Page

Step Action
1 Click the Control link on the Home page.
2 Click the Local date/time link on the control page.

View of the Local Date/Time Applet

Date
o [2] [December -| 2007 |%]

Time
e [2]:[45 2] s [2]

| Apply || Undo |
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Port 502 Forwarding Control Page

Introduction

Use this page to manually set the Port 502 Forwarding function of the
TSX ETG 30ee module.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

The content of this page are described in more details in Port 502 Forwarding
Configuration (see page 197).

Accessing the Port 502 Forwarding Page

Step Action
1 Click the Control link on the Home page.
2 Click the Port 502 Forwarding link on the Control page.

View of the Port 502 Forwarding Applet

Remote device
IP address | 139 158 20 6 : Port 502 (TCP)
Apply ] [ Undo

Activating the Port 502 Forwarding Function

Step Action
1 Enter the IP address of the remote device you want to access in the
IP address field.
2 Click the Apply button on the Port 502 Forwarding Control page.

NOTE: To de-activate the Port 502 Forwarding function, empty the IP address field
from the Port 502 Forwarding Control page.
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6.5 Monitoring Pages

Overview
This section describes the monitoring pages of the TSX ETG 30 module.

What’s in this Section?
This section contains the following topics:

Topic Page
Monitoring Home Page 393
Data Editor Page 394
Data Editor Lite Page 395
Graphic Editor page 396
Graphic Viewer Page 397
Custom Pages 398
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Monitoring Home Page

Introduction

This page lists the various monitoring services supported by the Web server of the
TSX ETG 30e module and provides links for accessing the services you require.

Accessing the Monitoring Page

Click Monitoring. The vertical menu on the left of the page displays links to the
monitoring services.

View of the Monitoring Page

Schneider FactoryCastTM TSX ETG 3021

(C1] Monitoring
Monitoring

Data Editor
Data Editor Lite
Graphic Editor

| Graphic Viewer

[=] Custom Pages

with password
without password

Web site version : 1.50

© 2000-2012 Schneider Electric. All Rights Reserved.

To access the service you require, click one of the following links:

e Data Editor to create and display data monitoring tables. It provides read/write
access to application or Modbus equipment variables.

e Data Editor Lite to access data tables created by the user with the data editor.

e Graphic Editor to edit graphical screens for monitoring. It provides read/write
access to application or Modbus equipment variables.

e Graphic Viewer to display graphical screens for monitoring. It provides
read/write access to application or Modbus equipment variables.

e Custom Pages with password to view user defined pages (accessible with
password).

e Custom Pages without password to view user defined pages (accessible to
all).
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Data Editor Page

Introduction

Use this page to display data tables created by Web Designer software or to edit /
create data tables. Data tables give read/write access to application data and
devices registers. Write access is password protected.

The contents of this page are described in more detail in the Data Editor section
(see page 412).

Accessing the Data Editor Page

Step

Action

1

Click the Monitoring link on the Home page.

2

Click the Data Editor link on the monitoring page.

View of the Data Editor Page

‘ ‘ ‘ @ Rate 500 IP address

1010.234.18

Symbol | Address | Data type \ Value \

Farmat | Status

Empty

i [

4]
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Data Editor Lite Page

Introduction

Data Editor Lite is a compact version of Data Editor that is faster to download,
especially for use over a dialup connection. It provides the same interface than the
standard Data Editor but with some restrictions on accessible data type.

The contents of this page are described in more detail in the Data Editor Lite section
(see page 412).

Accessing the Data Editor Lite Page

Step Action
1 Click the Monitoring link on the Home page.
2 Click the Data Editor Lite link on the monitoring page.

View of the Data Editor Lite Page

ISHCHIEN

"= @ Rele 500 Paddess  [101023418

r—
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Graphic Editor page

Introduction
Use this page to display graphical screens created with Web Designer software or
to edit/create graphical screens. Graphical screens give read/write access to
application data and devices registers. Write access is password protected.
The contents of this page are described in more detail in Overview of the Graphic
Editor (see page 423).

Accessing the Graphic Editor Page

Step Action
1 Click the Monitoring link on the Home page.
2 Click the Graphic Editor link on the monitoring page.

View of the Graphic Editor Page

Test j Save H Delete H Edit H Password H

L

g 100 27 182

50
, (A -

4] 12y
Password accepted J
>
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Graphic Viewer Page

Introduction

Use this page to display graphical screens created with Web Designer software.

Graphical screens give read/write access to application data and devices registers

Write access is password protected.
The contents of this page are described in more detail in Overview of the Graphic

Viewer (see page 469).

Accessing the Graphic Viewer Page

Step

Action

1

Click the Monitoring link on the Home page.

2

Click the Graphic Viewer link on the monitoring page.

View of the Graphic Viewer Page

Test j Password...

0 100

4

27 182

50
: @wo m

Password accepled
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Custom Pages

Introduction

This page gives access to pages created by the user with FrontPage or similar
programs. They allow you to view your data in a custom format which may be more
suited to your application.

NOTE: These pages can be accessible to all users (pages without password) or
restricted (with password).

The Creating Custom Pages (see page 471) chapter provides information about
creating and transferring pages.

Accessing the Custom Pages

Step Action
1 Click the Monitoring link on the Home page.
2 e Click the Custom Pages with Password link on the monitoring page to

create password protected pages.
® Click the Custom Pages without Password link on the monitoring page to
create pages accessible to all users.

View of a Custom Page

LiveBeanApplet

Slider Indicator

65535 0 65535
| | | |

LiveHorizontalSlider LiveHorizontallndicator

LiveLabelApplet

Data 1 slave 255: 37535 unit
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Overview

This chapter describes the Data and Graphic Editors Java applets that enable you
to create either dynamic data tables or dynamic graphic displays. Both editors are

dynamically updated with run-time data from the PLC.

What'’s in this Chapter?
This chapter contains the following sections:

Section Topic Page
7.1 Data Editor 400
7.2 Data Editor Lite 412
7.3 Pocket Data Editor 414
7.4 Graphic Editor 422
7.5 Graphic Viewer 469

35014556 03/2012
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7.1

Data Editor

Overview

The Data Editor allows you to edit/create data monitoring tables or to display data
tables. Data tables provide read/write access to application data and device
registers. Write access is password protected.

Allowing write access can change system behavior.

A WARNING

UNINTENDED SYSTEM OPERATION

e Protect the access to writable variables by configuring passwords.
e Grant write access only to trained personnel.
e Do not grant write access to critical control variables.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

This section shows how to use the Data Editor to display and modify the values of
the symbol variables and direct addresses.

What’s in this Section?

This section contains the following topics:

Topic Page
Data Editor 401
Creating a Data Template 403
Data Editor Spreadsheet 404
Inserting Symbol Variables in a Data Table 406
Inserting Direct Addresses in a table 407
Modifying Data Values in a Data Template 408
Saving a Data Template 410
Using an Existing Data Template 411

400
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Data Editor

Presentation
This section describes the functions and the characteristics of the Data Editor.

Elements of Data Editor

s EES = Ree Paddress  [130.160234 18

Emply Symbol [ UnitId T Address TDala type T Veue [Formal [ Sldus L
: i
3
4 ‘ UL ‘ ‘ L4
smbol [ ] owwe [ ]
pidess[ ] 1 T E—
4 ype
Format [ [~]
[ 1
Value Readonly [ Aoply
| \ \
Number Description
1 Toolbar (see page 402).
2 Data Editor Template (see page 404). This is a spreadsheet that

contains your data.

List of all data templates.

The Configuration Area makes it possible to:

select (see page 406) and/or modify (see page 408) a symbol,
modify (see page 408) a symbol value,

select (see page 407) and/or modify an Unit Id,

select (see page 407) and/or modify an address,

select the variable type,

select the variable’s display format,

check the read-only option.
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Tool bar

[:] || & E X Sille Rale 500 Paddess (139168023418

From left to right, the buttons indicate:

create a new object,

save the current application,

copy the object,

paste the object,

delete the object,

change the password,

start or stop the animation,

set the rate for polling the variable,
display the server’s IP address].
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Creating a Data Template

Presentation

To display some symbols (variables) or direct addresses, you must create a new
data template.

Creating a Data Template

Step

Description

1

If you would like a new one, select the button on the tool bar.

Result: The New table box appears.

New table

Name

Type FactoryCast w

Enter the name of the new Data template.

Click OK.

NOTE: Save (see page 410) the current spreadsheet before selecting a new
spreadsheet (Selecting a new spreadsheet deletes the current spreadsheet).

35014556 03/2012

403




Data and Graphic Editors

Data Editor Spreadsheet

Presentation
The Data Editor spreadsheet displays data with the following fields:

Symbol,
Unit Id,
Address,
Data Type,
Value,
Format,
Status.

This topic provides a snapshot of the spreadsheet and an explanation of each field.

Spreadsheet
R == Rale Paddress  [120.180234.18
Emply Symbol [ Unit Id | Address [ Data type | Value [ Format | Status \‘
7] o DN
gmool [ ] owe [ ]
pdress [ ] we [ -]
Fomat [ [~]
L ]
Value Readonly  []
\ \ \
Symbol Field

The Symbol column contains the name of variables created using Web Designer for
TSX ETG 30ee.

The symbols are grouped in a file called Namespace.
NOTE:

e Variables must be declared in Web Designer for TSX ETG 30ee in order to be
used in the Data Editor.

e You cannot change the parameters of symbols used in Data Editor via the
website.

404 35014556 03/2012



Data and Graphic Editors

Unit Id Field

Address Field

Data Type Field

Value Field

Format Field

Status Field

The Unit Id column contains the Modbus address of the device: 1 to 255.
The Address column contains the symbol’s address.

The Data Type field contains the data type of the symbol (variable) or direct Modbus
address. Direct Modbus address data types must be set by the user from a drop-
down list.

The following data types are valid:
e DECIMAL

e HEXA

e BINARY

e ASCII

The Value column is filled with the value of the symbol (variable) or direct Modbus
address. This field is updated continuously.

The Format field contains the format type for displaying the value of the symbol
(variable) or direct address. The following formats are available:

register

coil

discrete input

input register

int32

[ ]
[ ]
[ )
[ )
[ ]
e int32swap

The Status column contains messages about the status of communications with the
symbol (variable) or direct Modbus address. If communications are normal, the
status message will be "OK."

Otherwise, the Status column will contain a message describing the anomaly.

35014556 03/2012
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Inserting Symbol Variables in a Data Table

Presentation

If you want to display or modify the value of a symbol variable in the namespace,
you must insert the variable in a Data Table.

Inserting a Symbol

Step

Action

Double-click on an empty line in the Data Table.
Result: The configuration zone of the Data Editor appears.

In the configuration zone, click

Note: Variables must be declared in Web Designer for TSX ETG 30e¢ in order to
be used in the Data Editor.
Result: The Lookup Variable dialog box appears.

Lookup

Show anly variables starfing with: |

[ Hide structured variables

. 1 _MAX_AVG-838 - DWORD - 7

-~ device Device2 [2_MAX_AVG - 840 - DWORD - 7

1~ ~device Device? [3_MAX_AVG - 842 - DWORD - 7
i---device Device? P_MAX_AYG_PLUS - 844 - DWORD - 7
1--device DeviceZ P_MAX_AVG_MINUS - 846 - DWORD - 7
1 - -device DeviceZ. Q_MAX_AVG_PLUS - 848 - DWORD - 7
i---device. Device2. G_MAX_AYG_MINUS - 850 - DIWORD - 7
--device Device? S_MAX_AVG - 852 - DWORD - 7

[ Ok ][ Apply | [ Gancel |

Select the symbol variables you want to insert in the Data Table.

Click OK.
Result: The symbol variables you have selected appear in the table.

406

35014556 03/2012




Data and Graphic Editors

Inserting Direct Addresses in a table

Presentation

If you want to display or modify the value of a direct Modbus address, you must
insert the address in a Data Table.

Inserting a Direct Modbus Address

Step Action

1 Double-click an empty line in the Data Table.
Result: The configuration zone of the Data Editor appears.

Enter the device’s Modbus address in the Unit Id field.

Enter the direct Modbus address of the variable in the Address field.

Select the data type of the direct Modbus address in the Type field.

||l w| N

In the configuration zone, click Apply.
Result: A new line corresponding to the direct address is displayed in the Data
Table.
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Modifying Data Values in a Data Template

Presentation

You can use the Data Editor to modify the value of a symbol (variable) and of a direct
Modbus address, and send the new value to the controller.

Allowing write access can change system behavior.

A WARNING

online.

UNINTENDED EQUIPMENT OPERATION

e Restrict access to the embedded server by configuring passwords.
e Carefully select the symbols and direct addresses you authorize to be modified

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Restrictions on Modifying Data

You can only modify the value of a symbol (variable) that is write-enabled in the
configurator.

Modifying Data

Step

Action

Double-click on a row of the spreadsheet corresponding to the symbol (variable).
Result: The data editor’s configuration area appears.

In the Value field of the configuration area, change the value of the symbol
(variable) or direct Modbus address.

Click Apply.

Result: A Password dialog appears.

Enter Password
Password [ |

408
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Step Action
5 Enter the password (USER by default).
6 Click OK.

Result: The new value is sent to the controller.

35014556 03/2012
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Saving a Data Template

Presentation
If you save a data template, you can use it again to view or modify the same symbols
(variables) or direct addresses.
NOTE:

e Be careful when you modify and save a data table, the last modifications will be
saved and will overwrite the existing table even if someone else has created it.

e If someone is viewing a data table which is overwritten, the modifications will be
seen only on the next access to the data editor.

Saving a Data Template

Step Action

1
Click the button on the toolbar.
Result: The Save application box appears.

Save application
Password [ ]

Enter the password (USER by default).

Click OK.
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Using an Existing Data Template

Presentation

Once you have saved a data template, you can use it to view or modify the values
of the same symbols (variables) and direct addresses.

Finding a Data Template

A treeview menu on the Data Editor lists all the data templates which have been
saved.

DATA EDITOR

= B X||4e Rale 1000 IP addresss  [139.160.234.18

arizble | Address | Data fpe | Glue [ Format | tate

Empty
table’ 1=

table?
lable3

tableh

Retrieving a Data Template

Select the data template you want from the treeview menu. It will appear on a
spreadsheet.

Modifying a Data Template

If you enter the Write Password, you can modify and save a new version of a data
template.
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7.2 Data Editor Lite

Data Editor Lite

Presentation

Data Editor Lite is a compact version of Data Editor (see page 400) that is faster to
download, especially for use over a modem connection. It provides the same
interface than the standard Data Editor but with some restrictions on accessible data

type.

ECREE R Rale Paddress 13916023418

Symbol T Unitld T Address [ Data type [ Value [ Format | Status

Ermpty

4]

b | n | |P

gl [ ] e [ ]
Addess ] we [ ]
Fomat [ T~]

WValue |:| Readonly [
\ | |

Tables

Data Editor Lite can reuse the tables created with Data Editor. However, Data Editor
tables use a wider range of variable types than in Data Editor Lite. When Data Editor
Lite encounters a variable it cannot manage, it displays Not Supported. In this case,
the variable cannot be edited.

Operating Mode
Refer to the Data Editor (see page 400) section.

NOTE: You cannot insert symbols (variables) in a Data Template with Data Editor
Lite, you can only insert direct addresses.
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Limitations

The maximum number of persistent variables you can configure with the Data Editor
Lite is restricted to 1000.

The maximum size of a symbol is 64 characters.
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7.3 Pocket Data Editor

Overview

This section describes the Pocket Data Editor, which runs on Pocket PC.

What’s in this Section?

This section contains the following topics:

Topic Page
Pocket Data Editor 415
Using Pocket Data Editor 417

414
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Pocket Data Editor

Presentation

Pocket Data Editor is a version of the Data Editor that operates in a Pocket PC
environment. A Pocket PC with a WiFi connection can be used as a mobile client
station to access data on remote equipment. Pocket Data Editor supports remote
data monitoring, remote control, and remote diagnostics.

Pocket PC Requirements

Capabilities

Availability

e only Pocket PCs with ARM processors
e Pocket PC Windows 2003 mobile edition
Pocket PC Windows 2002 mobile edition is not supported.

Pocket Data Editor can open and edit the same data tables as the PC version in a
format appropriate for Pocket PCs.

NOTE:

e You cannot save the tables edited by the Pocket Data Editor.

e If you have developed custom pages for your Web server, Internet Explorer for
Pocket PC can access the same custom HTML pages on an equipment Web site.
A Pocket PC screen is smaller than one on a PC, so the Web site must be
adapted to return the appropriate page based on the client’s browser type.

Pocket Data Editor is available on the TSX ETG 30¢ Web server.
NOTE:

e Pocket Data Editor is disabled when the Pocket PC is connected to and
synchronized with a PC via USB using the ActivSync tool.

e Some communication interruptions can occur between a Pocket PC and the
TSX ETG 30 module when the WiFi (802.11) power save mode is activated on
a Pocket PC. In such a case, it is not possible to connect to the module. See your
Pocket PC user manual for the procedure to disable this feature.

35014556 03/2012
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Variables
Pocket Data Editor accepts only symbols (variables).

Acceptable types of symbols are:
e INT,

e DINT,

e BOOL,

e EBOOL.

NOTE:

e Direct Modbus addresses are not supported. The status bar displays not
supported if you enter a direct Modbus address in a Pocket Data table.

e Variables that you want to monitor with the Pocket PC have to be declared to
Persistent mode in Web Designer for TSX ETG 30ve.
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Using Pocket Data Editor

Presentation

Installing Pocket Data Editor

When you first connect a Pocket PC to the TSX ETG 30ee Web server, you must
download and install the Pocket Data Editor software on your Pocket PC. After this,
you can launch the Pocket Data Editor by clicking Pocket Data Editor on the
equipment Web site home page.

Step Action
1 Turn on the Pocket PC.
2 Launch Internet Explorer.
3 Enter the IP address of the remote equipment.

Result: The following window appears:

E] Internet Explorer %% =& 10:13 €3

Network connection

Enleryour name and 8assword

160234180
Domam Sohne\der Wieh

lsername: USER
Pessiord

[ save passward
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417



Data and Graphic Editors

Step Action
4 Enter the username and password. (The defaults are USER and USER.)
Result: the TSX ETG 30¢e Server home page appears:
E Internet Explorer 3% =€ 10115 €3
[hip:f139 160 234 Te0securafays  w| @
FactoryCast™ TSX
ETG3000
Monitoring
» Pocket Data Editor
« Custom pages
Install Pocket Data Editor
© 1998-2008, Schneider Automation SAS
Al Rights Reserved.
DisplayTools @ ©la ¢ Ea
5 Click Install Pocket Data Editor.
Result: The following window appears:
E Internet Explorer 3% =& 10:15 €3
[nitprT38.160.234 180fzecurelsys ] @
. &
i Download
Downloading 430 Ka fle
"RdePockel cab’ into folder My
Dacuments in main memory?
B Cpen after downloading
| Yes || Modify || Cancel |
@ 1998-2008, Schneider Autornation SAS
All Rights Reserved.
DepeyToos @ Qe 92 Hia
6 Click YES.

418
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Using Pocket Data Editor

Step

Action

1

Click Pocket Data Editor on the equipment Web site home page.
Result: The following window appears:

| | Raepocket = € 10:40 €3
£ [*][ox]

‘Variable dress | Type Value
3 -

=

Click New to create a new table after entering its name.

Click Del to delete the current table.

Click Save to save the new version of the table after entering the HTTP
password.

Select the desired table via the drop-down menu:

| ] RaePocket i 4€1039

£ [1s160230130 Ivl
Etnpty | New " Del " Bave I

GFR Type Value
Tabled 0

I»

400002 1

=~

The Pocket PC version can use the same tables defined in the Data Editor for
PC and in Data Editor Lite. Not all variables are accessible. (Restrictions are
detailed at the Variables discussion (see page 416).) A selected variable or a
direct Modbus address may be reported as not supported in the status bar. For
an unsupported variable type, the string ??? appears in the value cell.

35014556 03/2012
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Step

Action

3

If you want to view or modify the value of a TSX ETG 30ee variable, insert the

symbol (variable) in the Pocket Data table.

| | RaePocket 52 € 1041 €

£ [rsre02s0100 |v|
ITahlm Iv” Mew " Del II Save I
_hhriahle Address Type Value

Bit_mem1 400001 INT -

Bit_mem3 400002 INT

Engine_Gau2 400003 |INT

Engine_Eral | 400003 INT
(| et B
| Engine_gau |a
|| Engine_gau =

Engine_gau

Engine_Bra ||

Engine_Bra

Bit_mems H

EBft_metmd -

Bit_mem3

B_memz

Bit_mem1 ™

You can add new symbols (variables), following the restrictions detailed in the
Variables section (see page 416). To modify a TSX ETG 30ee variable, select

the corresponding value cell and enter the new value.

NOTE: Even if the Save button appears on the screen, you cannot save the tables

edited by the Pocket Data Editor.

Copy, Paste, or Delete Table Rows

To copy, paste, or delete, select one or more rows by clicking in the first cell (to the
left of the variable cell). The selected rows are highlighted. Hold down the mouse
button in this cell until a popup menu appears, then select the desired action.

e To copy, select one or more rows that have values (that are not empty).

e To paste the copied rows, select a row, empty or not. If several rows are copied,

the other rows are pasted one after the other.

e To delete one or more rows, select rows that have values (that are not empty) and
choose delete.

420
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| E—

Variable Address | Type alue
Copy || 96MwD | INT 9536 -
Paste |
Delete

=r

NOTE:

e [f you want to display a custom page, click Custom pages on the equipment Web
site home page.

e You can also launch the Pocket Data Editor from its program icon.
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7.4 Graphic Editor

Overview

This section describes the functions and characteristics of the Graphic Editor. The
Graphic Editor allows you to create graphical screens for monitoring and to
display/edit graphical screens created with Web Designer software. The Graphic
Editor provides a predefined set of graphic objects libraries.

What’s in this Section?
This section contains the following topics:

Topic Page
Graphic Editor Presentation 423
Graphic Editor Toolbar 425
User Functions in the Display Window 430
Properties Sheet 433
Security 435
Graphic Editor Applet Parameters 436
Graphic Objects 438
Extended Graphic Objects 459
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Graphic Editor Presentation

Interface

The Graphic Editor applet is made up of three windows:

e Top window: features an area for presenting the user commands and dialog
boxes for creating, saving, reading and editing a graphic display.

e Display window: presents the current graphic display. When you create a new
graphic display, this window turns into a blank space into which you can add the
graphic objects that will make up the required graphic display.

e Message window: contains messages generated by the Graphic Editor.

View of the Graphic Editor

The figure below shows the Graphic Editor applet with its initial top window and
empty display and message windows.

<new> [ [Save. | [DEEES] [ Edi. |

Graphic Objects

All the graphic objects supplied with the Graphic Editor are able to communicate with
the Modbus devices from which the Graphic Editor applet was downloaded. There
is no additional "wiring" between the graphic objects and the "communication
objects". All the graphic objects are designed as standalone objects, which means
that no connection is needed between the objects, and that each object is capable
of operating on its own.
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Obtaining a Graphic Display

Once the Graphic Editor applet has loaded in your Web browser, you will generally
want to view a graphic display or create/modify a graphic display. Users who just
wish to obtain existing graphic displays (operators, for example) and to interact with
these displays can click on the Graphic Viewer link instead of Graphic Editor. A
window containing the graphic elements of the interface appears. It does not have
the Edit menu. The Graphic Viewer is smaller than the Graphic Editor, and thus
loads more quickly.

Allowing write access can change system behavior.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e Restrict access to the embedded server by configuring passwords.

e Carefully select the symbols and direct addresses you authorize to be modified
online.

e Do not authorize online modification of variables of critical nature concerning
human and material integrity.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTE: Write access is controlled by a password (Security) whose default value is
USER.

Creating and Modifying Graphic Displays

User Functions

To create and modify graphic displays, click Edit... The standard functions of the
Graphic Editor are displayed. With these tools, you can select objects from a palette,
position them in an area, move and resize them with the mouse and define their
properties. You can immediately test the graphic display modified with the execution
data from Modbus devices by clicking Done to leave Edit mode. If you are satisfied
with the graphic display you have created, you can save it in the module for later use
by clicking Save..., provided that you have entered the correct password.

NOTE: Be careful when you modify and save a graphic page, the last modifications
will be saved and will overwrite the existing page even if someone else has created
it.

Most of the user functions in the Graphic Editor can be found in the top window
(see page 425). You can modify the size and position of a graphic object directly in
the display window. All the properties of a graphic object (such as its scale, labels
and colors) are defined in the properties sheet (see page 433).

424
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Graphic Editor Toolbar

Presentation

Top Dialog

The Graphic Editor toolbar is composed of several dialog panels, only one of which
is shown at a time. Switching from one dialog to another is done by clicking buttons
on the current dialog. This section describes the dialog panels that comprise the top
window.

The Edit Dialog allows you to select a graphic object for placement in the display

window, and provides access to all graphic editing functions. The available graphic
objects are presented in a set of palettes, with one palette visible at a time. There

are two palettes.

The standard palette:

SO P o Y = e Y P
or | | i | [Copy] Paste | Layout. | Options. Daone

Properfies,

The extended palette:

s - @ETer O = v ~ I
Properies., r | Faste | Layoul Oplions.. [lone

The controls in the top dialog box provide the following functions.

Drop-down List. The drop-down list box shows all the graphic pages that have
been saved to the TSX ETG 30¢ module, and are available for retrieving. When
you select a graphic page from this list, the graphic display currently visible in the
window is replaced with the one selected. If the current graphic page has been
modified since it was last saved, you will be asked for confirmation that the
changes are to be discarded. If the special entry <new> is chosen from the list,
then the display window is cleared, and a new graphic page can be created.
Save. The Save button causes the Save dialog box to become visible. This
button is disabled until you have entered a correct write-enable password.
Delete. The Delete... button causes the Delete dialog box to become visible.
This button is disabled until you have entered a correct password, or if the current
graphic display has not yet been saved.

Edit. The Edit... button causes the Edit dialog box to become visible.
Password. The Password... button causes the Password dialog box to
become visible.

Information display area. The information display area shows the name and
version of the TSX ETG 30Qee.

35014556 03/2012

425



Data and Graphic Editors

Save Dialog
The Save dialog box allows you to save the current graphic display.

Save graphic display as ’—|
o

When the Save dialog box is presented, the name of the current graphic page is
shown in the dialog’s text field. If the current graphic page has never been saved
(i.e., a "new" graphic display), then the text field is blank. Once you have either
accepted the current name (a "save" operation) or provided a new name (a "save
as" operation), then you can click OK to save the contents of the current graphic
display to the Web server module. The Cancel button will cause the Top dialog box
to be shown again, with no action being taken.

Delete Dialog
The Delete dialog box allows you to delete the current graphic page.

’ Delete graphic display ibrarny? ‘ ‘

If you click Yes, the existing graphic display window is cleared and the graphics file
on the Web server module is deleted. Clicking No will cause the Top dialog box to
be shown again, with no action being taken.

Password Dialog

The Password dialog box allows you to enter the password that enables those
user functions that modify graphic display files or device’s variables data values.

Password to allow wrte access [ |
~ Gencel

If you enter the correct password and click OK, then you will be allowed to save and
delete the current graphic display. Correct password entry also permits you to write
new values to the device (via those graphic objects that support writing values to a
device, if any). If you click OK when the text field is empty, then the current password
permissions, if any, are cleared. The Cancel button will cause the Top dialog box
to be shown again, with no changes made to current password permissions.

426 35014556 03/2012



Data and Graphic Editors

Edit Dialog

The Edit dialog box allows you to create or modify a graphic page, by selecting a
graphic object for placement in the display window, and accessing all the graphic
editing functions. The graphic objects available are presented in a single object
palette.

it I, DEEGHRE=L
Properties | Ligls By || I | Layoul |Om'm ]l Dane

The controls of the Edit dialog box provide the following functions:

The Drop-down List Box shows the set of palettes that are available. When you
select the name of a palette from the list, the palette area of the dialog displays
the selected one’s graphic objects.

The Palette shows the graphic objects that are in the current palette with an icon
that depicts each graphic object’s type (meter, button, etc.). When you click any
of the icons in the palette, a graphic object of the corresponding type becomes
selected for insertion. While the Graphic Editor is in "insert mode," if you click in
an open area of the display window, an instance of the selected graphic object is
inserted into the graphic display.

The Information Area shows the name and size of the graphic object that is
currently selected.

The Cut button causes the currently selected graphic object(s) to be removed
from the graphic display and saved to a buffer (i.e., an internal clipboard),
replacing any existing contents of the buffer.

The Copy button causes the currently selected graphic object(s) to be copied to
the buffer, replacing any existing contents.

The Paste button causes the content of the clipboard to be inserted into the upper
left corner of the graphic display. The pasted graphic objects can then be moved
to the desired location in the display.

The Properties button causes the properties sheet (see page 433) for the
currently selected graphic object to be shown.

The Customize button causes the Customizer for the currently selected object to
be shown, if the graphic object has been provided with one.

The Layout button shows the Layout dialog box.

The Options button shows the Options dialog box.

The Done button causes the Top dialog box to be shown again.

35014556 03/2012
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Layout Dialog

The Layout dialog box allows you to change the position and size of a group of
graphic objects.

A ETG 3000 - Microsoft Internet Exp
| Eile Edit Miew  Favontes  Tools 2 n
Rl W= NP N A A
Back Covward Sfop  Refresh | Star-up Sgch anurlt Histol Ilail Print di
Address €1 hip#10.10.253 166/secure/systemigde. him [¥] ®OK |Links™
&
Alignedges: [ Right |[ Down |[ Left |[ Up | Space evenly | Horizantal Vertical
Align centers \ierical Watch dimensions: [ Widh ] [ Height Dons
22 I
[=T I[ 1 I[® hternetzone A

The controls of the Layout dialog box provide the following functions.

e The Right, Bottom, Left, and Top buttons can be used to align the edges of the
selected graphic objects so that their specified sides are at the same position. At
least two graphic objects must be selected for these buttons to be enabled.

e The Horizontal, and Vertical buttons are used to align the centers of the graphic
objects. At least two graphic objects must be selected for these buttons to be
enabled.

e The Horizontal and Vertical buttons are used to space the selected graphic
objects regularly, in order that the horizontal or vertical spacing between the
objects is the same. At least three graphic objects must be selected for these
buttons to be enabled.

e The Width and Height buttons are used to achieve parity in dimensions of the
graphic objects, so the selected width or height corresponds. At least two graphic
objects must be selected for these buttons to be enabled.

e The Done button causes the Edit dialog box to be shown again.

NOTE: For all layout operations (except Space evenly) one of the selected objects
is considered the "reference object" to which all other selected objects refer in order
to know their new position or dimension. For example, when the "Width" button is
pressed, all of the selected objects will have their width changed to match the width
of the reference object. The reference object is differentiated from the other selected
objects by making its selection box a different color than the others.

Options Dialog

The Options dialog box is used to change the settings related to a grid drawn in
the display window. The grid is solely for assistance in editing or creating a graphic
display and is shown only when the Graphic Editor is in "edit mode."

Grid row height {8 - 100). [20 ok [Cexal

H Gnd column widh @- 100): 0] O Show grid [ Snap o grid
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The controls of the Options dialog box provide the following function.

The cell size of the grid can be changed by the entering the grid’s column width
and row height into the dialog’s text fields.

If the Show grid check-box is checked, the grid will be drawn; otherwise, no grid
will be shown.

If the Snap to grid check-box is checked, then, when you change the size or
position of a graphic object, the changed coordinate(s) or dimension(s) is
automatically adjusted so that it coincides with a grid point.

The OK button causes the current option settings to become active, and the Edit
dialog box to be shown again.

The Cancel button causes the Edit dialog box to be shown again, with no option
settings being changed.
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User Functions in the Display Window

Presentation

The user functions available in the Graphic Editor display window enable objects
to be selected, moved and resized. To move or resize an object or objects, start by
selecting the graphic object(s) to be modified. An object is selected when it is

surrounded by a selection box. Conversely, objects that are not selected do not have
selection boxes.

The figure below shows the Graphic Editor display window.
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Selecting Graphic Objects

You can set the selection status (selected/deselected) for a graphic object using the

following user actions:

e To select a graphic object, just click on it with the mouse. If other objects have
already been selected, they will immediately be deselected.

e You can select several graphic objects at a time using the selection box in the
display window. If you press the mouse button in a free area of the display
window (not on a graphic object) and move the mouse without releasing the
button, a box bordered with dotted lines will appear. One corner of the box
remains fixed where you first pressed the button, while the opposite corner
follows the mouse cursor position. When you release the mouse button, all the
objects within the selection box are selected. Objects outside the selection box
are deselected.

e You can select/deselect a graphic object without altering the selection status of
other objects. To do this, hold down the CTRL key when you click on an object.
This allows you to add or remove individual graphic objects in a group of selected
objects.

e You can also select a graphic object without altering the selection status of other
objects by holding down the SHIFT key when you click on the object. When you
select an object in this way, it becomes the reference object (see page 433)in the
group of selected objects. The main purpose of this action is to modify the
reference object in a group of selected objects before using one of the Page
layout operations.

e You can deselect all the graphic objects by clicking the mouse button in a free
area of the display window, not on a graphic object.

Sizing Graphic Objects

To change the size of a graphic object, select it and then use the mouse to change
the size of the selection box around the object. When you move the mouse cursor
over the object’s selection box, the cursor’'s appearance changes according to the
type of resizing you may perform. If you press the mouse button while the cursor is
over the object’s selection box and move the mouse without releasing the button, a
box bordered with dotted lines will appear. When you release the mouse button, the
object is resized to fit the dimensions of the area you have defined. You can carry
out different resizing operations depending on which part of the object’s selection
box you move. Each corner of the box enables the adjacent sides to be moved, and
each side enables that side only to be moved.

Moving Graphic Objects

You can move a graphic object in the display window using the mouse. If you press
the mouse button while the cursor is over an object and move the mouse without
releasing the button, a selection box will appear. When you release the mouse
button, the object is moved into the selection box.
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To move several graphic objects, select them and then move the group of objects in
the same way as you would a single object. When you move a group of objects, a
selection box appears for each object in the group.

Defining Graphic Object Properties

You can define the properties of a graphic object using the property sheet

(see page 433). If this window is displayed, you can modify the properties of the
selected graphic object. You can display the property sheet by clicking Properties...
or by double-clicking the selected object in the display window.

Customizing Complex Graphic Objects

Certain complex graphic objects have a very wide range of properties. Configuring
these objects using the properties sheet can be a long-winded process. You can use
a customization module to make it easier to configure complex graphic objects. The
customization module is a dialog box designed specially for configuring the graphic
object with which it is associated. When the Graphic Editor detects a customization
module associated with the selected graphic object, the Customize... button is
enabled so that the module can be accessed. When you double-click on a graphic
object that has an associated customization module, the module is displayed
instead of the properties sheet. If a graphic object has an associated customization
module, only its name is displayed in the properties sheet.

Display Background Image

The Background image property of the Graphic Editor allows you to choose an
image that will be used as the background for the display. The image may be a .gif
file or a .jpegfile. Refer to the Adding Images part (see page 461) for information on
adding images.
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Properties Sheet

Presentation

The properties sheet is a floating (non-modal) dialog box which presents all the
configurable properties of the selected graphic object:

Properties [Horizontal Indicator]

Name | Horizontal Indicator 1 |

Unit Id | |

Address |

Data Type ‘ register

Background |

Label |Counter Value

Label Font | Abedefy

Major Scale Divisions | 1

Minor Scale Divisions

Scale Colour

Qrala Fant

Java Applet Window

The properties of a graphic object are specific to its type. They are contained in a
drop-down list, and are identified by a name and value. The Graphic Editor provides
a description of the graphic objects (see page 438).

Find variables dialog box

For each of the graphic objects provided with the Graphic Editor, a property editor is
provided for its Address property. This property editor not only allows you to directly
enter the address of a Modbus variable, but also provides access to the Find
variables dialog box. The Lookup Dialog allows you to pick a symbol (variable)
name from a list of symbol (variables) that have been "Web enabled" by

Web Designer for TSX ETG 30ee.
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The Lookup Variable dialog box looks like this:

Lookup Variable

Show only variables starting with |

l_ Hide sliuclu-ed variables

device Device? 1_MaAx_AVG WORD
device Devige2 [2_MAX_AVG WORD
device DeviceZ I3_MAX_AVG 7 WORD
device Devige2 P_MAX_AVG_PLUS WORD
device Device2 P_MAX_AVG_MINUS WORD
device Device2 O MAX_AVG_PLUS WORD
device Devige2 Q_MAX_AVG_MINUS WORD
device Device2 5_MAX_AVG WORD
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Security

Presentation

Your data is protected by three security devices.

e The HTML page which contains the Graphic Editor applet has been placed in a
secure directory on the Web module. You need to provide the correct passcord
which will allow him/her to download the HTML page.

e You must enter the correct password in the Password dialog box to be able to
save/delete files or send data values. For the transfer of data values, the Graphic
Editor reinforces the read only mode by deactivating all the graphic objects user
commands.

e Web Designer for TSX ETG 30ee enables you to indicate if an element is read
only (read only is set by default). The Graphic Editor reinforces the read only
attribute of a symbol (variable) by rejecting any request which would define a new
data value and by displaying a message window.
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Graphic Editor Applet Parameters

Presentation

Three applet parameters allow the Graphic Editor behavior to be customized.
These are defined by the <PARAM> tags inside the <APPLET> tag on the Graphic
Editor HTML page. The parameters recognized by the Graphic Editor applet are as
follows:

e LOAD: this parameter asks the Graphic Editor to automatically load a specific
graphic file at start-up. If this file does not exist, a message is displayed. If this
parameter does not appear in the <APPLET> tag, no file will be automatically
loaded at start-up and you must choose an initial graphic file from the list
proposed by the Graphic Editor.

e MODE: this parameter asks the Graphic Editor to start either in Edit (normal
mode) or View mode (specific mode). When starting in View mode, the Graphic
Editor only displays the display window. When this parameter is used with the
LOAD parameter, you can design a Website with HTML pages dedicated to
specific graphic display. The user does not need to select a graphic file so the
behavior of the HMI screen is more standard. This parameter may take the
following values:

e EDIT (default value): The Graphic Editor starts up in Edit mode (normal
mode).

e VIEW_RO: The Graphic Editor starts up in View mode (read only). The Web
browser user is not authorized to send data values to Modbus devices.

e VIEW_RW: The Graphic Editor starts up in View mode (read/write). The Web
browser user is authorized to send data values to Modbus devices after having
entered the password to allow write access.

e AUTO_LOGIN: this parameter asks the Graphic Editor to automatically indicate
the password which authorizes write access to Modbus devices. If the MODE
parameter is set to VIEW_RW or EDIT, and if you set AUTO_LOGIN to TRUE,
the Graphic Editor authorizes write access to Modbus devices without asking
the user to enter a password. This parameter may take the values FALSE
(default value) and TRUE.
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Example

Here is an example of an <APPLET> tag which asks the Graphic Editor to start in
View mode and automatically load a graphic file called UNIT_1. In this case, the
Web browser allows you to send values to Modbus devices via any graphic object
handling the sending of values (providing that the password to allow write access
has been entered).

<APPLET codebase="/classes"
archive=""SAComm. jar ,GDE. jar,Widgets.jar"
code=""com.schneiderautomation.gde.GdeApplet"
width="700" height="514">

<PARAM name="LOAD" value="UNIT_1">

<PARAM name=""MODE" value="VIEW_RW'">

<PARAM name="AUTO_LOGIN" value="FALSE">
</APPLET>
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Graphic Objects

Presentation

Horizontal Indicator

All graphic objects offered by the Graphic Editor help you to create graphic displays
imitating conventional instrument panels. All the data control and monitoring objects
have integrated communication functions and are designed as standalone graphic
objects.

Be aware, however, that if communication to the device linked to the graphic object
is lost, the object becomes inoperative without the end device’s knowledge.

For example, say you have programmed a pushbutton object to jog a motor when
the button is depressed and to stop jogging when the button is released. If
communications are lost while the button is depressed, the motor will continue to jog
even when the button is released. Graphic objects should not be used to control
situations such as this unless other interlock precautions are installed in the system.

A WARNING

UNINTENDED EQUIPMENT OPERATION

Do not use graphic objects in situations where loss of communication to the
TSX ETG 30e can put human integrity or material damage at risk.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

In addition, all the objects in the Graphic Editor exist in the form of applets to help
clients who wish to insert several simple applets into a single HTML page. When
combined with the LiveBeanApplet, the graphic objects in the Graphic Editor can
be used in the same way as the LiveLabelApplet.

A horizontal indicator gives an analogue representation of the value of a variable in
a device. This is a horizontal bar which represents a percentage of its range in
physical units. It is possible to display the value’s digital indication in the centre of
the bar.

The table below describes the horizontal indicator’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
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Property Description Limits
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 01to 100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0to 100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1t0 6
scale labels (set to -1 to use a general
exponential format)
Maximum EU Maximum value of the variable in physical units | —
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3
variable (see page 468)
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Property Description Limits
Value Visible Indicates if there should be digital display of the |-
value on the scale
Value Font Font used for digital display of the value (where
this exists)
Bar Background | Background color of the indicator bar
Bar Color Color of the indicator bar (if the scale value is
within the High/Low range)
High High Limit Value expressed in physical units of the "High
Value High" limit.
High High Limit Color of the indicator bar if the scale value is
Color greater than the "High High" limit
High Limit Value | Value expressed in physical units of the "High"
limit.
High Limit Color | Color of the indicator bar if the scale value is
greater than the "High" limit.
Low Limit Value | Value expressed in physical units of the "Low"
limit
Low Limit Color Color of the indicator bar if the scale value is less
than the "Low" limit
Low Low Limit Value expressed in physical units of the "Low
Value Low" limit
Low Low Limit Color of the indicator bar if the scale value is less
Color than the "Low Low" limit
Limit Deadband Neutral range (as a percentage of the EU range) | 0 to 10
to apply to verification of the High/Low limit
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -
Value Simulated gross starting value (without scale) for | Note 3
testing the graphic object (see page 468)
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Vertical Indicator

A vertical indicator gives an analogue representation of the value of a variable in a
device. This is a vertical bar which represents a percentage of its range in physical
units.

The table below describes the vertical indicator’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 0...100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0...100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1...6
scale labels (setto -1 to use a general exponential
format)
Maximum EU Maximum value of the variable in physical units | —
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Gross minimum value (without scale) of the Note 3
variable in the device (see page 468)
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Property Description Limits
Bar Background | Background color of the indicator bar -
Bar Color Color of the indicator bar (if the scale value is
within the High/Low range)
High High Limit Value expressed in physical units of the "High
Value High" limit.
High High Limit Color of the indicator bar if the scale value is
Color greater than the "High High" limit
High Limit Value | Value of the "High" limit expressed in physical
units
High Limit Color | Color of the indicator bar if the scale value is
greater than the "High" limit.
Low Limit Value Value of the "Low" limit expressed in physical
units
Low Limit Color Color of the indicator bar if the scale value is less
than the "Low" limit
Low Low Limit Value of the "Low Low" limit expressed in physical
Value units
Low Low Limit Color of the indicator bar if the scale value is less
Color than the "Low Low" limit
Limit Deadband Neutral range (as a percentage of the EU range) |0...10
to apply to verification of the High/Low limit
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -
Value Simulated gross starting value (without scale) for | Note 3
testing the graphic object (see page 468)

Horizontal or Vertical Slider

A horizontal or vertical slider gives an analogue representation of the value of a
variable in a device. This is a slider, whose position is indicated by the cursor, which
represents a percentage of its range in physical units. Using the mouse, you can
change the value of the slider by sending a new value to the device.

The table below describes the horizontal or vertical slider’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
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Property Description Limits
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 0...100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0...100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1...6
scale labels (setto -1 to use a general exponential
format)
Maximum EU Maximum value of the variable in physical units | —
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3
variable (see page 468)
Block Increment | Amount by which the scale value is modified when | —
the user clicks on the bar’s slide area.
Unit Increment Amount by which the scale value is modified when
the user clicks on the slider arrows
Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the graphic object border

Horizontal or Vertical Selector

A horizontal or vertical selector allows you to choose from a number of options.
Once the selection has been made, the value corresponding to the choice is sent to
the device. The choices are represented by the marks on a "scale", the current

selection being indicated by the position of the cursor on a slider.
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Digital Indicator

The table below describes the horizontal or vertical selector’s properties:

Scale Visible

Indicates if a "scale", labeled with the choices
should be displayed

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Choices Selector choices Each choice is indicated in the | At least two
form of a "label=value" input (when you select a | choices required
"label", the "value" is sent to the device).
Label Label to be displayed as part of the graphic object | —
Label Color Color of the label
Label Font Font used for the label

Scale Color Color of the scale and its labels
Scale Font Font used for the scale labels
Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the graphic object border

A digital indicator gives a digital representation of the value of a variable in a device.
The value may be displayed in different formats and may be set to change color
when a predefined high or low limit is exceeded.

The table below describes the digital indicator’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the

variable to monitor
Address Direct address or symbol’s name to monitor Note 1

(see page 468)

Data Type Data type of the direct address or data type of the | Note 2

symbol (see page 468)
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Property Description Limits
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Value Format Format (decimal, hexadecimal, etc.) to be used to
display the value on the scale
Value Precision Number of decimal places to be shown for the -1...6
value on the scale (set to -1 to use a general
exponential format)
Value Background | Background color of the value’s display zone -
Value Color Color of the value’s digital display text
Value Font Font used for digital display of the value
Units Label of the value’s physical units (attached to the
value’s digital display)
Maximum EU Maximum value of the variable in physical units
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3
variable (see page 468)
High High Limit Value of the "High High" limit expressed in -
Value physical units
High High Limit Color of the indicator bar if the scale value is
Color greater than the "High High" limit

High Limit Value

Value of the "High" limit expressed in physical
units

High Limit Color

Color of the indicator bar if the scale value is
greater than the "High" limit.

Low Limit Value

Value of the "Low" limit expressed in physical
units

Low Limit Color

Color of the indicator bar if the scale value is less
than the "Low" limit

Low Low Limit
Value

Value of the "Low Low" limit expressed in physical
units

Low Low Limit
Color

Color of the indicator bar if the scale value is less
than the "Low Low" limit
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Message Display

Property Description Limits

Limit Deadband Neutral range (as a percentage of the EU range) |0...10
to apply to verification of the High/Low limit

Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the graphic object border

Value

Simulated gross starting value (without scale) for
testing the graphic object

Note 3
(see page 468)

A message display shows a text message based on the value of a variable in a

device For each specified message, a set value triggers its display.

The table below describes the message display’s properties:

Message Color

Message text color

Message Font

Message text font

Label

Label to be displayed as part of the graphic object

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color
Messages Allmessages to be displayed. A "value=text" input | At least one
corresponds to each message (when the device | message required
value is equal to "value", the "text" message is
diplayed).
Message Background color of the message display zone
Background

Label Color Color of the label
Label Font Font used for the label
Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the border of the graphic object

Value

Simulated input value for testing the graphic
object

Note 3
(see page 468)
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Push Button

When activated with the mouse, a push button allows you to send one or more
preset values to a device.

The table below describes the push button’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the

variable to monitor
Address Direct address or symbol’s name to monitor Note 1

(see page 468)

Data Type Data type of the direct address or data type of the | Note 2

symbol (see page 468)
Background Background color of the graphic object -
Values Values to send to the device Note 4

(see page 468)

Reset Values Values to send to the device once the reset delay | —

has expired. If no reset value is given, the reset

will not take place.
Reset Delay Delay (in milliseconds) that the push button must | 0...2000

comply with between sending the values to the

device and sending the reset values
Label Label to be displayed as part of the graphic object | —
Label Color Color of the label
Label Font Font used for the label
Button Label Text of the button label
Button Button color 0...100
Background
Button Label Color used for the button label -
Color
Button Label Font | Font used for the button label
Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the graphic object border
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Direct Output Station

The direct output station allows you to enter a digital value in a text zone directly from
the keyboard. If the value entered is between the upper and lower preset limits, a

Set button is activated. In this case, the value entered is sent to the device when you
click Set or press the ENTER key (if keyboard input is authorized for the input zone).

The table below describes the direct output station’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the

variable to monitor
Address Direct address or symbol’s name to monitor Note 1

(see page 468)

Data Type Data type of the direct address or data type of the | Note 2

symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Maximum EU Maximum value of the variable in physical units
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3

device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3

variable (see page 468)
Maximum Input Maximum value, expressed in physical units, -

authorized for the value entered in input
Minimum Input Minimum value, expressed in physical units,

authorized for the value entered in input
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -

Indicator Light

The indicator light provides a double indication of the value of a variable in a device.
If the Input Inverted property is not set to TRUE, a zero input value is declared as
being OFF and a non-zero value is declared as being ON. If the Flash Interval
property is set to a positive value, the indicator light will flash when the input value
is equal to ON.
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The table below describes the indicator light's properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’s name to monitor Note 1
(see page 468)
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Off Word Text to be displayed when the input value is OFF
Off Word Background color of the indicator light when Off
Background Word is displayed
Off Word Color Color of the Off Word text
Off Word Font Font used for the Off Word text
On Word Text to be displayed when the input value is ON
On Word Background color of the indicator light when On
Background Word is displayed
On Word Color Color of the On Word font
On Word Font Font used for the On Word text
Flash Interval The flashing time for the indicator light (expressed | 200...2000
in milliseconds) when the input value is ON. Set to
zero for no flashing.
Shape Shape (circular, rectangular, etc.) of the indicator | —
light
Input Inverted On TRUE, inverts the input value. (The indicator
displays Off Word when the input value is ON.)
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the border of the graphic object -
Value Simulated input value for testing the graphic Note 3
object (see page 468)
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Motor Control Station

Analog Meter

The motor control station is designed to imitate the on/off push button standard
station which is frequently used to control the motors. This graphic object is
essentially compose of two push buttons and an indicator light. To facilitate the
configuration of this object's many properties, a custom module is provided. It is by
means of this module, and not the Graphic Editor properties sheet, that all the
properties (apart from the name) are configured.

The table below describes the motor control station’s properties:

Property Description Limits
Name Name of the graphic object -
Background Graphic object background color

Label Label to be displayed as part of the graphic object

Label Color Color of the label

Label Font Font used for the label

Border Width Width (in pixels) of the graphic object border 0...32

Border Color Color of the graphic object border -

Indicator Light Properties identical to those of the Indicator Light
graphic object with the exception of the shared

properties listed above

Top Push Button | Properties identical to those of the Push Button
graphic object with the exception of the shared
properties listed above

Bottom Push Properties identical to those of the Push Button
Button graphic object with the exception of the shared
properties listed above

An analog meter gives an analog representation of the value of a variable in a
device. It is represented by a pointer on a circular dial whose position corresponds
to a percentage of its range in physical units. You can set the size of the meter’s
circular dial (circle degrees sweep), its colors and the style of the pointer.

The table below describes the analog meter’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’'s name to monitor Note 1
(see page 468)
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Property Description Limits
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 0...100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0...100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1...6
scale labels (setto -1 to use a general exponential
format)
Maximum EU Maximum value of the variable in physical units | —
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3
variable (see page 468)
Dial Degrees Portion of circular arc to be used to draw the dial | 60...300
Sweep

35014556 03/2012

451




Data and Graphic Editors

Rotary Slider

Property Description Limits
Pointer Type Type of pointer used (needle, arrow, etc.) -
Pointer Color Color used for the pointer
Dial Color Color used for the dial (for the partin the High/Low
range)
High High Limit Value of the "High High" limit expressed in
Value physical units
High High Limit Color of the indicator bar if the scale value is
Color greater than the "High High" limit
High Limit Value | Value of the "High" limit expressed in physical
units
High Limit Color | Color of the indicator bar if the scale value is
greater than the "High" limit.
Low Limit Value Value of the "Low" limit expressed in physical
units
Low Limit Color Color of the indicator bar if the scale value is less
than the "Low" limit
Low Low Limit Value of the "Low Low" limit expressed in physical
Value units
Low Low Limit Color of the indicator bar if the scale value is less
Color than the "Low Low" limit
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -
Value Simulated gross starting value (without scale) for | Note 3
testing the graphic object (see page 468)

A rotary slider gives an analog representation of the value of a variable in a device.
It is represented by a knob on a circular dial whose position corresponds to a
percentage of its range in physical units. You can set the size of the dial and the
color of the knob. Using the mouse, you can change the position of the knob by
sending a new value to the device.

The table below describes the rotary slider’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address or symbol’'s name to monitor Note 1
(see page 468)
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Rotary Selector

Property Description Limits
Data Type Data type of the direct address or data type of the | Note 2
symbol (see page 468)
Background Graphic object background color -
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 0...100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0...100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1...6
scale labels (setto -1 to use a general exponential
format)
Dial Degrees Portion of circular arc to be used to draw the dial | 60...300
Sweep
Dial Color Color of the dial -
Knob Color Color used for the knob
Maximum EU Maximum value of the variable in physical units
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3
device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3
variable (see page 468)
Border Width Width (in pixels) of the graphic object border 0...32

Border Color

Color of the graphic object border

A rotary selector allows you to choose from a number of options. Once the selection
has been made, the value corresponding to the choice is sent to the device. The
choices are represented by the marks on a "scale", the current selection being
indicated by the position of the knob. The size of the circular dial (circle degrees
sweep) and the color of the knob can be configured.
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Trend Recorder

The table below describes the rotary selector’s properties:

Property Description Limits
Name Name of the graphic object -
Unit ID Address of the Modbus slave containing the

variable to monitor
Address Direct address or symbol’s name to monitor Note 1

(see page 468)

Data Type Data type of the direct address or data type of the | Note 2

symbol (see page 468)
Background Graphic object background color -
Choices Selector choices Each choice is indicated in the | At least two

form of a "label=value" input (when you select a | choices required
"label", the "value" is sent to the device).

Label Label to be displayed as part of the graphic object | —
Label Color Color of the label
Label Font Font used for the label
Scale Visible Indicates if a "scale", labeled with the choices

should be displayed
Scale Color Color of the scale and its labels
Scale Font Font used for the scale labels
Dial Degrees Portion of circular arc to be used to draw the dial | 60...300
Sweep
Knob Color Color used for the knob -
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -

A trend recorder enables you to obtain a continuous, time-based graphic of the
values of a maximum of six variables in a device. It emulates a strip-chart recorder,
with the pens on the right and the "paper" moving from right to left. A vertical scale
to the left of the graphic indicates the range of registered values and a horizontal
scale beneath the graphic displays the range’s time frame. You can set the update
frequency and the appearance of the graphic.

To facilitate the configuration of the many properties of this object, a custom module
is provided. It is by means of this module, and not the Graphic Editor properties
sheet, that all the properties (apart from the name) are set.
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The table below describes the trend recorder’s properties and the properties
available for each of the pens are described in the second table:

Property Description Limits
Name Name of the graphic object -
Background Graphic object background color
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Major Scale Number of major scale divisions (marked) 0...100
Divisions
Minor Scale Number of minor scale divisions (not marked) 0...100
Divisions
Scale Color Color of the scale and its labels -
Scale Font Font used for the scale labels
Scale Precision Number of decimal places to be shown for the -1...6
scale labels (setto -1 to use a general exponential
format)
Maximum EU Maximum value of the variable in physical units | —
Value
Minimum EU Minimum value of the variable in physical units
Value
Update Period Graphic update interval (in seconds) 0.5...120
Time Scale Number of divisions on the horizontal scale 0...6
Divisions
Chart Background | Color of the graphic zone -
Grid Color Color of the grid drawn in the graphic zone
Vertical Grid Number of vertical divisions in the grid 0...100
Divisions
Border Width Width (in pixels) of the graphic object border 0...32
Border Color Color of the graphic object border -

The following trend recorder properties are available for each pen:
Property Description Limits
Unit ID Address of the Modbus slave containing the -

variable to monitor
Address Direct address or symbol’'s name to monitor Note 1
(see page 468)
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Display Link

Property Description Limits
Data Type Data type of the direct address or data type of the | Note 2

symbol (see page 468)
Maximum Value Maximum gross value (without scale) of the Note 3

device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the device | Note 3

variable (see page 468)
Pen Color Color of the "pen" which allows the value placed |-

on the scale to be recorded
Pen Label Label used to identify the pen

A display link is a special graphic object which allows you to move to another graphic
display by clicking it. To indicate that the object represents a link towards another

display, the link’s text label is underlined and the mouse cursor changes to a hand
when it passes over it. This object is especially useful when the Graphic Editor is
used in View mode which has no drop-down list of graphic displays.

A display link can also be used as a hypertext link to an HTML file. If you enter a
URL such as Link Display Name, you can open it in a new browser window by
pressing the SHIFT key while clicking on the link. If you only click on the link, the
existing browser window is replaced by the URL.

If the Link Display Name is blank, the label is not displayed underlined and the
object displayed becomes a simple text label.

The table below describes the display link’s properties:

Property Description
Label Label of the link

Link Display Name | Name of the graphic display to load when the user
clicks on the link, or URL of a web page

Label Color
Label Font

Color of the label

Font used for the label

Datalogging History

A Datalogging History provides a continuous, time-based charting of the value of up
to six symbols (variables) coming from the log file of the Datalogging service. A
Datalogging History emulates a strip-chart recorder, with the pens on the right, and
the "paper" moving from right to left. A vertical scale can be shown on the left side
of the chart for showing the range of the values being recorded, and a horizontal
scale can be shown below the chart for showing the time span of the chart.
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In order to make it easier to set this object's many properties, a Customizer is
provided. All properties (except Name) are set with its Customizer, not with the
Graphic Editor’s Property Sheet.

3 buttons are available in edition and animation mode:
e Reload: the Datalogging History object is a static widget. This button enables to
refresh the value used to build the chart.
e +:zoom on the trend. It decreases the time scale in order to have a better vision
of a part of the trend.
e -:zoom outonthetrend. Itincreases the time scale in order to have a larger vision

of the trend.

If you place the cursor of the mouse on a point of the trend, a tooltip appears to
showing the exact value at that point. Click on that point to display the tooltip
permanently. Right click on it to make it disappear.

The following table describes properties for the Datalogging History. Properties
available for each pen are described in the next table:

Property Description Limits
Name The name for the graphic object -
Background The background color for the graphic object
Label The label to be displayed as part of the graphic
object
Label Color The color for the label
Label Font The font for the label
Major Scale The number of major (labeled) scale divisions 0...100
Divisions
Minor Scale The number of minor (unlabeled) scale divisions |0...100
Divisions
Scale Color The color for the scale and its labels -
Scale Font The font for scale labels
Scale Precision The number of fractional digits to be shown for -1...6
scale labels (Set to -1 to use a general
exponential format.)
Maximum EU The maximum value, in engineering units, of the | —
Value symbol (variable)
Minimum EU The minimum value, in engineering units, of the
Value symbol (variable)
Update Period The update interval (in seconds) for the chart 0.5...120
Time Scale The number of horizontal scale divisions 0..6
Divisions

Chart Background

The color for the chart area

Grid Color

The color of the grid drawn in the chart area
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Property Description Limits
Vertical Grid The number of vertical divisions for the grid 0...100
Divisions
Border Width The width (in pixels) for the graphic object’s 0...32
border
Border Color The color for the graphic object’s border -
These Datalogging History properties are available for each pen:
Property Description Limits
Name of the CSV | The name of the CSV file used to build the trend. | —
file Location:
e Default (no path): the file is located on the
FLASH memory.
o /CFAO0/USERDATA/TABLEX: the file is
located on the CF card.
e /USBHD/00/USERDATA/TABLEX: the file is
located on the USB memory.
o /RAMDISK/USERDATA/TABLEX: the file is
located on the saved RAM.
Note: the log file must include timestamps
(see page 309).
Address The name of a symbol (variable) to monitor. Note 1
(see page 468)
Data Type The data type of the symbol (variable). -
Note: the data type must be numerical.
Maximum PLC The maximum raw (unscaled) value of the symbol | Note 3
Value (variable) in the PLC. (see page 468)
Minimum PLC The minimum raw (unscaled) value of the symbol | Note 3
Value (variable) in the PLC. (see page 468)
Pen Color The color of the "pen" used to record the scaled |-
value.
Pen Label The label used to identify the pen.
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Extended Graphic Objects

Presentation

ASCII Text Editor

The extended graphic objects available in the Graphic Editor are designed to help
you to create graphic displays imitating advanced graphic display panels. All the
data control and monitoring objects have integrated communication functions and
are designed as standalone graphic objects.

A WARNING

UNINTENDED EQUIPMENT OPERATION

Do not use data control graphic objects to send information of critical nature
concerning human and material integrity.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

In addition, to help clients who wish to insert several simple applets into a single
HTML page, all objects in the Graphic Editor exist in the form of applets. When
combined with the LiveBeanApplet, the graphic objects in the Graphic Editor can be
used in the same way as the LiveLabelApplet.

The ASCII text editor is based on the message display graphic element. It enables
new text to be entered.

The properties of the ASCII text editor are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 1
(see page 468)
Max. Text Length Maximum length of the text
Text Color Color of the text
Text Font Font of the text
Swap Bytes False if the target byte order is the same as that of
the PC
Value The text itself
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Bar Graph

A bar graph gives an analog representation of the value of a variable in a device. It
draws a vertical bar whose length is proportional to the value and represents a
percentage of its range in physical units.

The properties of the bar graph are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the

variable to monitor
Address Direct address to monitor Note 1

(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)

Background Graphic object background color
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Maximum EU Maximum value of the variable in physical units
Value
Minimum EU Minimum value of the variable in physical units
Value
Maximum Value Maximum gross value (without scale) of the Note 3

device variable (see page 468)
Minimum Value Minimum gross value (without scale) of the Note 3

variable in the device (see page 468)

Bar Background

Background color of the indicator bar

Bar Color Color of the indicator bar (if the scale value is
within the High/Low range)

High High Limit Value of the "High High" limit expressed in

Value physical units

High High Limit Color of the indicator bar if the scale value is

Color greater than the "High High" limit

High Limit Value

Value of the "High" limit expressed in physical
units

High Limit Color

Color of the indicator bar if the scale value is
greater than the "High" limit.

Low Limit Value

Value of the "Low" limit expressed in physical
units
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Adding Images

Property Description Limits

Low Limit Color Color of the indicator bar if the scale value is less
than the "Low" limit

Low Low Limit Value of the "Low Low" limit expressed in physical

Value units

Low Low Limit Color of the indicator bar if the scale value is less

Color than the "Low Low" limit

Limit Deadband Neutral range (as a percentage of the EU range) |0to 10
to apply to verification of the High/Low limit

Border Width Width (in pixels) of the graphic object border 0to 32

Border Color Color of the graphic object border

Value Simulated gross input value (without scale) for Note 3
testing the graphic object (see page 468)

The bitmap interface graphic element displays a static bitmap on the screen.

The properties of the bitmap interface graphic element are as follows:

Property Description Limits
Name Name of the graphic object
Background Graphic object background color Note 1
(see page 468)
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
Border Width Width (in pixels) of the graphic object border

Border Color

Color of the graphic object border

Bitmap Choices

File names of custom bitmaps to display.
Refer to the next paragrah for information on
adding images into the module.

You can add images into the module in one of the following way:

e Add your images into the images.zip file (path: /NAND/FLASH1/wwwroot).

e Create a directory into the module (i.e. /INAND/FLASH1/wwwroot/bitmaps). Copy
your images into this directory. In this case, you need to specify the path of the
images you want to use (i.e. /NAND/FLASH1/wwwroot/bitmaps/key.gif).
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Step Action

1 Create an images folder on your PC.

Copy the images you want to use in this folder.

Import the user.jar file from the TSX ETG 30ee to the PC (path:
/NAND/FLASH1/wwwroot/classes) using a FTP client.

Open the user.jarfile using a file archiver.

Drag and drop the images folder in the user.jar file and check that the relative
path of the image files is ‘images/’.

6 Transfer the user.jar file back to the module using a FTP client.

Generic Bitmap

The generic Bitmap interface graphic element can display a static bitmap for each
separate value of a variable. It can be used to display dynamic animations, such as
the variation in level of a reservoir.

The properties of the generic Bitmap interface graphic element are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 1
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color Note 1
(see page 468)
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label

Bitmap Choices File names of custom bitmaps to display.
Refer to the previous paragraph for information on
adding images into the module.

Border Width Width (in pixels) of the graphic object border
Border Color Color of the graphic object border
Value Simulated starting value for testing the behavior of

the graphic object
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Graphic Link

Indicator Light

A graphic link is a special graphic object that moves to another graphic display when
you click it. Graphic links can also be recognized by their underlined labels, and by
the fact that the mouse cursor changes to a hand when it passes over them. They
are especially useful when the Graphic Editor is used in Display mode, in which
there is no pull-down list of graphic displays.

A graphic link can also be used as a hypertext link to an HTML file. If you enter a
URL such as Link Display Name, you can open the URL in a new browser window
by pressing the SHIFT key while clicking on the link. If you only click on the link, the
URL will open in the existing browser window.

If the Link Display Name is not filled in, the label will not be underlined and the
object displayed becomes a simple text label.

The properties of the graphic link are as follows:

Property Description Limits
Label Label of the link

Link Display Name | Name of the graphic display to load when the user
clicks on the link, or URL of a Web page

Label Color Color of the label

Label Font Font used for the label

Bitmap Choices Name of the bitmap file to be clicked on

The indicator light displays the value of a variable in a device. The input value of 0
is equal to OFF, and any value other than 0 is equal to ON. If the Flash Interval

property is set to a positive value, the indicator light will flash when the input value
is equal to ON. There is one bitmap for the ON state and another for the OFF state.

The properties of the indicator light are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 3
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color
Label Label to be displayed as part of the graphic object
Label Color Color of the label
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Motor

Property Description Limits
Label Font Font used for the label
OFF Word Text to be displayed when the input value is OFF
OFF Bitmap Indicator bitmap when the OFF word is displayed
Choice
OFF Word Color Color of the OFF word text
OFF Word Font Font of the OFF word text
ON Word Text to be displayed when the input value is ON
ON Bitmap Choice | Indicator bitmap when the ON word is displayed
ON Word Color Color of the ON word font
ON Word Font Font of the ON word text
Flash Interval The flashing time for the indicator light (expressed | 200 to 2,000
in milliseconds) when the input value is ON. Set to
0 for no flashing.
Input Inverted On TRUE, inverts the input value. (The indicator
displays the OFF word when the input value is
ON.)
Border Width Width (in pixels) of the graphic object border 0to 32
Border Color Color of the graphic object border
Value Simulated input value for testing the graphic Note 3
object (see page 468)

The Motor graphic interface element displays the value of a variable in a device. The
input value of 0 is equal to OFF, the value 1 is equal to ON and other values are
equal to DEFAULT. These three states are represented by different bitmaps.

The properties of the Motor graphic interface element are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 1
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color
Label Label to be displayed as part of the graphic object
Label Color Color of the label
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Pipe

Property Description Limits

Label Font Font used for the label

OFF Word Text to be displayed when the input value is OFF

OFF Bitmap Motor bitmap when the OFF word is displayed

Choice

OFF Word Color | Color of the OFF word text

OFF Word Font Font of the OFF word text

ON Word Text to be displayed when the input value is ON

ON Bitmap Choice | Motor bitmap when the ON word is displayed

ON Word Color Color of the ON word font

ON Word Font Font of the ON word text

DEFAULT Word Text to be displayed when the input value is ON

DEFAULT Bitmap | Motor bitmap when the DEFAULT word is

Choice displayed

DEFAULT Word Color of the DEFAULT word font

Color

DEFAULT Word Font of the DEFAULT word text

Font

Border Width Width (in pixels) of the graphic object border 0to 32

Border Color Color of the graphic object border

Value Simulated input value for testing the graphic Note 3
object (see page 468)

A pipe displays the value of a variable in a device that has two possible states. The
input value of 0 is equal to OFF, and any value other than 0 is equal to ON. There is
one bitmap for the ON state and another for the OFF state.

The properties of the pipe are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 1
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color
Label Label to be displayed as part of the graphic object
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Push button

Property Description Limits

Label Color Color of the label

Label Font Font used for the label

OFF Word Text to be displayed when the input value is OFF

OFF Bitmap Pipe bitmap when the OFF word is displayed

Choice

OFF Word Color | Color of the OFF word text

OFF Word Font Font of the OFF word text

ON Word Text to be displayed when the input value is ON

ON Bitmap Choice | Pipe bitmap when the ON word is displayed

ON Word Color Color of the ON word font

ON Word Font Font of the ON word text

Border Width Width (in pixels) of the graphic object border 0to 32

Border Color Color of the graphic object border

Value Simulated input value for testing the graphic Note 3
object (see page 468)

When activated with the mouse, a push button allows the user to send one or more
preset values to a device.

The properties of the push button are as follows:

comply with between sending the values to the
device and sending the reset values.

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 3
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color
Values Values to send to the device Note 4
(see page 468)
Reset Values Values to send to the device once the reset delay
has expired. If no reset value is given, the reset
will not take place.
Reset Delay Delay (in milliseconds) that the push button must | 0-2000
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Distributor

Property Description Limits
Label Label to be displayed as part of the graphic object

Label Color Color of the label

Label Font Font used for the label

Button Label Button label text

Button Label Color used for the button label

Color

Button Label Font | Font used for the button label

OFF Bitmap Button bitmap when the OFF state is displayed

Choice

ON Bitmap Choice | Button bitmap when the ON state is displayed

Border Width Width (in pixels) of the graphic object border 0to 32

Border Color

Color of the graphic object border

A distributor displays the value of a variable in a device that has two possible states.
The input value of 0 is equal to OFF, and any value other than 0 is equal to ON.
There is one bitmap for the ON state and another for the OFF state.

The properties of the distributor are as follows:

Property Description Limits
Name Name of the graphic object
Unit ID Address of the Modbus slave containing the
variable to monitor
Address Direct address to monitor Note 1
(see page 468)
Data Type Data type of the direct address Note 2
(see page 468)
Background Graphic object background color
Label Label to be displayed as part of the graphic object
Label Color Color of the label
Label Font Font used for the label
OFF Word Text to be displayed when the input value is OFF
OFF Bitmap Distributor bitmap when the OFF word is
Choice displayed

OFF Word Color

Color of the OFF word text

OFF Word Font

Font of the OFF word text

ON Word

Text to be displayed when the input value is ON
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Notes

Property Description Limits
ON Bitmap Choice | Distributor bitmap when the ON word is displayed
ON Word Color Color of the ON word font
ON Word Font Font of the ON word text
Flash Interval The flashing time for the indicator light (expressed | 200 to 2,000
in milliseconds) when the input value is ON. Set to
0 for no flashing.
Border Width Width (in pixels) of the graphic object border 0to 32
Border Color Color of the graphic object border
Value Simulated input value for testing the graphic Note 3
object (see page 468)
The notes relating to this section are as follows:
A direct Modbus address is a number between 0 and 65535.
2. The various values of the Data Type property for a direct Modbus address have the
following meanings:
Type Signification
COIL output bit (Boolean)
DISCRETE INPUT |input bit (Boolean)
REGISTER 16-bit signed integer
INT32 32-bit signed integer
INT32SWAP 32-bit signed integer with least significant and most significant
words inverted
INPUT REGISTER 16-bit signed integer for analog input
3. The limits of the Maximum PLC Value and Minimum PLC Value properties are the
natural limits of the configured Data Type property.
4. For a push button you must specify at least one value. If several values are entered,
they will be assigned to an address table starting with the direct address indicated.
5. For the applet to display a numerical data value instead of a label, specify parameters
in the HTML code as follows: name = "label" value = "$data$".
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7.5

Graphic Viewer

Graphic Viewer

Presentation

The Graphic Viewer allows you to display graphical screens created with Web
Designer software. It is dedicated for operator dialog. With the Graphic Viewer you
can only visualize Graphic screens. Full screen display is possible.

The Graphic Viewer is made up of two windows:

e Top Window: This area displays the user commands. You can select a graphic
to modify in the drop-down menu.
e Display Window: This area displays the graphics selected.

When you view a graphic in full screen mode the Top Window is not displayed.
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Selecting a Graphic

Step Action
1 Click Graphic Viewer.
Result: The top window and display window appears:
<new> [ | Password..
2 Select a graphic from the drop-down menu.
Result: The graphic selected appears in the display window:
1m_26s_440ms 500 150 Time_1  Time_2
s 0 7% oo ﬂmo 0
0 & i 5,100 71504 AN 71645 AM 7:18:26 AM T20:07 AWM 7:21:48 AM
1000 100
100 E B
[ Count Value
= i
0
o Motor Control Center
Note: Click the active graphic’s display window twice (unless the active graphic is a command type
interface graphic element) to refresh the top window.
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Scope of this Chapter

This chapter describes how to create and upload custom pages. It also describes
the graphic objects provided on the CD-ROM.The TSX ETG 30ee can host user
defined Web pages and any other documents such as maintenance documents,
schematic documents and any DOC, PDF, XLS file that can help users in operations
and maintenance.This capability helps you to create a fully customized human
machine interface embedded in the module. It will perfectly match your needs with
all the openness given by Web pages (Hyperlinks to other websites, display of PDF,
DOC, XLS documents, custom animations (Flash, Silverlight, etc.))

The TSX ETG 30e CD-ROM includes a library of graphic objects in Java applet
format that you can include in your HTML pages. The objects can be used to give a
graphical and dynamic representation of register values, coil values, etc., for
Modbus devices. A macro (or file) in Microsoft FrontPage format is provided to help
the user to create HTML pages more easily, along with a description of the graphic
objects.

NOTE:

When planning custom Web pages, you must keep them within the limits of the

memory available for customization:

e If you are using a third party software to transfer a website and if you reach the
limits of the memory, some pages of the website will not appear.

e If you are using Web Designer for TSX ETG 30ee to transfer a website, it will
prompt you if your website exceeds the memory capacity.

What'’s in this Chapter?

This chapter contains the following sections:

Section Topic Page
8.1 Working with Custom Pages 472
8.2 Creating Custom Pages with an HTML Editor 477
8.3 Creating Custom Pages with FrontPage 489
8.4 Description of Graphic Objects 509

35014556 03/2012

471



Creating Custom Web Pages

8.1 Working with Custom Pages

Overview

You may develop any custom pages you want in order to customize the Web site.
The TSX ETG 30e module gives you 3 different methods for adding these pages to

the site:

e You may add custom Web pages and give them password protection.
e You may add custom Web pages and make them available to all users.

e You may replace the default home page with one of your own.

What’s in this Section?

This section contains the following topics:

Topic Page
Uploading Custom Pages via an FTP Client 473
Uploading a Custom Home Page 475

472
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Uploading Custom Pages via an FTP Client

Presentation

Website Structure

If you add custom Web pages to the default website, you may choose to protect
them with the same user name and the same password as those used for the default
pages, or to authorize access to all users (no password required).

To add custom pages to the site, you must specify the folder in which the pages are
stored before you uploading them to the server.

Website

r— - 440 === |
r=—==== "
Schneider Area : | cabs |
Medification not | | classes |
I recommended| I html
L al |
L — = 0 e e — — |
secure
Secure Area : 0, system
Protection by
password user V\
index.htm User area for
FE=EE====== 3, custom pages
r——-——=-=- 1 | unsecure |
Unsecure Area : user
LMo protection - | index.htm |
L e e e e o e o =1
General home page —

=& index.htm

Indicating the File Location

Place the folders containing your Web pages and any associated graphics in a
shared directory. Each subdirectory should normally contain a page called
index.htm that is the home page of the site.

All graphics file names must be in DOS 8.3 format (a maximum of eight characters
for the name and three characters for the extension).

NOTE: Do not forget to create new hyperlinks to other Web pages to enable these
pages to be accessed via the browser.
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Uploading to a Web site

Step Action
1 Save your project.
Open an FTP client (e.g.: filezilla).
Enter the IP address, the user name and the password to connect to the site
(default: wsupgrade/wsupgrade).
Find your Web project in the tree structure on your local disk.
Depending on the type of pages you want to add, the location of the pages on
the module can be different:
® Pages accessible to all must be copied to the
AMEDIA}/wwwroot/unsecure/user directory of the Web server.
® Pages with secure access must be copied to the
AMEDIA}/wwwroot/secure/user directory of the Web server.
Where the value of {MEDIA} can be:
® FLASH: save to the internal memory of the module.
® USB: save to the USB memory key.
® CF: save to the CF card.
6 Copy the relevant files from your local disk to the desired location in the remote
server (module).

NOTE: You can manage and transfer custom Web pages using Web Designer for
TSX ETG 30ee, in that case the transfer of the pages is managed by the software.
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Uploading a Custom Home Page

Presentation

To replace the default home page with a page of your choice, follow the steps below:

Save the initial configuration so that you can restore it later if necessary.
Create your home page.

Move the default home page to a secure location.

Replace it with your own home page.

Upload your home page to the embedded server.

Saving the Initial Configuration

Before modifying the default home page, you should save the configuration. In this
way, if an anomaly occurs on the embedded server, you can restore the initial
configuration.

NOTE: The CD-ROM contains a backup copy of the default site under
ETG30°\wwwroot.

Creating your Home Page

You must give your home page the same name as the default home page: index.htm

Placing your Home Page

Copy your home page to the wwwroot directory containing the default home page.

Uploading your Home Page

Step

Action

1

Save your project.

2

Open an FTP client (e.g.: filezilla).

3

Enter the IP address, the user name and the password to connect to the site
(default: userdata/userdata).

Find your Web project in the tree structure on your local disk.
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Step

Action

5

Depending on the type of pages you want to add, the location of the pages on

the module can be different:

® Pages accessible to all must be copied to the
AMEDIA}/wwwroot/unsecure/user directory of the Web server.

® Pages with secure access must be copied to the
AMEDIA}/wwwroot/secure/user directory of the Web server.

Where the value of {MEDIA} can be:

® FLASH: save to the internal memory of the module.
o USB: save to the USB memory key.

® CF: save to the CF card.

Copy the relevant files from the local site to the desired location in the remote
site.
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8.2 Creating Custom Pages with an HTML Editor

Overview

This section describes how to integrate custom pages for the TSX ETG 30¢* module
with an HTML editor.

What’s in this Section?
This section contains the following topics:

Topic Page
Inserting Applets into a Web Page 478
Inserting a LiveBeanApplet 479
Inserting a LiveBeanApplet Using HTML Code 481
Inserting a LiveLabelApplet Using HTML Code 484
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Inserting Applets into a Web Page

Presentation

FactoryCast includes graphic objects (or Java beans) which are used to view the
devices’ dynamic data in a graphic display. Generally, the final constructs a graphic
display using the Graphic Editor tool. You can however construct a graphic display
by using the graphic objects inserted into the Web page using the LiveBeanApplet.
Any graphic object, such as an analog dial or a push button, can be inserted into a
Web page in such a way that the dynamic data may be displayed outside the
Graphic Editor.

To display the devices’ dynamic data using a browser, you can choose one of the
two methods of inserting a FactoryCast applet into a Web page.
e (1) Enter the HTML code which is given in sections:

e Inserting a LiveBeanApplet Using HTML Code

e Inserting a LiveBeanApplet Using HTML Code

e (2) Insert a Java applet and then complete the dialog boxes using the
FactoryCast extension for Microsoft FrontPage 2000 (see page 489).
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Inserting a LiveBeanApplet

Presentation

This section covers general concepts relating to inserting a LiveBeanApplet.
NOTE:

In this guide you will find information about inserting a LiveBeanApplet using:
e HTML code (see page 481),

e The Microsoft FrontPage extension (see page 496).

NOTE: Before inserting a LiveBeanApplet into a Web page, you must create a
JavaBeans library using the Graphic Editor included in the Web Designer for

TSX ETG 30ee. In general, a user will create a JavaBeans library that contains an
instance of each object he wants to use in a Web page. Consider this library as a
set of templates, copied and customized in your Web pages. A library could, for
example, contain an analog meter, a rotary selector and a push button. It would then
be possible to add several instances of each bean to a Web page, each with a
unique set of parameters, such as an address.

Inserting a LiveBeanApplet

Step Action

1 Using your Web browser, enter the name or the IP address of your Web server
module and access the Graphic Editor applet via the Monitoring link.

ST FactoryCast™ TSX ETG 3021

Home Documentation URL
@ S AL

Monitoring

Data Editor

Data Editor Lite

Graphic Editor

Graphic Viewer

[=) Custom Pages

with password
without password

Web site version : 1.11.0.0
© 2000-2009 Schneider Electric. All Rights Reserved.
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Step

Action

2

Go into Edit mode and create the JavaBeans library to use in your Web pages.
Customize each bean using a common set of parameters, so that only unique
parameters are configured, such as the register address.

e I [ [eo & [ m ] o [ 79 o [T I
[Froperies || I I:I---

1m_ %55 440ms

50 15
%*J—Si‘e:;)m i & ﬁ&-m . r
Lo W[E] 5
'Hu::
QE III | Motor Gontrol Genler

Note: for further information on the use of the Graphic Editor applet, refer to the
Graphic Editor section.

Once you have created your library, click Done in the editor window and save
your library.
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Inserting a LiveBeanApplet Using HTML Code

Presentation

To graphically display data, use graphic objects such as the analog dial or the push
button. Before inserting an applet into a Web page, a special applet called LiveBean-
MgrApplet must be installed on the server.

LiveBeanMgrApplet

The Web page can display the devices’ dynamic data using the LiveBeanMgrApplet.
This applet must feature once on the page if it already contains instances of
LiveBeanApplet.

The LiveBeanMgrAppletapplet can be included in a Web page in two different ways.

e Invisible applet — if the Web page is only used to check the device values, no
input is required by the user.

e Key icon — if the Web page is used both to send new values to the devices and
to check these values, the user must enter elements in such a way as to be able
to send new values.

NOTE: If the applet is used as a key icon, the user must enter a password to be able
to send data values to the devices. When the user clicks the applet (key icon) in the
Web browser, a dialogue box invites him/her to enter a password which will allow
him/her to write to the devices.

The HTML code which enables the applet to be included in a Web page used purely
for monitoring purposes is as follows:

<APPLET codebase="/"'

archive=""classes/SAComm. jar,classes/GDE. jar,classes/Widgets.
jar,images.zip"
code=""com.schneiderautomation.gde.LiveBeanMgrApplet"”
width=0 height=0>

<PARAM name=""FTP_ROOT" value="/NAND/FLASH1"">

</APPLET>

The HTML code which enables the applet to be included in a Web page used both
to send values to the devices and for monitoring purposes is as follows:

<APPLET codebase="/"'

archive=""classes/SAComm. jar,classes/GDE. jar,classes/Widgets.
jar,images.zip"
code=""com.schneiderautomation.gde.LiveBeanMgrApplet"”
width=32 height=32>

<PARAM name=""FTP_ROOT" value=""/NAND/FLASH1"">

<PARAM name=MODE value="READWRITE">

<PARAM name=AUTO_LOGIN value=""FALSE''>

</APPLET>
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LiveBeanApplet

In the example given above, if the value of the AUTO_LOGIN parameter is set to
TRUE as opposed to FALSE, the password is entered automatically (the user does
not need to enter it).

The LiveLabelApplet applet is included once for each symbol (variable) or direct
address monitored/checked on the Web page. For example, if you monitor three
symbols (variables), you must include the applet three times. Using the
LiveBeanApplet applet, all graphic objects/Java beans created using the Graphic
Editor (see page 422) can be included in a Web page as separate applet. All
graphic objects saved as part of a Graphic Editor graphic display can be retrieved
in the graphic file and presented by the applet.

LiveBeanApplet Parameters

The LiveBeanApplet applet uses parameters which allow you to specify the graphic
object presented by the applet and to define the applet’s background color.

Parameter Definition

LIBRARY The name of the graphic display containing the graphic object which must
be presented by the applet. (This name is the same as that used when the
graphic display is saved with the Graphic Editor).

This parameter is mandatory.

BEAN The name of the graphic object which must be retrieved in the graphic
display specified by the LIBRARY parameter. (The name will be that
which is displayed as the graphic object’s ‘Name’ property).

This parameter is mandatory.

BACKGRND Applet background color.

The authorized values are as follows: WHITE, LT_GRAY, GRAY,
DK_GRAY, BLACK, RED, PINK, ORANGE, YELLOW, GREEN,
MAGENTA, CYAN and BLUE.

Itis also possible to use an RGB value in the "OXxRRGGBB" format, where
RR, GG and BB are the hexadecimal values of the red, green and blue
components respectively.

This parameter is optional but is usually set to correspond to the color of
the HTML page.

In addition to the parameters above, the LiveBeanApplet <APPLET> must mention
the width and height attributes. A LiveBeanApplet applet must usually be the same
size as the graphic object it presents. To know the size of a graphic object, select it
whilst the Graphic Editor is in Edit mode. The name and size of the selected object
are specified in the Information Area which can be found at the top of the Graphic
Editor applet.
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Example of LiveBeanApplet

All instances of the LiveBeanApplet applet featuring in a Web page follow the same
template; only the applet parameters and size vary.

This is the HTML code which allows the inclusion of a LiveBeanApplet presenting
the MyDial graphic object, saved by the Graphic Editor as part of the Library1
graphic display.

<APPLET codebase="/"

archive=""classes/SAComm. jar,classes/GDE. jar,classes/Widgets.
jar,images.zip"
code=""com.schneiderautomation.gde.LiveBeanApplet"

width=180 height=160>

<PARAM name=LIBRARY value="Libraryl">

<PARAM name=BEAN value="MyDial"">

<PARAM name=BACKGRND value=""0xDDEEFF"'>

</APPLET>
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Inserting a LiveLabelApplet Using HTML Code

Presentation

Before inserting an interactive label into a Web page, you must first insert a special
applet called LiveLabelMgrApplet into the page.

NOTE: However, if a web page contains both a LiveLabelApplet and a
LiveBeanApplet, it must only contain a single instance of LiveBeanMgrApplet and
not LiveLabelMgrApplet.

(LiveBeanMgrApplet handles LiveLabelApplet and LiveBeanApplet, while
LiveLabelMgrApplet only handles LiveLabelApplet.)

LiveLabelMgrApplet

LiveLabelApplet

Data Parameters

Using the LiveLabelMgrApplet, the Web page can display dynamic data from the
PLC. You must include this applet once in the page if it already contains instances
of LiveLabelApplet.

This is the HTML code to use to insert the applet into a page.

<APPLET codebase="/"

archive="classes/SAComm. jar,classes/GDE. jar,classes/Widgets.
jar,images.zip"
code=""com.schneiderautomation.factorycast._LivelLabelMgrApple"
width=0 height=0>

<PARAM name=""FTP_ROOT" value="/NAND/FLASH1">

</APPLET>

Use a LiveLabelAppletfor each symbol (variable) or direct address displayed on the
Web page being used. For example, if you display three symbols (variables), you
must include the applet three times.

Field Description

Label Label of your variable

Value Execution value of the variable

Units Units that you specify for the value

Parameter Definition With the default
value of

LABEL A text label to identify the data element No label

UNITS A text label to identify the physical units of the value | No unit displayed
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Parameter

Definition

With the default
value of

UNITID

Address of the Modbus slave (not used for symbols).

ADDRESS

Direct Modbus address or symbol name.

None

DATATYPE

The data type of the direct Modbus address. Valid
values for this parameter are:

COIL output bit (Boolean)

DISCRETE
INPUT

input bit (Boolean)

REGISTER 16-bit signed integer

INT32 32-bit signed integer

INT32SWAP 32-bit signed integer with least
significant and most significant

words inverted

INPUT 16-bit signed integer for analog
REGISTER input

REGISTER

FORMAT

Display format of the value.
Valid values for this parameter are:

DEC decimal

HEX hexadecimal

BIN binary

ASCII bytes displayed as ASCII

characters

BOOL ON_WORD or OFF_WORD (see

below)

DEC for most data

types
BOOL for the coil or
discrete input data

type

GAIN

The gain (multiplier) used for the scale of the value
retrieved in physical units.

NOTE: It is only possible to use the scale if GAIN or
BIAS is set and if the FORMAT is DEC.

The linear scale follows the formula:
SCALED_VALUE=GAINXRAW_VALUE+BIAS

BIAS

The bias (offset) used for the scale of the value
retrieved in physical units. See NOTE under GAIN

0.0

ON_WORD

Text value to be displayed when the value is not zero
(To be used only if the FORMAT is BOOL).

ON

OFF_WORD

Text value to be displayed when the value is zero
(To be used only if the FORMAT is BOOL).

OFF
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Parameter Definition With the default
value of
FOREGRND | Color of the applet foreground BLACK
Valid values are: WHITE, LT_GRAY, DK_GRAY,
BLACK, RED, PINK, ORANGE, YELLOW, GREEN,
MAGENTA, CYAN, and BLUE
It is also possible to use an RGB value in the format
"0OxRRGGBB" where RR, GG and BB are the
hexadecimal values of the red, green and blue
components respectively.
BACKGRND | Color of the applet background LT_GRAY
For the valid values, see FOREGRND.
ERROR_ Color of the foreground of the VALUE field if the MAGENTA
COLOR value cannot be retrieved from the PLC.
For the valid values, see FOREGRND.
LABEL_ Alignment of text in the LABEL field if the size of the | LEFT
ALIGN field is greater than the length of the text
Valid values are: LEFT, CENTER and RIGHT.
VALUE_ Alignment of text in the VALUE field if the size of the | LEFT
ALIGN field is greater than the length of the text
Valid values are: LEFT, CENTER and RIGHT.
UNITS_ Alignment of text in the UNITS field if the size of the |LEFT
ALIGN field is greater than the length of the text
Valid values are: LEFT, CENTER and RIGHT.
FONT_ The name of the font used by the applet SANSSERIF
NAME Valid values are: SERIF, SANSSERIF and
MONOSPACE.
FONT_ If this parameter is set, all text in the applet will be | FALSE
BOLD displayed in bold
Valid values are: TRUE and FALSE.
FONT_ If this parameter is set, all text in the applet will be | FALSE
ITALIC displayed in italics
Valid values are: TRUE and FALSE.
FONT_SIZE | The size of the font used by the applet 12
LABEL_ The width of the LABEL field.
WIDTH
UNITS_ The width of the UNITS field.
WIDTH
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Size Parameters

LiveLabelApplet, Example 1

The size of a LiveLabelApplet is specified in the width and height attributes of its
<APPLET> label. The LABEL and UNITS fields of the applet will always have the

necessary sizes to display the text values of the associated applet parameters,

unless the width of the LABEL or UNITS field is configured using the LABEL_WIDTH
or UNITS_WIDTH parameters. The remaining width of the applet is allocated to the
associated VALUE field.

The applet example in this section contains almost all the applet parameters. This is
the HTML code of the example.

<APPLET codebase=""/"
archive=""classes/SAComm.jar,classes/GDE. jar,classes/Widgets.
jJar,images.zip"

code=""com.schneiderautomation.factorycast.LivelLabelApplet"

width=300 height=30>

<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM

name=LABEL value="Reactor 1 Temperature'>

name=UNITS value=""F">
name=UNITID value="1">
name=ADDRESS value="'100"">
name=DATATYPE value=""REGISTER">
name=FORMAT value=""DEC"">
name=GAIN value="2.0">
name=BIAS value=""100.0">
name=FOREGRND value="WHITE">
name=BACKGRND value=""BLACK"">
name=ERROR_COLOR value=""RED">
name=FONT_NAME value=""SERIF">
name=FONT_BOLD value=""TRUE">
name=FONT_ITALIC value="FALSE">
name=FONT_SIZE value="10">

</APPLET>
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LiveLabelApplet, Example 2

This minimal applet example uses the default values for most of the parameters.
This is the HTML code of the example.

<APPLET codebase="/"

archive="classes/SAComm. jar,classes/GDE. jar,classes/Widgets.
jar,images.zip"
code=""com.schneiderautomation.factorycast.LivelLabelApplet"
width=300 height=30>

<PARAM name=LABEL value="Reactor 1 Pressure'>

<PARAM name=UNITS value="PSI'>

<PARAM name=ADDRESS value=""Symbol1'>

</APPLET>
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8.3 Creating Custom Pages with FrontPage

Overview

This section describes how to create custom pages for the TSX ETG 30¢* module
with FrontPage.

What’s in this Section?
This section contains the following topics:

Topic Page
Installing a Microsoft FrontPage Extension 490
Inserting a LiveBeanApplet with FrontPage 496
Inserting LiveLabelApplet Using FrontPage 504
Uploading Custom Pages with FrontPage 508
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Installing a Microsoft FrontPage Extension

Presentation

This section describes how to install/remove the Web Designer for TSX ETG 30ee
extension for Microsoft FrontPage 2000.

Installing FactoryCast

During the installation of Web Designer for TSX ETG 30ee, if FrontPage 2000 has
been installed on the same PC, then the Web Designer Extension for FrontPage
2000 is automatically installed as a FrontPage "Macro File." If this is the case, then
proceed to the next section, which provides instructions for adding the Extension to
FrontPage’s menu.

However, if FrontPage 2000 is installed after Web Designer for TSX ETG 30ee has
been installed, then the Extension can be installed by either re-installing Web
Designer for TSX ETG 30e* or manually copying the macro file to FrontPage’s
macro folder. For manual installation, after installing FrontPage 2000, the following
will install the Extension:

Copy the file Microsoft FrontPage.fom from CD-ROM to the folder
%USERPROFILE %\Application Data\Microsoft\FrontPage\Macros (create the final
’Macros’ folder, if it does not already exist).

Adding Extension

To add the Web Designer or the Modbus extension to the FrontPage Insert menu,
do the following.

Step Action
1 Start FrontPage 2000.
2 Click Customize on the Tools menu.
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Step

Action

Click the Commands tab, and then select Macros from the Categories list.
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Tools
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Frames
Window
Help
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e IYenu
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Custom Button

Selectcommand

‘ Description

| ‘ Modify Selection  w |
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Step

Action

4

Drag and drop the entry Custom Menu Item from the Commands list to the
Insert menu, beneath the Advanced command. (The Insert menu will
automatically drop down when you drag over it.)

[\q Microsoft FrontPage B
‘Eﬂe Edit View  |(Insert -ormat  Tools  Table FErames Window Help
O~ =~ g Beak 9‘@5&E|<’nva'
% Horizontal Line
| Dale and Time...
M Tlnrroal = | sl
None) [ ] Syrmbal...
n— | ¥ Comment..
MNayigation Bar. 0
Uptions
Page Banner i‘
ommands
Component
Database S
Fai » Custom Bution
@_ % I HTML
Picture » Design-Time Confrol
ForHelp, press F1 Eile y Java Applet
Bookmark 27 Blug-n
£ Hyperink . ctrl+K 2 AcliveX, Control,.. &

‘ Show Design-Time Controls
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Step

Action

Click Modify Selection, change the name to ETG 3000 Applet, and then press
ENTER key.

[%] Microsoft FrontPage
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Page —_
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ED Copy Bution Image [%

Pasle Butlon Image
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Step

Action

6

Click Modify Selection again, and then choose Assign Macro.

Macro

[Macra Name

‘ETG3000_App\et

[ o< |

ETG1000_Applet
ETG1010_Applet
ETG3000_Applet

FactoryCast_Applet
FactoryCastHWI_Applel

Macro In |I\fhcrosoﬂ FrontPage

Gancel

Choose ETG3000_Applet from the list, and then click OK.
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Step

Action

Click Close.
The ETG3000 Applet command is added to the Insert menu.

[¥] Microsoft FrontPage

EEiE

=
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— B =RedaLE= MK
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Date and Time
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x

Component

Database

Form
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ETG3000 Applet

v v v v

Picture 4

£ Hyperink... o+
y

Normal <HTML < Preview w

|

‘ ForHelp, press F1 ‘ ‘ = 0seconds over 288

L1 1~

Removing FactoryCast Extension

Editing Applets

Step Action
1 In FrontPage, click Customize on the Tools menu.
2 Click the Insert menu, and then select ETG3000 Applet.
3 Right click and select Delete from the popup menu.

There are two ways to edit an applet that has been inserted into your Web page.
First, you can double-click the object and make changes via dialog boxes. Or you
can switch to the HTML editor in FrontPage and do your editing in this environment.
It is suggested you edit via the first approach unless you are comfortable
programming in the HTML language used to build Web pages.
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Inserting a LiveBeanApplet with FrontPage

Presentation

This section describes how to insert a LiveBeanApplet into a Web page. Before
proceeding with the insertion, read the following note then carry out the 14
operations described below.

NOTE: Prior to inserting a LiveBeanApplet into a Web page, you must create a
JavaBeans library using the Graphic Editor. Generally a user will create a
JavaBeans library that has one instance of every object that they would like to use
in a Web page. Think of this library as a set of templates that are copied to and
customized for your Web pages. For example a library may have one analog meter,
one rotary selector, and one push button. Multiple instances of each bean can then
be added to a Web page, each with a set of unique parameters such as an address.

Inserting a LiveBeanApplet

Step

Action

1

Select Tools | Macro, then to display the applet selection window click Macros.

[<] Microsoft FrontPage EEE
‘ Eile Edit View Insert Fomat  Tools  Table Frames Window 2

rSpEling. I 2

O~ =~ | B [>F h<r < D Emile 19 <

Securify =

| [oe) %) —_[Jle: sl=

&2 Macros.., AHFS
Custormize 2 visual Basic Editor AlE+F1L

& Microsoft Script Edibor  Maj+Al+F1L
Options

g Page Options

<«

Page

[

Folders

A

Reports

Press F1 for I:e\p | |; 0 second(s) at 288 | D I:l //
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Step Action
2 Select the ETG3000_Applet applet, then click Run.
[} Microsoft FrontPage
| Eile Edit  View Insert  Fgmat Tools Table  Frames Window 2
Y
O-@2~ B 6 DakY: Hur aEus|~
— I _ Fanikd
Macro name: I
| ETGI00_poplet | Rin ] _ﬁx
I\
ETG1000_Applet Cangel
ETG |_Applet
FactoryCast_Applet
FactoryCastHM| let
e
Maocros in ‘ Microsoft FrontPage
Normal /HTML < Preview ﬁ _
Press F1 for Help = 0second(s) at28.8 | I:H:| 4
3 Select the LiveBeanMgrApplet applet , then click OK.

‘ Eile Edit Wiew Insert Famat Tools

Table

Frames Window 2

Oz~ b dTa&Y " FHer o Igeue s

B E753000 Applets

S
h A
Ei ik

X

Ap

LiveBeanApplet Live Bean Applet
Gdefpplet Graphic Data Applet
LiveLabelAppletLite Live Label Applet Lite

LiveBeanAppletlte Live Bean Applet Lite

Available Applets
Applet Class ‘ Description 0K
Livel abelMgrApplet Live Label Mgr Applet
LiveLabelApplet

Normal /HTML < Preview

Press F1 for Help

= Second(s) 288

L1

Note: The LiveBeanMgrApplet applet is a special applet, which should only be

inserted into your Web page once.
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Step

Action

4

Microsoft FrontPage

Insert

‘ Elle Edit View

Fomat _ools Table

Configure the Mode and Auto-Login parameters, then click OK.

Frames  Window

?

O=- &3 o0& [eco g=Eefs

-

763000 Applets - <
FactoryCast applets available
ETG3000__ LiveBeanMgrApplet e
Parameters
MODE READWRITE
AUTO_LOGIN
Navigation Normal /HTIL < Preview

Press F1 for Help

| 2 Osecond(s) ai 288

(1~
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Step

Action

A window opens, showing the Java code which will be inserted in your HTML
document.

|E|\e Edit View Insert Fomat Iools Table Frames Window 2

<APPLET

codebase="/*

archive=*classes/SACcomm. jar,classes/GDE. jar,classes/
Widgets.jar,images.zip”

code="com. schneiderautomation. gde. LiveBeanMgrapplet”
widbh="32" height="327x

<PARAM name="FTP_ROOT” value=" /NAND/FLASH1" >
<PAREM mame=MCDE value="READWRITE" =
<PARAM name="RUTC LOGIN value="TRUE" >
</BPPLET>

Ingert Cancel

Normal /HTML < Preview

Press F1 for Help | ‘Z 0 second(s) at 268 | I:I I:I 7

Click Insert to complete the insertion of the applet.

Note: Although a gray box containing a blue letter "J" appears on your Web page
while editing, the applet will only be displayed on your downloaded Web page if
you have set the Mode parameter to ReadWrite. It will then appear in the form
of a Key when you view it using your browser. On the other hand, if the Mode is
set to ReadOnly, the width and height of the applet will be set to zero and will
not be visible in your browser.
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Step

Action

6

Select the LiveBeanAppletin the Web Designer applet selection window, then

click OK.

[x] Microsoft FrontPage

‘ Eile Edit  Wiew Insert  Fomat  Tools Table  Frames Window 2
O~~~ W 0 M&&% . Pew© amEe (2

Wi

b Des.igner Applets

3
]
4

-

Liv

LiveBeanhMgrapplet

let

GdeApplet
LiveLabelApplet_ite

LiveBeanAppletLite

Available Applets:
Applet Class | Description 0K
LiveLabelMgrApplet Live Label Manager Applet
LiveLabelApplet Live Label Applet

Live Bean Mar Applet

Graphic Data Applet
Live Label Applet Lite

Live Bean Applet Lite

Normal

HTML < Preview

Press F1 for Help

| ‘ 2 0Osecond(s) at288 ‘

[IC 1~

Enter the name of a library and the name of the "bean" you wish to display in it.
If you do not need to customize the bean properties (the address, for example),

click OK.
—— Parameters
Ap
— LIBRARY:
Live
Live BEAN
Live
BACKGRMD:
Liv
Live PROPERTIES
Gdd | () None
{7} Object type

‘ Library

‘ Digital indicator 2

|Se|ecl an object ype ‘ Edt
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Step Action

8 In general, you will at least need to customize the Address property of your
beans. Once you have entered the names of the library and bean, select the
object type in the Object Type box.

ETG3000--LiveBeanApplet
Parameters
LIBRARY ‘ Library ‘
BEAN ‘ Digital indicator 2 ‘
BACKGRND ‘ LT_GRAY
Properies
{ " Mone:
Digital indicator
@ Object type 9 Edil

Click Edit when you have finished.

9 In the edit window, only change parameters that are specific to this bean, such
as the address. All other parameters will be set to the same values as for the
bean saved in your library. Click OK when you have finished.

[x] Microsoft FrontPage BED

‘Ei\e Edit  Vew Insert Format  Tools  Table  Erames Window Help

= O [ e ISRl Lol WL 1
‘ Properties [Digital Indicator] ’g

Address 1000 Maximum PLE Walue
Diate Type REGISTER Minimum PLG Value

Label High High Limi Value
Value Format DEC %) High Limit value

‘alue Precision 1 Low Limit Value

Units 380 Low Low Limit Value I:l
Maximum EU Value UmiDeadvend®l | ]

Minimum EU Value D Border Width l:l

‘ OK ‘ | Cancel |

Normal /HTML « Preview

For Help, press F1 | | = Oseconds over 28.8 | |:| l:l &
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Step

Action

10

Click OK. A window opens, showing the Java code which will be inserted in your
HTML document. Click Insert to complete the insertion of the applet.

ETG300 iveBeanApplet

<APPLET
codebase=" /"
archive=*classes/SAComm. jar,classes/GDE. jar,classes/
Widgets.Jjar, images. zip”
code="com. schneiderantomarion. gde  LiveBeanApplet”
width="180" height="160" =

<PARAM name=BACKGRND valuae="LT GRAY"=

<PARAM name=LIBRARY value="1ibrary”»

<PARAM name=BEAN value="Digital indicator 27>

<PARAM name=PROPERTIES value="address =100 |

datatype  =REGISTER |

format =DEC

label =Time ‘
unitIiD =1"=

</BPPLET>

Insert Cancel

11

Continue inserting instances of the LiveBeanApplet applet into your Web page.
Once you have inserted the last applet, click Cancel in the Web Designer applet
selection window to edit your Web page.

[%] Microsoft FrontPage

|Eile Edit View Insert Fomat  Tools  Table Frames Window 2

O- =~ W 3TaekY  fns =Rl
| [MNone) [ [cefautfony] [ Nomal g 1 8|2

=

new_page_T him

X

=

omation.gde LiveBeanApplet

Normal #HTML < Preview

| Press F1 for Help

T 0second(s) at288 H:H:I V7
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Step Action
12 Save your custom Web page.
[] Microsoft FrontPage
| Eile Edit  View Inset  Fomat Tools Table  Frames Window 2
ISRl Save As [3¢]
[Men Save n B ApsFoad Bl B | @ % cr BB Took -
3 integrated X
£ user ]
&1 sample web page
Page file New page 1
File name: 3 [*]
Save esfype e pages =
21\ Normal /HTML _APreview /1) B
BN [E Ozecondi@a88 | [ |~
13 Transfer the custom Web page to the Web server.
14 Test the application.
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Inserting LiveLabelApplet Using FrontPage

Presentation
This section describes inserting LiveLabelApplet into a Web page.

Inserting LiveLabelApplet

Step Action
1 Select Insert | ETG3000_Applet to view the TSX ETG 30ee applet selection
window.

[%] Microsoft FrontPage

|E|Ie Edt  VMiew Insel | Fommat  Tools  Table  Frames Window Help

D~ =- | & B o0 TEEER v

Horzontal Line

o

FlB 1+ U=E=[iZ|A~ 2

Date and Time..

Symhbol. x
Camponent

Database

Form

Advanced
ETG3000_Applet

F_,

o

REE]

»
.4
»
»
L3
»

Picture

£ Hyperink. cfi+
W

Navigatio peg Normal (HIML (Preview .~
For Help, press F1 ‘ ‘ = O seconds over 288 H:H:| i
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Step Action
2 Select the LiveLabelMgrApplet and then click OK.
ETG3000_Applets
Available Factorycast Applets
Applet Class | Description Ok
Livel abeMgripplet Live Label Manager Applet
Livel abelApplet 0
LiveTableApplet Live Table Applet
LiveBeanhgrApplet Live Bean Manager Applet
LiveBeanApplet Live Bean Applet
(GdeApplet Graphic Data Applet
Note: The LiveLabelMgrAppletis a special applet that is inserted one time only
into your Web page. Though a gray box with a blue letter "J" will appear on your
Web page during editing, this applet will not be visible when you view your Web
page from the Web server module.
3 Select the LiveLabelApplet and then click OK. The Parameters edit window

appears.
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Step

Action

4

Fill in the parameters for the label and then click OK.

ETG3000- LiveLabelApplet

Paramelers:
Data Description
ADDRESS UNITID:
DATATYPE FORMAT:
LABEL: | Reg 400001 | LABEL_WIDTH
UNITS: | | UNITS_WIDTH:

ON_WORD OFF_WORD: | OFF
r Colors Alignment
FOREGRND BLACR [0 || LABEL_ALISN
BACKGRND: VALUE_ALIGN.
ERROR_GOLOR.  [WAGENTA UNITS_ALIGN:
~Font
FONT_NAME: SANSSERIF 4] [] FONT_BOLD
FONT_SIZE [] FONTITALIC

| OK ‘ | Cancel

Note: For a description on each parameter, see Inserting a LiveLabelApplet

Using HTML Code, page 484.
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Step Action
5 A window will appear showing the HTML code that will be inserted into your
HTML document. Click Insert.
ETG3000_Applet--LiveLabelApplet Ed
<APPLET
codebase="/"
archive="¢lasses/ShConm. jar, classes/GDE. jar,
classes/Widgets. jar,images. zip”
code="com. schneiderautomation.factorycast.LivelabelhApplet”
width="110" height="30">
<PARAM name="UNITID" value="255"=
<PARAM name="ADDRESS” value="Reg 400001">
<PARAM name="DATATYPE" value="REGISTER" =
<PARAM name=*FORMATY value="DEC">
<PARAM name="LABEL" value=*Reglster 400001">
<PARAM name="TLABEL WIDTH value="5"=
<PARAM name="UNITS WIDTH” value="5"=
</BPPLET>
[ e ]
6 Continue to add additional instances of LiveLabelAppletto your Web page. Once

you have inserted your last applet, click Cancel on the applet selection window

to edit your Web page.
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Uploading Custom Pages with FrontPage

Presentation

If you add custom web pages to the default website, you may choose to protect them
with the same user name and the same password as those used for the default
pages, or to authorize access to all users (no password required).

To add pages to the site, you must specify the folder in which the pages are stored
before you can upload them to the server.

Indicating the File Location

Place the folders containing your web pages and any associated graphics in a
common directory. Each subdirectory should normally contain a page called
index.htm.

All graphics file names must be in DOS 8.3 format (a maximum of eight characters
for the name and three characters for the extension).

Security pages (with a password) should be copied to the \wwwroot\secure\user
directory of the embedded server.

Pages accessible to all should be copied to the \wwwroot\unsecure\user directory of
the embedded server.

NOTE: Do not forget to create new hyperlinks to other web pages to enable these
pages to be accessed via the browser.

Uploading to a Server

Step Action

1 Save your project.

2 Select File —Publish Web Site in the menu.

Result: the Publish Web Site dialog box opens with the FTP address to be
incorporated.

Use ftp://module_ip_address/wwwroot/unsecure/user for your free access
pages.

Use ftp://module_ip_address/wwwroot/secure/user for your password-secured
pages.

3 Click on Publish to confirm the start of uploading.
Note: A window will appear, asking for a name and password. The default value
for both is ‘wsupgrade’.
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8.4

Description of Graphic Objects

Graphic Objects Library Lite

Presentation

This section describes the Graphic Objects library version Lite. This library enables
you to download the graphic interface faster, particularly if you use a modem access.

It is a smaller version of the standard graphics library.

The graphic objects version Lite provided in the ETG3000_Applet are designed to
help you to create graphic displays imitating operator interface screens.

All the data control and monitoring objects have integrated communication functions
and are designed as standalone graphic objects.

This section describes the standard graphic objects Lite and their properties:

o LivelLabelAppletlLite: text object
e [iveBeanAppletLite: graphic objects library

NOTE: In the Graphic Objects Library Lite, you can monitor direct Modbus
addresses or symbols coming from devices that use the Push Data mode (refer to
the Web Designer for TSX ETG 30 User Manual for more information). Other
direct mobdus addresses or symbols are not supported.
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LiveLabelAppletLite

This window gives the value of a direct address of a Modbus slave in a text field:

ETG 3000--Livel abelAppletLite
Paramzters
Data Description

ADDRESS UNITID 55 ¥
DATATYPE | REGISTER ¥| POLLING RATE:
LABEL LABEL_WMIDTH:
UNITS: UNIT_WIDTH
GAIN BIAS
ON_WORD OFF_WORD
- Colorg—————————— ~ Mlignment ——————————
FOREGRIND: BLACK _ v||| LABEL_ALIGN: [LEFT =
BACKGRND:  [LTGRAY  v| | VALUE_ALIGN: [LEFT  v|
ERROR GOLOR [MAGENTA =] | UMIT_ALIGN.  [LEFT =+
Font

FONT_NAME: [ SANSSERF ¥ [ FONT_BOLD
FONT_SIZE:  [12 v — FONT_ITALIC

OK I Carcel

The properties of this window are as follows:

Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Data type Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Label Width Label_Width Width of label.
Unit Width Units_Width Width of unit.
Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols)
Polling rate [ms] Rate Scanning value
Gain Gain The gain (multiplier) is used for the scale of the 1.0
value retrieved in physical units.
Bias bias The bias (offset) is used for the scale of the value | 0.0
retrieved in physical units.
On_Word On_Word Text value to be displayed when the value is not | ON
zero (use if the data type format is binary).
510
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Property HTML code Description Limits
Off_Word Off_Word Text value to be displayed when the value is not | OFF
zero (use if the data type format is binary).
Foregrnd Foregrnd Color of the applet foreground. BLACK
Backgrnd Backgrnd Color of the applet background. LT_GRAY
Error_Color Error_Color Color of the applet foreground if the address value | MAGENTA
cannot be retrieved.
Label_Align Label_Align Alignment of text in the Label field if the size is LEFT
greater than the length of the text.
Value_Align Value_Align Alignment of text in the Value field if the size is LEFT
greater than the length of the text.
Units_Align Units_Align Alignment of text in the Units field if the size is LEFT
greater than the length of the text.
Font_Name Font_Name Font name for the applet text. SANSSERIF
Font_Bold Font_Bold Applet text is bold if configured as TRUE. FALSE
Font_ltalic Font_ltalic Applet text is italic if configured as TRUE. FALSE
Font_Size Font_Size Applet text size. 12

The HTML code with the parameters in the window above is as follows:

<APPLET

codebase="/classes"
archive="widgetslite.jar"
code="com. gchneiderautomation. factorycast.gateway.widgetel
ite.Livelabelipplet"
width="130" height="30" =

< PARAM
<PARANM
< PARAM
<PARAM
< PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARANM
</APPLET>

name="progresshar" value="true">
name="progresscolor" value="#0000023">
name="ADDRESS" value="1"x>
name="UNITID" valus="255">
name="RATE" value="1000"=
name="DATATYPE" value="REGISTER" >
name="LABEL" value="label">
name="LABEL WIDTH" value="25">
name="UNITS" value="mm">

nama="UNITS _WIDTH" value="5">
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Horizontal or Vertical Indicator

The indicator gives an analog representation of the value of a direct address of a
Modbus slave by drawing a horizontal or vertical bar whose length is proportional to
the value and which represents a percentage of its range in physical units.

Properties [Horizontal Indicator]
Address 1 High High Limit Valug
Data Type REGISTER v | High Limit Value
Label label Low Limit Value
Major Scale Divisions 100 Low Low Limit \alug
Minor Scale Divisions () High High Limit Value Colar RED -
Scale Precision 1 High Limit Value Color ORANGE v
Maximum EU Value 100 Low Limit Value Golor CYAM -
Minimum EU Value 0 Low Low Limit Value Color BLUE v
Maximum PLC Value 65535 Border Width
Minmum PLC Value 0 UntiD
Yalue Visible + | Paling rate [ms] 1000
Limit Deadband [%] 1
OK Cancel |
The properties of the indicator are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Major scale MajorTics Number of major graduations (marked) in the 0to 100
graduation scale.
Minor scale MinorTics Number of minor graduations (not marked) in the |0 to 100
graduation scale.
Scale precision Precision Number of decimal places to be shown for the -1t0 6
scale graduations (set to -1 to use a general
exponential format).
Maximum EU Value | Maximum Maximum value, in physical units, of the direct
address for scaling.
Minimum EU Value | Minimum Minimum value, in physical units, of the direct
address for scaling.
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Property HTML code Description Limits

Maximum PLC MaxValue Gross maximum value (without scale) of the direct | See Note 3

Value address in the PLC. (see page 529)

Minimum PLC Value | MinValue Gross minimum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)

Limit Deadband[%] | Deadband Neutral range (as a percentage of the UP range) to |0 to 10
apply to verification of the High/Low limit.

High High Limit LimitHiHi Value expressed in physical units of the "High

Value High" limit.

High Limit Value LimitHi Value expressed in physical units of the "High"
limit.

Low Limit Value LimitLo Value expressed in physical units of the "Low" limit.

Low Low Limit Value | LimitLoLo Value expressed in physical units of the "Low Low"
limit.

High High Limit ColorHiHi Color of the indicator bar if the scale value is

Value Color greater than the "High High" limit.

High Limit Value ColorHi Color of the indicator bar if the scale value is

Color greater than the "High" limit.

Low Limit Value ColorLo Color of the indicator bar if the scale value is less

Color than the "Low" limit.

Low Low Limit Value | ColorLoLo Color of the indicator bar if the scale value is less

Color than the "Low Low" limit.

Border Width BorderWidth Width of border.

Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols).

Polling rate [ms] Rate Scanning value.

35014556 03/2012

513




Creating Custom Web Pages

Property HTML code Description Limits

Maximum PLC MaxValue Gross maximum value (without scale) of the direct | See Note 3

Value address in the PLC. (see page 529)

Minimum PLC Value | MinValue Gross minimum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)

Limit Deadband[%] | Deadband Neutral range (as a percentage of the UP range)to |0to 10
apply to verification of the High/Low limit.

High High Limit LimitHiHi Value expressed in physical units of the "High

Value High" limit.

High Limit Value LimitHi Value expressed in physical units of the "High"
limit.

Low Limit Value LimitLo Value expressed in physical units of the "Low" limit.

Low Low Limit Value | LimitLoLo Value expressed in physical units of the "Low Low"
limit.

High High Limit ColorHiHi Color of the indicator bar if the scale value is

Value Color greater than the "High High" limit.

High Limit Value ColorHi Color of the indicator bar if the scale value is

Color greater than the "High" limit.

Low Limit Value ColorLo Color of the indicator bar if the scale value is less

Color than the "Low" limit.

Low Low Limit Value | ColorLoLo Color of the indicator bar if the scale value is less

Color than the "Low Low" limit.

Border Width BorderWidth Width of border.

Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols).

Polling rate [ms] Rate Scanning value.
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The HTML code with the parameters in the window above is as follows:

<APPLET

codebage="/classesg"
archive="widgetslite.jar"

code="com. gchneiderautomation. factorycast . gateway.
indicators.LiveHorizontalIndicatoripplet
width="180" height="160" =

<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
</APPLET>

name="progressbar" value="true":s
name="progresscolor" value="#000000">
name="debug"
name="BACKGEND"
name="addrezga"
name="datatype"
nams="lab=1"
name="majorTics" value="100">
name="minorTics" value="0">
name="pracision" valus="1">
name="maximum"
name="minimum"
name="maxvalue"
name="minvalue"
name="hborderwidth" value="25">
name="1imitHiHi" valua="99">
name="1imitHi"
name="1limitLo"
name="1limitLoLo" value="4">
name="deadband"
name="rate"
name="unitId"
name="colorHiHi" value="RED">
name="colorHi"
name="colorLolo” value="BLUE" >
name="caolorLo"

value="0":=>
value="LT GRAY"»
value="1">
value="REGISTER" >

value="labesl">

value="100"=

value="0"=
value="65535">
valus="0">

value="535">
value="5">

value="1"=
value="1000">

valuse="255":

value="0RANGE" =

value="CYAN">
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Horizontal or Vertical Slider

A horizontal or vertical slider gives an analog representation of the value of a direct
address of a Modbus device by drawing a slider whose cursor is proportional to the
value and which represents a percentage of its range in physical units. Using the

mouse, the user can change the value of the slider and trigger the sending of a new

value to the Modbus slave.

Properties [Horizontal Slider]
Address Maimum PLC Value
Data Type Minimum PLC Value D
Label Unit Inrement
Maijor Scale Divisions Block Increment
Minor Scale Divisions D Border Width
Scale Precision UnitiD 255
Maximum EU Value Poling rate [ms]
MnimumEUValue [0 ] Read Only

The properties of the slider are as follows:

Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Major Scale Division | MajorTics Number of major graduations (marked) in the 0to 100
scale.
Minor Scale Division | MinorTics Number of minor graduations (not marked) in the |0 to 100
scale.
Scale Precision Precision Number of decimal places to be shown for the -1t06
scale graduations (set to -1 to use a general
exponential format).
Maximum EU value | Maximum Maximum value, in physical units, of the direct
address for scaling.
Minimum EU Value | Minimum Minimum value, in physical units, of the direct
address for scaling.
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Property HTML code Description Limits
Maximum PLC MaxValue Gross maximum value (without scale) of the direct | See Note 3
Value address in the PLC. (see page 529)
Minimum PLC Value | MinValue Gross minimum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)
Unit Increment Unitincrement Amount by which the scale value is modified when
the user clicks on the slider arrows.
Block Increment BlockIincrement Amount by which the scale value is modified when
the user clicks on the slide area of the bar.
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Unit ID UnitID Address of the Modbus slave (not used for 1to 255
symbols).
Polling rate [ms] Rate Scanning value.
Read Only ReadOnly TRUE = read value, FALSE = read/write value.

The HTML code with the parameters in the window above is as follows:

<APPLET

codebase="/classes"
archive="widgetslite.jar"
code="com. schneiderautomaticon. factorycast .gateway.sliders.
LiveHorizontalsSliderZpplet"
width="180" height="1&0" =
<PARAM name="progressbar" value="trus">
<PARAM name="progresscolor" value="#000000">
<PARAM value="0">

name="depbug"

<PRRAM name="BARCKGRND" value="LT GRAY":>
<PARAM name="addrass" value="1">

<PARAM name="datatype" value="REGISTER" >
<PARAM name="lzhel" value="labsl"=
<PARAM name="majorTics" value="100">
<PARAM name="minorTics" value="0">
<PARAM name="precision" value="1"=>
<PARAM name="maximum" value="100"=>
<PARAM name="minimum" value="0">»

<PARAM name="maxValus" value="45535" =
<PARAM name="minvalus" valua="0">
<PARAM name="unitIncrement" value="1"=
<PARAM name="blaockIncrement" value="1"x
<PRARAM name="rate" value="1000">

<PARAM name="unitId" value="255"x
<PARAM name="borderWidth" Value="20"=
<PARAM name="readOnly" value="False">

</RPPLET>
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Horizontal or Vertical Selector

A horizontal or vertical selector allows the user to choose from a number of options.
Once the selection has been made, the value corresponding to the choice is sent to
the equipment. The choices are represented by the marks on a "scale", the current
selection being indicated by the position of the cursor on a slider.

Properties [Horizontal Selector]
Address Barder Width
Data Type Unit ID 755
Label Folling rate [ms]
Choices Read Cnly
Scale Visible
OK | Cancel
The properties of the slider are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Choices Choices Setpoints to apply to the address value.
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols).
Polling rate [ms] Rate Scanning value.
Read Only ReadOnly True = read value, False = read/write value.
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The HTML code with the parameters in the window above is as follows:

<APPLET
codebase="/clagses"
archive="widgetslite.jar"

code="com.schneiderautomation.factorycast.gatewsy.selectors

.LiveHorizontalSelectoripplet®

width="180" height="160" =
<PARAM name="progressbar'
<PARAM name="progresscolor"

value="true"=
value="#000000" >

<PRRAM name="debug" value="0">

<PARAM name="BACKGRND" value="LT GRAY">

<PRRAM name="addrass" value="1"=

<PARAM name="datatype" value="REGISTER" >

<PRRAM name="labal" value="lahel">

<PRREM name="gcaleVisible" value="Trus">

<PRRAM name="cholceg" value="1=1000, 9=9000, 50=50000">

<PRRAM name="rata" valua="1000"=

<PARAM name="unitId" value="255">

<PRRAM nams="borderWidth" valuae="20":

<PARAM name="readonly" value="False">
</APPLET>
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Push Button

When actuated with the mouse, a push button allows the user to send a preset value
to one or more Modbus slaves.

Properties [Push Button]
Address Button Label
Data Type Border Wicth
Label UritID 75
Values Polling rate [ms]
Reset Values
Reset Delay [ms]
OK | Cancel
The properties of the push button are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Values Values Setpoints to apply to the address value when the | See Note 4
button is pressed. (see page 529)
Reset Values ResetValues Value to apply when the Reset Delay ends.
Reset Delay [ms] ResetDelay Time in ms counted down after the button is
pressed.
Button Label ButtonLabel Label to display on the button.
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols).
Polling rate [ms] Rate Scanning value.

520

35014556 03/2012




Creating Custom Web Pages

The HTML code with the parameters in the window above is as follows:

<APPLET
codebagse="/classes"
archive="widgetslite.jar"

code="com. schneiderautomation. factorycast.gateway.pushButton

.LivePushButtonkpplet"

width="180" height="160" =
<PARAM name="progressbar" value="true">
<PARAM name="progresscolor" value="#000000">
<PARANM name="debug" value="0">
<PARAM name="BACKGRND" value="LT GRAY">
<PARAM name="address" valus="1"=>
<PARANM name="datatype" value="REGISTER" >
<PARAM name="label" value="label">
<PARZM name="valuesg" value="10,50">
<PARAM name="resetValues" value="0">
<PARAM name="resetDelay" value="15000">
<PRREM name="borderWidth" value="25">
<PARAM name="buttonLabel" value="button":-
<PARAM namse="rate" value="1000">
<PARAM name="unitID" value="255">

</RPPLET>

NOTE: In this example, when the user presses the button the value 10 is applied to
address 1 and the value 50 to address 2 for 15,000 ms. After 15,000 ms the two

address are set to the value 0 (resetValue).
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Direct Output Window

This applet allows a user to enter a value in a text input field directly from the
keyboard. If the text entered is a numerical value between the upper and lower
preset limits, an OK button is activated. The value entered is sent to the Modbus
slave each time the user clicks OK or ENTER (if the input field is active for keyboard

input).
Properties [Direct Qutput Station]
Address Maximum Input [EL] 100
Data Type Minimum Input [EL o
Label Border Width
Maximum EU Value Unitin 25
Minimum EUValie [0 | Polingrate [ms]
Maximum PLG Yalue
MnimumPLC Value [0 ]
OK | Cancel
The direct output properties are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or symbol | See Note 1
name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). See Note 2
(see page 529)
Label label Label to be displayed as part of the graphic object. See Note 5
(see page 529)
Maximum EU Value | maximum Maximum value, in physical units, of the direct address
for scaling.
Minimum EU Value | minimum Minimum value, in physical units, of the direct address
for scaling.
Maximum PLC maxValue Gross maximum value (without scale) of the direct See Note 3
Value address in the PLC. (see page 529)
Minimum PLC Value | minValue Gross minimum value (without scale) of the direct See Note 3
address in the PLC. (see page 529)
Maximum Input [EU] | MaxInputValue | Maximum setpoint for the input.
Minimum Input [EU] | MinInputValue | Minimum setpoint for the input.
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Unit ID Unitld Address of the Modbus slave (not used for symbols). 1to 255
Polling rate [ms] Rate Scanning value.
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The HTML code with the parameters in the window above is as follows:

<APPLET
codebase="/classes"
archive="widgetslite.jar"

code="com.schneiderautomation. Zactorycast.gateway.direct

Output.LiveDirectOutputipplet"

width="180" height="160" =
<PARAM name="progresshar"
<PARAM name="progresscolor"
<PARAM name="dshug"
<PRRAM name="BACKGRND"
<PARAM name="address"
<PARAM name="datatype"
<PARAM name="label"
<PRRAM rname="maximum"
<PARAM name="minimum"
<PARAM name="maxValue"
<PERAM name="minvalue"
<PARAM name="maxInputValus"
<PARAM name="minInputvalue"
<PARANM namse="rate"
<PARAM name="unitId*
<PARAM name="horderWidth"

</BPPLET=

value="trus"=»

value="#000000">

value="0"=
value="LT GRAY">
value="1"=
value="REGISTER" >
value="label"=
value="100">
value="0"x
value="465R35" >
value="0"=

value="100"=
value="0">

value="1000"=
value="255" >
value="25"x
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Indicator Light

The indicator light provides a double indication of the value of a direct address in a
device. If the Input inverted property is not set to TRUE, a zero input value is

declared OFF and a non-zero value is declared ON. If the Flash Interval property is
set to a positive value, the indicator light will flash when the input value is equal to

ON.

Properties [Indicator Light]
Address Flash Interval [ms]
Data Type Input Inverted
Label Border Width
Off Word Border Colorh
0n Word Shepe
Cff Background Color UnitID 955
OnBackground Color Polling rate [ms]
Of Foreground Calor
On Foreground Color [ ORANGE 7|
Ok Cancel
The properties of the indicator light are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. See Note 5
(see page 529)
Off Word OffWord Text to be displayed when the input value is OFF.
On Word OnWord Text to be displayed when the input value is ON.
Off Background | OffWordBackground | Background color of the indicator light when Off Word
Color is displayed
ON Background | OnWordBackground | Background color of the indicator light when ON Word
Color is displayed
Off Foreground | OffWordForeground | Color of the text of the Off Word.
Color
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Property HTML code Description Limits
On Foreground | OnWordForeground | Color of the text of the On Word.
Color
Flash Interval Flashinterval The flashing time for the indicator light (expressed in | 200 to 2000
milliseconds) when the input value is ON. Set to zero
for no flashing.
Input inverted Inputinverted On TRUE, inverts the input value (the indicator light
displays the Off Word when the input value is ON).
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Border Color BorderColor Color of the border.
Shape Shape Shape (circular, rectangular, etc.) of the indicator light.
Unit ID Unitld Address of the Modbus slave (not used for symbols). |1 to 255
Polling rate [ms] | Rate Scanning value.

The HTML code with the parameters in the window above is as follows:

<p><APPLET
codebase="

/classes™

archive="widgetslite.jar"
code="com.schneiderantomation. factorycast . gateway.indica-
torLight.LiveIndicatorlightZpplet™

width="180
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<FPARAM
<PARAM
<PARAM
<FPARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM
<PARAM

<PARAM
</APPLET>

" height="160" >
name="progressbar"
name="progresscolor™”
name="debug” value="0">
name="BACKGRND" value="LT GRAY">
name="address" value="2">
name="datatype” value="REGISTER" >
name="label"™ value="1label">
name="offword" value="off">
name="onwWord" value="on">
name="offWordBackground"
name="onWordBackgrounc”
name="offWordForeground”
name="onWordForegrounc"
name="flashInterval™
name="inputInverted"
name="korderwidth"
name="borderColor"
name="shape”
name="rate"
name="unitId"

value="true":>

value="1000">

value="False">
value="25">
value="BLUE" >

value="1000">
value="255">

value="4#000000">

value="ROUND RECTANGLE">

value="LT GRAY">
value="GEREEN" >
value="DK GRAY">
value="0ORANGE™ >
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Rotary Slider

A rotary slider gives an analog representation of the value of a direct address of a
Modbus device. On a circular dial, it draws a position proportional to the value of the
address and represents a percentage of its range in physical units. The size of the
circular dial (cycle in degrees of a circle) and the color of the button can be

configured. Using the mouse, the user can change the value of the rotary slider and
trigger the sending of a new value to the equipment.

Properties [Rotary Slider]
Address Minimum EU Value I
Data Type Maximum PLC Value
Label MinmumPLCValue [0 |
Major Scale Divisions Border Width
Minor Scale Divigions [0 ] Unit I 25
Scale Precision @ Palling rate [ms]
Dial Degrees Sweep Read Cnly
Waximum EL ValLe
0K | Cancel
The properties of the slider are as follows:
Property HTML code Description Limits
Address Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Data type Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Major scale MajorTics Number of major graduations (marked) in the 0to 100
graduation scale.
Minor scale MinorTics Number of minor graduations (not marked) in the |0 to 100
graduation scale.
Scale precision Precision Number of decimal places to be shown for the -1t06
scale graduations (set to -1 to use a general
exponential format).
Dial Degrees Sweep | DegSweep Portion of circular dial to be used to draw the scale. | 60 to 300
Maximum EU Value | Maximum Maximum value, in physical units, of the direct
address for scaling.
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Property HTML code Description Limits
Minimum EU Value | Minimum Minimum value, in physical units, of the direct
address for scaling.
Maximum PLC MaxValue Gross maximum value (without scale) of the direct | See Note 3
Value address in the PLC. (see page 529)
Minimum PLC Value | MinValue Gross minimum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)
Border Width BorderWidth Width (in pixels) of the border of the graphic object.
Unit ID Unitld Address of the Modbus slave (not used for 1to 255
symbols).
Polling rate [ms] Rate Scanning value.
Read Only ReadOnly True = read value, False = read/write value.

The HTML code with the parameters in the window above is as follows:

<APPLET

codebase="/claszes"
archive="widgetzslite.jar"

coda="com.

gchneldersutomation. factorycast . gateway.sliders.

LiveRotosgliderAoplet"
width="180" height="160" =

< PARAM
<PARAM
<PARAM
<PARAM
< PARAM
< PARAM
<PARAM
< PARAM
<PARAM
< PARAM
<PARAM
< PARAM
< PARAM
<PARAM
< PARAM
<PARAM
<PARAM
< PARAM
< PARAM

name="progresshar" value="trus">
name="progresscolor" value="#000000">
name="debug" value="0"=
name="BACKGRND" value="LT GRAY">
name="address" value="1">
name="datatype" value="REGISTER" >
name="label" value="label">
name="majorTics" value="£5535" >
name="minorTica" value="0">
name="precision" value="0"=
name="degsSweep" value="180">
name="maximum" value="100"=>
name="minimum" value="0">
name="maxvalue" value="65535">
name="minvalue" value="0">
name="borderWidth" value="25">
name="rate" value="1000">
name="readonly" value="False"=>
name="unitIhD" value="255">
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Trend Curves

The trend curve can be used to represent the value of a direct address of a Modbus
device or of a module internal register graphically on a curve according to a time
interval. This graphic object has no configuration window, therefore the HTML code
must be written out.

HTML code Description Limits
Address Modbus address of the data type (1 to 65535) or | See Note 1
symbol name. (see page 529)
Datatype Modbus address data type (not used for symbols). | See Note 2
(see page 529)
Label Label to be displayed as part of the graphic object. | See Note 5
(see page 529)
Pens Color of the curve (black by default).
Griddivisions Number of intervals on the grid.
Chartbackground Curve background color.
Gridcolor Color of the interval grid.
Scalecolor Color of the text for the X-axis and Y-axis
information.
Updateinterval Time in seconds between each interval.
Timedivisions Number of time intervals.
Maximum Maximum value, in physical units, of the direct
address for scaling.
Minimum Minimum value, in physical units, of the direct
address for scaling.
MaxValue Gross maximum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)
MinValue Gross minimum value (without scale) of the direct | See Note 3
address in the PLC. (see page 529)
BorderWidth Width (in pixels) of the border of the graphic
object.
Unitld Address of the Modbus slave (not used for 1to 255
symbols).
Rate Scanning value.
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The HTML code with the parameters in the window above is as follows:

<APPLET

codebase="/clagzes"

code="com.schneiderautomation. factorycast.gateway.chart.Li
veChartipplet"

archive="widgetaslite.jar "width="685" height="3&3">

<pararm
<pararm
<param
<parar
<parar
<param
<pararm
<param
<param
<param
<param
<param
<PARAM
<param

name="progregsbar" value="true":>
name="progresscolor" value="#000000">
name="pens" value="pl=black,p2=blue, p3=green":>
nama="address" value="5,6,7">
name="minrimum" valus="0">
name="maximum” valuc="100">
name="miavalue" wvalue="0">
name="maxvValue" value="100">
name="griddivisions" value="5"=
name="gridcolor" valus="blus">
name="updateinterval" value="10"=>
name="timedivisions" value="10"=>
name="unitIid" value="255">
name="charthackgrnd" valus="white"=

<fapplets

Notes

1. Modbus address of the data type (1 to 65535) or symbol name configured by Web Designer for
TSX ETG 30e. You must set the ??? parameter to "PERSISTENT" mode.

2. The various values of the Data Type property for a direst Modbus address have the following meanings:

Data type

Meaning

COIL

output bit (Boolean)

DISCRETE INPUT

input bit (Boolean)

REGISTER

16-bit signed integer

INT32

32-bit signed integer

INT32SWAP

32-bit signed integer with least significant and most significant words inverted

INPUT REGISTER

16-bit signed integer for analog input

3. The limits of the Maximum PLC Value and Minimum PLC Value properties are the natural limits of the
configured Data type property.

4. For a push button you must specify at least one value. If several values are entered, they will be assigned to
an address table starting with the direct address indicated.

5. For the applet to display a numerical data value instead of a label, specify parameters in the HTML code as
follows: name = "label" value = "$data$".
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applet

ASCII

AT commands

BIT

Software component that runs in the context of another program, for example a Web
browser.

American Standard Code for Information Interchange.

This is an American code (but now an international standard) which allows all
alphanumerical characters used in English, punctuation marks, some graphics
characters and various commands to be defined with 7 bits.

Also called Hayes Commands: Set of commands for various telephone-line
manipulations, dialing and hanging up for instance.

B

Contraction of Binary Digit.

This is the binary unit of information content, which can represent two separate
values (or states): O or 1.

A field of 8 bits constitutes 1 byte.
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BOOTP

CF card

Bootstrap Protocol: Protocol for booting diskless terminals or stations by
centralized management of network parameters.

C

Compact Flash card: Type of data storage device, used in portable electronic
devices.

communication error

configuration

CPU

CRC

CTS

Error detected by the module when the periodic exchanges with the PLC stop.

The configuration comprises all the data that defines the device (invariable) and that
is necessary to the operation of the module.

Central Processing Unit.

The microprocessor. This comprises the entire control unit and the arithmetic unit.
The purpose of the control unit is to extract the execution instruction from the central
memory along with the data needed to execute this instruction, to establish electrical
connections in the arithmetic and logic unit and to start the processing of this data
in the unit. ROM or RAM memories are sometimes included on the same chip, and
sometimes even I/O interfaces or buffers.

Cyclic Redundancy Check: Type of hash function used to produce a checksum —
a small, fixed number of bits — against a block of data, such as a packet of network
traffic or a block of a computer file.

Clear To Send: Acknowledge RTS and allow DTE to transmit.
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DCD

DHCP

DIN

DNS

driver

DSR

DTE

DTR

Data Carrier Detect: Indicates that a good carrier is being received from the remote
modem

Dynamic Host Configuration Protocol: Protocol allowing a station connected to
the network to obtain its configuration dynamically.

Deutsches Institut fiir Normung: German standards institute.

Domain Name System: It stores and associates many types of information with
domain names, but most importantly, it translates domain names (computer
hostnames) to IP addresses.

Program which informs the operating system of the presence and characteristics of
a peripheral.

Data Set Ready: Indicates to the computer that it is ready to receive data

Data Terminal Equipment: End instrument that converts user information into
signals for transmission, or reconverts the received signals into user information.

Data Terminal Ready: Indicates that the computer is ready to receive data.
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FactoryCast HMI

FDR

firewall

Flash memory

FTP/TFTP

GND

GPRS

GSM

Active Web server that executes HMI functions integrated in a PLC module. With the
active Web server, you do not need to use polling to update the HMI/SCADA
database.

Faulty Device Replacement: Automatic configuration recovery service provided by
the module.

Information technology (IT) security device which is configured to permit, deny or
proxy data connections set and configured by the organization’s security policy.

Form of non-volatile computer memory that can be electrically erased and
reprogrammed.

File Transfer Protocol/Trivial File Transfer Protocol: Network file transfer
protocol.

G

Ground Signal: Common return for the other connections

General Packet Radio Service: A radio technology for GSM networks that adds
packet-switching protocols and shorter set-up time for ISP connections.

Global System for Mobile Communications is the most popular standard for
mobile telephones in the world.
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HMI

HTML

HTTP

ISO

ISP

Human Machine Interface: The aggregate of means by which people (the users)
interact with a particular machine, device, computer program or other complex tool
(the system).

Hyper Text Markup Language is the predominant markup language for the
creation of web pages. It provides a means to describe the structure of text-based
information in a document and to supplement that text with interactive forms,
embedded images, and other objects.

Hyper Text Transfer Protocol: Network transfer protocol for documents written in
hypertext (links).

Internet Protocol: Data-oriented protocol used for communicating data across a
packet-switched internetwork (i.e. the Internet).

International Standards Organization. The ISO code is the most widely used.
Formats, symbols, transmission rules are all covered by ISO standards. AFNOR is
a member of ISO.

Internet Service Provider: Business or organization that sells to consumers access
to the Internet and related services.
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MIB

NAT

NTP

PAP

PL7

PLC

PPP

M

Management Information Base: Database used by the SNMP protocol for network
management and containing information on data transmission, station or router
components, etc.

e MIB II: standard MIB
e Schneider Electric MIB: private MIB

N

Network Address Translation: is the translation of an Internet Protocol address (IP
address) used within one network to a different IP address known within another
network.

Network Time Protocol: Protocol for synchronizing the clocks of computer systems
over packet-switched, variable-latency data networks.

P

Password Authentication Protocol: Password identification protocol used for
remote modem connections.

Schneider Electric PLC programming software.

Programmable Logic Controller: It is a small computer used for automation of
industrial processes, such as control of machinery on factory assembly lines.

Point-to-Point Protocol: Point-to-point communication protocol used for modem
connections.
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Premium

PSTN/RTC

Quantum

RAS

RD

RGB

RI

RS232

Family of Schneider Electric PLCs.

Public Switched Telephone Network/Réseau Téléphonique Commuté: The
network of the world’s public circuit-switched telephone networks.

Q

Family of Schneider Electric PLCs.

R

Remote Access Server: Hardware and software to enable the remote access to
tools or information that typically reside on a network of IT devices.

Received Data: Data sent from DCE to DTE.

Additive model in which red, green, and blue (often used in additive light models) are
combined in various ways to reproduce other colors.

Ring Indicator: Detects a ring signal from the telephone line.

Serial communication standard that in particular defines the following operating
voltage:

e A signal of +3 to +25V indicates a logic O
e A signal of -3V to -25V indicates a logic 1
Between +3V and -3V the signal is regarded as invalid.

35014556 03/2012

537



Glossary

RS485

RTS

RTU

RUN

SCADA

SMTP

SNMP

RS 232 connections are relatively sensitive to interference. The standard
recommends not exceeding a distance of 15 meters and a speed of 20,000 baud
(bps) maximum.

Serial connection standard operates at +/-5V differential. The connection uses the
same wire for transmission and receipt. Their "3-status" outputs allow them to switch
to listening mode when transmission is completed.

Request To Send: Asserted (set to 0) by DTE to prepare DCE to receive data.

Remote Terminal Unit: Device which interfaces objects in the physical world to a
distributed control system or SCADA system by transmitting telemetry data to the
system and/or altering the state of connected objects based on control messages
received from the system.

Function used to start execution of the application program in the PLC.

S

Supervisory Control And Data Acquisition: Software that, interfacing with a
programmable logic controller, gathers and analyzes information used to monitor
and control commercial equipment.

Simple Mail Transfer Protocol: Application protocol used to transmit messages via
the Internet and direct them to a mailbox.

Simple Network Management Protocol: Network management protocol for
controlling a network remotely by polling the stations for their status and modifying
their configuration, performing security tests and viewing information relating to data
transmission. It can also be used to manage software and databases remotely.
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SQL

TCP

TCP/IP

D

Time Out

UDP

URL

Structured Query Language: Used to query (request data from) a relational
database.

T

Transmission Control Protocol: Virtual circuit protocol that is one of the core
protocols of the Internet protocol suite, often simply referred to as TCP/IP.

The set of communications protocols that implement the protocol stack on which the
Internet and most commercial networks run.

Transmitted Data: Data sent from DTE to DCE.

Expiry of a waiting time. Stops the application or disconnects after a lengthy period
of non-use.

U

User Datagram Protocol: One of the core protocols of the Internet protocol suite.
Using UDP, programs on networked computers can send short messages
sometimes known as datagrams to one another.

Uniform Resource Locator: The global address of documents and other resources
on the World Wide Web.
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VPN

Web Proxy

Virtual Private Network: A private network that is configured within a public
network. It uses encryption and other security mechanisms so that only authorized
users can access the network and that the data cannot be intercepted.

w

A Web proxy server is a server which services the requests of its clients by making
requests to other servers. A client connects to the proxy server, requesting a Web
page from a different server.
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A

active pages service
configuration, 318
presentation, 316
addressing, 75
flat, 98
applets
FrontPage, 496, 504
HTML, 479, 481, 484

battery
insertion and removal, 43

C

cables, 66

calculation service
configuration, 288
presentation, 286

CF card
backup, 52
characteristics, 61
Installation and removal, 571
precautions, 51

changing passwords, 79

characteristics
electrical, 70
environmental, 72
physical description, 19
standards, 71

compatibility, 23

conditions of use, 72

configuration pages, 75

connectors, 56

custom web pages
FrontPage, 490
graphic objects, 509
home page, 475
inserting applets, 478
uploading, 473
uploading pages, 508

using Java applets, 479, 481, 484, 496,

504

D

daisy chain, 256

Data Editor
direct address, 407
spreadsheets, 404
symbol, 406
templates, 403
variable, 406

Data Editor Lite
configuration, 412

data templates, 403

database service
configuration, 295
database table, 299
presentation, 294
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datalogging service
configuration, 306
presentation, 302
device explorer
configuration, 249
presentation, 247
device service
configuration, 270
presentation, 259, 267
DHCP
client, 230
FDR, 231
presentation, 229
diagnostics, 68
service status, 261
dimensions, 35
direct addresses
write-enabled, 408
direct cable, 120
DNS
configuration, 236
presentation, 234

E

email service
configuration, 279
password protection, 278
presentation, 277

external modem
addressing, 153
configuration, 157
connection priorities, 152
opening a connection, 149

F

FDR

presentation, 229
FrontPage

extension, 490

uploading pages, 508
FTP, 253

G

GPRS
contract, 163
IP publication, 167
presentation, 162
GPRS modem
configuration, 165
opening a connection, 169
Graphic Editor
applet parameters, 436
presentation, 423
property sheet, 433
security, 435
toolbar, 425
user functions, 430
graphic objects
extended, 459
presentation, 438
Graphic Viewer, 469
GSM modem
addressing, 153
configuration, 157
connection priorities, 152
opening a connection, 149

H

hardware characteristics, 32
HMI services

presentation, 259
HTTP

General Home, 344

1/0 board, 62
characteristics, 59, 64
wiring, 53

1/0O scanning, 64

IMEI number, 50

IP address
default, 115, 115
dynamic, 162

PPP interface, 115
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